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1 Reason for Change

A CR on the AD, http://member.openmobilealliance.org/ftp/Public_documents/BCAST/2007/OMA-BCAST-2007-0295R02-CR_Smartcard_Profile_AD_Service_Provisioning_flows.zip
was agreed during 2nd consistency review but NOT FULLY reflected on AD 20070529

This CR once again removes registration after BCAST service request / token request as we have accepted an implicit registration in order to simplify call flows and spec.
2 Impact on Backward Compatibility

No impact as specification is candidate. Clarifications will hopefully enhance ease of implementation and interoperability.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST is asked to accept the proposed changes in BCAST 1.0.
6 Detailed Change Proposal

Change 1:  remove registration option
5.4.7.2 Service Provisioning Function Related Flows for Smartcard Profile

For the Smartcard Profile, all Service Provisioning messages and Registration procedures between the BSP-C and BSP-M SHALL be secured using HTTP digest.  The key material used for the HTTP digest based access authentication and integrity protection, namely, the Smartcard Profile Subscriber Request Key (SRK), is either established through bootstrapping procedures (as described in Section 5.4.7.2.1 for the (U)SIM Smartcard Profile), or derived from a pre-provisioned shared secret between the BSP-C and BSP-M (as described in Section 5.4.7.2.2 for the (R-)UIM/CSIM Smartcard Profile).  Note that the Smartcard Profile Subscriber Management Key (SMK), which is used to protect SEK/PEK delivery within LTKMs (with SEK/PEK subsequently protecting the TEK delivery within STKM) is established as part of the same procedure that establishes SRK.


5.4.7.2.1
Key Bootstrapping and Bootstrap Usage Procedures

For (U)SIM Smartcard Profile, the SMK and SRK are established via the GBA bootstrapping and bootstrap usage procedures as described in [3GPP TS 33.246] Section 6.1.  These procedures establish two keys; the MBMS User Key (MUK) and MBMS Request Key (MRK), which correspond to the SMK and SRK, respectively.  It should be noted that the way in which SMK and SRK are derived is dependent on whether GBA_U or GBA_ME is used (see [3GPP TS 33.246] for details).  The BSP-M can control whether or not GBA_ME and/or GBA_U can be used for a particular service. 

In addition to establishing the keys SMK and SRK, the GBA bootstrapping procedure also establishes a Bootstrapping Transaction Identifier (B-TID), which is used to bind the subscriber identity to the keying material at the BSP-M.

5.4.7.2.2 Key Derivation from Pre-Provisioned Secret Key

For (R-)UIM/CSIM Smartcard Profile, the SMK and SRK are derived from the pre-provisioned Registration Key (RK) in the Smartcard, as described in [3GPP2 S.S0083].  Two keys are derived from the RK: the Temporary Key (TK) and Authentication Key (Auth-Key ), which correspond to the SMK and SRK, respectively.
5.4.7.2.3 Use of HTTP Digest to Secure Service Provisioning Messages

After SMK and SRK have been established between the BSP-C and the BSP-M, the BSP-C MAY send the BSP-M any of the following types of Service Provisioning messages:

- Service Request

- Subscription Renewal

- Unsubscribe Request

- Token Request

- LTKM Request
The Service Provisioning messages SHALL use HTTP Digest for access authentication and integrity protection.  The use of HTTP digest SHALL be as defined in [3GPP TS 33.246].
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Figure 75 – Generic Call Flow for Smartcard Profile’s Service Provisioning Message Exchange using HTTP Digest

It is assumed that SMK and SRK have been established, as described in Section 5.4.7.2 prior to the start of the service provisioning message exchange described below.

1. The BSP-C sends the service provisioning request message using the HTTP POST message to the BSP-M.

2. As the request is for an access-protected object, and the appropriate Authorization header is not included in the request message received by the BSP-M, the BSP-M responds with a “401 Unauthorized” status code, along with WWW-Authenticate header containing the digest challenge.

3. The BSP-C retries the request, this time including in the HTTP POST the Authorization header line which contains the digest response using the SRK as the password, and B-TID or NAI (Network Access Identifier) as the username, for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Smartcard Profile, respectively.

4.
The BSP-M authenticates the BSP-C by computing the digest response.  If authentication is successful, the BSP-M sends the 200 OK along with the appropriate status code for the message type.

5.4.7.2.4 
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5.4.7.2.5 Service Request/Response 
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Figure 77 – Call Flow for Smartcard Profile’s Service Request/Response Message Exchange 

EDITOR NOTE "Registration not needed" removed from  4 HTTP 200 OK POST in figure above
It is assumed that SMK and SRK have been established as described in Section 5.4.7.2.1 prior to the start of the service provisioning message exchange described below.

1. The BSP-C sends the Service Request message to the BSP-M.  The Service Request message is an HTTP message. The format of the Service Request message is specified in [BCAST10-Services].
2. As the request is for an access-protected object, and the appropriate Authorization header is not included in the request message received by the BSP-M, the BSP-M responds with a “401 Unauthorized” status code, along with WWW-Authenticate header containing the digest challenge.

3. The BSP-C retries the request, this time including in the HTTP POST the Authorization header line which contains the digest response using the SRK as the password, and B-TID or NAI (Network Access Identifier) as the username, for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Smartcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computing the digest response.  If authentication is successful, the BSP-M sends the 200 OK along with the appropriate status code for the message type.  This message is the Service Response message defined in [BCAST10-Services].  If the Service Request is unsuccessful, the status code in the HTTP status line shall indicate the appropriate error.

5. The LTKM is delivered to the BSP-C from the BSP-M. The BSP-M SHOULD push LTKMs to the terminal over UDP following a successful Service Request/Response procedure. However, if the BSP-C does not receive the LTKM related to the successful Service Request/Response procedure, the BSP-C SHOULD request the relevant LTKM from the BSP-M by sending it an HTTP message containing a list of one or more SEK/PEK ID(s), as explained in section 5.1.6.8 Editor please check section no and add dynamic link "LTKM Request Procedure". 

Note that the BSM SHALL register the terminal to the corresponding service if the Service Request was successful, i.e. the Service Provisioning procedure includes an implicit registration with the BSP-M.
6. 

5.4.7.2.6 
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5.4.7.2.7 Token Purchase Request/Response
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Figure 79 – Call Flow for Smartcard Profile’s Token Purchase Request/Response Message Exchange 

EDITOR NOTE "Registration not needed" removed from  4 HTTP 200 OK POST in figure above
It is assumed that SMK and SRK have been established as described in Section 5.4.7.2.1 prior to the start of the service provisioning message exchange described below.

1. The BSP-C sends Token Purchase Request message to the BSP-M.  The Token Purchase Request message is an HTTP message.  The format of the Token Purchase Request message is specified in [BCAST10-Services].
2. As the request is for an access-protected object, and the appropriate Authorization header is not included in the request message received by the BSP-M, the BSP-M responds with a “401 Unauthorized” status code, along with WWW-Authenticate header containing the digest challenge.

3. The BSP-C retries the request, this time including in the HTTP POST the Authorization header line which contains the digest response using the SRK as the password, and B-TID or NAI (Network Access Identifier) as the username, for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Smartcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computing the digest response.  If authentication is successful, the BSP-M sends the 200 OK along with the appropriate status code for the message type.  This message is the Token Purchase Response message defined in [BCAST10-Services].

5. The LTKM is delivered to the BSP-C from the BSP-M. The BSP-M SHOULD push LTKMs to the terminal over UDP following a successful Token Purchase Request/Response procedure.  However, if the BSP-C does not receive the LTKM related to the successful Token Purchase Request/Response procedure, the BSP-C SHOULD request the relevant LTKM from the BSP-M by sending it an HTTP message containing a list of one or more SEK/PEK ID(s), as explained in [BCAST10-Services] Section 5.1.6.8 "LTKM Request Procedure".  Note that some tokens are not associated with a SEK/PEK ID, in which case the LTKM request procedure can NOT be used.  In order to avoid this situation, if LTKMs with tokens not associated with a SEK/PEK ID are delivered, an acknowledgment from the terminal SHOULD be requested.
Note that the BSM SHALL register the terminal to the corresponding service if the Token Purchase Request was successful, i.e. the Service Provisioning procedure includes an implicit registration.
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