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1 Reason for Change

Interface SP-4 has been updated with the addition of the DVB Simulcrypt possibility. The text on the CP-4 interface did not really take this into account and remain quite vague, as it only states “do as for SP-4”.
This CR adds some clarification on this CP-4 interface by clearly stating what the options are.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to introduce the changes in a new version of the BCAST SPCP document.
6 Detailed Change Proposal

13.2 Interface CP-4
The interface CP-4 can be used for up to three different functions:

1. Delivery of the Service and Program key material from the SP-M in the BSM to the SP-KD in the BSD/A for the content protection.
2. Delivery of the LTKM and/or Registration key material from the SP-M in the BSM to the SP-KD in the BSD/A, for subsequent broadcast distribution of these data.
3. Delivery of the STKMs from the BSM to the BSD/A for subsequent broadcast distribution.

A BSM that support Content Protection SHALL support the interface CP-4. A BSD/A that support Content Protection SHALL support the interface CP-4.
The message flows for the interface CP-4 are the same as the message flows for SP-4. Therefore the same protocol stack and messages as described for SP-4 SHALL be used for CP-4. This means that two options are given for the interface CP-4:

· Using DVB Simulcrypt based interfaces

· Using BCAST specific interfaces
The interface CP-4 MAY support DVB Simulcrypt as specified in Section Error! Reference source not found.. The interface CP-4 MAY support OMA BCAST specific signalling as specified in Section Error! Reference source not found.. The interface CP-4 SHALL support either DVB Simulcrypt as specified in Section Error! Reference source not found. or OMA BCAST specific signalling as specified in Section Error! Reference source not found..

The technical difference between SP-4 and CP-4 is the value of protection_after_reception. In the case of Content Protection, the BSM sets protection_after_reception to value 0x00, 0x01 or 0x02 as defined in Section 7.3. Setting protection_after_reception to 0x03 is possible only in case of Service Protection. This is valid for both streams and files.

Files can be DCF-protected. DCF files can be offered by the BSA or the Content Creator. In this case, the file is transported as any other file to the terminal. In case Content Protection is required for a file, the file has to be protected using DCF by the BSD/A. Therefore, a BSD/A that supports Content Protection SHALL support DCF protection of files. Note that DCF files, which were protected by the BSA or the Content Creator, can be additionally encapsulated in another DCF for additional Content Protection, i.e. “DCF inside a DCF”. The usage rights of the ‘outer’ DCF file is dictated by the protection_after_reception value. The usage rights of the ‘inner’ DCF is dictated by the Rights Objects that the device has for the file, that were provided by the BSA or the Content Creator.
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