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1 Reason for Change

We have identified following problems are under specified or need to be corrected, regard to OMA BCAST Parental Control Pincode and UNBLOCK PIN:

1. UNBLOCK PIN is not possible to be used to initialize Parental Control Pincode. The ETSI 102 221 CHANGE PIN requires user to input a string via UI. If the UNBLOCK PIN comes via LTKM it cannot modify the Parental Control Pincode file; in other words, the new function of modifying Parental control Pincode over the air requires a new command to be specified in ETSI.

2. The UNBLOCK is personalized during card manufacture phase. Using the LTKM to provision UNBLOCK PIN seems to be pointless - if the intension is to hide the PIN from user thus provisioning over the air, then how does the user use the UNBLOCK PIN to unlock the service? If the user already knows the UNBLOCK PIN, what is achieved by sending it OTA?

3. The specification is underspecified on the unblock procedure in terminal.
4. For initialize the Parental Control Pincode, it requires user to input the original Parental Control Pincode. User must know the default value during card manufacture phase. It is underspecified how to acquire the default value.  

5. Gemalto has confirmed that the Parental Control is user specific, not service specific. We agree with the concept. However the current version of specification binds the SPE (Security Policy Extension) with Parental Control setting, which makes it service specific. 
2 Impact on Backward Compatibility

N/A.
3 Impact on Other Specifications

Change Summery:

· Editorial changes to clarify the different two Pin, one is UNBLOCK PIN, and the other one is Parental Control Pincode.

· Sending the default Parental Control Pincode via LTKM, instead of UNBLOCK PIN. This is one way of initialize the Parental Control Pincode. (FIRST CHANGE)

· Keep the Parental Control as user specific and propose the change accordingly. (FIRST CHANGE; SECOND CHANGE, step 2)

· Specify the missing function on initialize the Parenal Control Pincode. Current specification is underspecified on this aspect. (SECOND CHANGE, step 3)

· Specify the missing function on how unblock of Parental Control Pincode works. Current specification is underspecified on this aspect. (SECOND CHANGE, step 4).
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

<provide a description of the intended actions to be taken by the group>

6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

6.6.3 EXT BCAST for LTKM
To include Smartcard Profile specific information in LTKMs that can not be supported by the MBMS MSK message, a new MIKEY Extension payload MAY be included in the LTKM. For LTKMs this payload is referred to as the EXT BCAST for LTKMs. The EXT BCAST for LTKMs is used to transport additional information governing the use of the SEK/PEK carried within the LTKM. The EXT BCAST for LTKMs enables the following functionality:
· Pay-Per-View

· Pay-Per-Time

· Number of times the SEK/PEK can be used

· Send tokens to be added  to a purse in the USIM

· Service/program termination for a user and SEK/PEK ID key deletion
The BSM and BSD/A SHALL support the use of the EXT BCAST for LTKMs.The terminal SHALL support the use of the EXT BCAST for LTKMs. The Smartcard MAY support the use of the EXT BCAST for LTKMs.

The EXT BCAST payload is an instance of the General Extension Payload for MIKEY defined in Section 6.15 of [RFC3830] and reproduced below for convenience: 

Table 10: Logical Structure of the MIKEY General Extension Payload

	Next Payload

	Type

	Length

	Payload Data


Note that the same fields are present in the EXT BCAST for LTKMs and the EXT BCAST for STKMs (defined in Section ‎6.7.1). The difference between the two EXT BCAST payloads is the Payload Data that they contain.
For the EXT BCAST for LTKMs the MIKEY General Extension Payload fields SHALL be populated as defined below:

Next Payload (8 bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “OMA BCAST STKM/LTKM MIKEY General Extension” and is assigned the value of 5. 

Note: The actual value can be different than 5 as there are currently several extension header proposals in IETF and by the time an IETF draft is submitted the number allocated here (5) may already be taken by other proposals.

Length (16-bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Payload Data (Variable length): This field SHALL be populated with the Smartcard Profile LTKM Management Data as defined in Table 11.
Table 11: Format of Smartcard Profile LTKM Management Data
	Smartcard Profile Management Data
	Length (in bits)
	Type

	Long_term_key_message_extension() {
	
	

	

	
	

	

protocol_version
	4
	uimsbf

	

security_policy_ext_flag
	1
	bslbf

	

Consumption_reporting_flag
	1
	bslbf

	
 access_control_flag
	1
	uimsbf

	                 terminal_binding_flag
	1
	bslbf

	if (security_policy_ext_flag == LTK_FLAG_TRUE) {
	
	

	

security_policy_extension
	4
	uimsbf

	

purse_flag
	1
	bslbf

	
	
	

	

reserved_for_future_use
	3
	uimsbf

	


	
	

	

cost_value
	16
	uimsbf

	         if (security_policy_extension == 0x06 || 0x07 || 0x08 || 0x09)  {
	
	

	

        number_play_back
	8
	uimsbf

	

        }
	
	

	         if (purse_flag == LTK_FLAG_TRUE) {
	
	

	
     
        purse_mode
	1
	bslbf

	

        token_value
	31
	uimsbf

	     

       }
                }
	
	

	 If (access_control_flag == LTK_FLAG_TRUE) {
	
	

	                 Reserved_for_future_use
	8
	bslbf

	
     
number_of_access_control_descriptors
	8
	uimsbf

	
     
access_control_descriptor_loop() {
	
	

	
     
access_control_descriptor()
	
	

	
     
                   }
	
	

	
     
        
	
	

	

}
	
	

	if (terminal_binding_flag == LTK_FLAG_TRUE) {
	
	

	

TerminalBindingKeyID
	32
	uimsbf

	

PermissionsIssuerURILength
	8
	uimsbf

	

PermissionsIssuerURI
	8*PermissionsIssuerURILength
	bslbf

	

}
	
	

	if (Consumption_reporting_flag == LTK_FLAG_TRUE) {
	
	

	

Security_policy_extension
	4
	uimsbf

	

reserved_for_future_use
	4
	uimsbf

	

}
	
	

	}
	
	


6.6.3.1 Constant Values

LTK_FLAG_FALSE
0

LTK_FLAG_TRUE
1
6.6.3.2 Coding and Semantics of Attributes
protocol_version (4 bits):  This field indicates the protocol version of this LTKM.

The device SHALL ignore messages that have a protocol_version number it doesn’t support. 

If the protocol version is set to 0x0 the format specified in this version of the specification SHALL be used. If set to anything else than 0x0, then the format is beyond the scope of this version of the specification.

security_policy_ext_flag (1 bit): This field indicates whether or not a security extension payload is carried in this LTKM. LTK_FLAG_FALSE indicates no security extension payload is present and the MBMS security policy in section 6.5.3 “MSK processing” in [3GPP TS 33.246 v7] applies (i.e. according to the parameters carried in the SP payload in Table 8), and LTK_FLAG_TRUE indicates a security extension payload is present and that a Smartcard Profile specific security policy associated with the security_policy_extension applies. 
Specifically, if the security_policy_ext_flag is equal to LTK_FLAG_TRUE, the counter in TS field in STKMs is used to detect replay attacks and facilitate key validity data check (both procedures associated with the TEK) while the TEK ID field of the EXT payload is used to detect the resending of the same TEK.

consumption_reporting_flag (1 bit): This field indicates whether or not a consumption reporting payload is carried in this LTKM. If the consumption_reporting_flag is equal to LTK_FLAG_TRUE, the security_policy_ext_flag and the terminal_binding_flag shall be set to LTK_FLAG_FALSE, the V bit in the common header of LTKM SHALL be set and a verification message containing the status of the purse, the number of playbacks and the cost value of the content associated to the SEK/PEK ID and the security policy defined in the consumption_reporting extension.

access_control_flag (1bit): This field indicates whether or not an access_control_descriptor is carried in this LTKM. LTK_FLAG_FALSE indicates that no access_control_descriptor is present, LTK_FLAG_TRUE indicates that at least one access_control_descriptor is present in the LTKM.

Server MAY support access_control_descriptor. In case server doesn’t support access_control_descriptor, the access_control_flag SHALL be set to LTK_FLAG_FALSE.
Number_of_access_control_descriptor (8bits):  This field indicates the number of access_control_descriptor present in the LTKM
Access_control_descriptor_loop
	Tag
	8
	uimsbf

	Length
	8
	uimsbf

	Value
	8xlength
	bit string


The Access Criteria Descriptor loop is an extension mechanism to allow the addition of new access controls associated to access_criteria carried in STKM in future versions of this specification. The secure function SHALL ignore Access Criteria Descriptors that it doesn’t support.  It is OPTIONAL for the BCAST Terminal to support Access Criteria Descriptors.
A single Access Criteria Descriptor can carry one or more access controls.

The following Access Criteria Descriptors have been defined:

parental_control – This descriptor enables an access restriction based on a content rating. The descriptor tag for this descriptor is 1.  The value for this descriptor is encoded as follows:

Table 14: parental_control Access Criteria Descriptor
	parental_control descriptor
	Length
	Type

	update_mode
	1
	

	parental_control_PIN_flag
	1
	

	Reserved_for_future_use
	1
	

	number_of_rating_types
	5
	uimsbf

	For (i=0; i < number_of_rating_types; i++) {
	
	

	rating_type
	8
	Uimsbf

	level_granted
	8
	Uimsbf

	
}
	
	

	if (parental_control_PIN_flag == LTK_FLAG_TRUE) {
	
	

	parental_control_PIN
	128
	Uimsbf

	}
	
	


update_mode (1 bit): This field indicates whether the rating_value and rating_type pairs should be added to or deleted from the list stored in the secure function. If the update mode is set to LTK_FLAG_TRUE the rating_value and rating_type pairs are added to the list. If the update mode is set to LTK_FALG_FALSE the rating pairs are deleted from the list.

parental_control_PIN_flag (1 bit): This field indicates the presence of a pincode in the message.

number_of_rating_types (5bits): this field indicates the number of rating types transmitted within the descriptor.

rating_type (8bits): This field indicates the rating_type. See Table 31 in Section ‎7.1 for the coding of this field. 
level_granted (8 bits): This field is an integer with the meaning that is dependent on the rating_type. 
For rating_type different from 0x00, this level_granted is the maximum rating_value authorized to the user. The rating values are defined in Table 31 in Section ‎7.1.
The level_granted associated to the rating_type 0x00 is the age of the user and for this case the coding of rating_value is two digits in 4-bit Binary Coded Decimal (BCD)

As an example 11 year’s old is coded as “0x11”
parental_control_PIN (128 bits): The parameter is a value for the Parental Control PINCODE stored in the secure function. This value can be set by user or given by service operator which enables the protection mechanism. This field contains the cryptogram of the PIN. User can acquire the Parental Control PINCODE value via out of bound mechanisms. 
NOTE: The Parental Control PINCODE may be initialized in the Smart card using a LTKM message to set a value for the Parental Control PINCODE or a default value has been initilaised in the personalization phase of the smart card. In latter case, the parental control PINCODE is not present in LTKM.
The ciphering of the PIN SHALL be based on the SMK. 

The ciphering algorithm used SHALL be AES-CM-128

The input message SHALL consist of the UNBLOCK PIN padded with 0 for the 64 Most Significant Bits to obtain an input message of 128 bits: 0 (64 bits) || PIN
terminal_binding_flag (1 bit):  This field indicates whether or not terminal binding applies for the STKM streams protected by the SEK or PEK transported in this LTKM. LTK_FLAG_FALSE indicates it is not used, LTK_FLAG_TRUE indicates it is used.

security_policy_extension (4 bits): This field indicates the security policy extension.

Let in the following CxN be the value computed as “cost_value" times "number_play_back".

In the table below:

Purse associated to a service means that the purse is associated to a SEK/PEK key group.

User purse means that the purse is associated to the SMK key
It is assumed that TEK decryption is performed only as long as the associated SEK/PEK is deemed valid (i.e. the TS value in the received STKM is within the range of the key validity data stored in the Smartcard).
Table 12: Security Policy Extension Values
	Value
	Description

	0x00
	Pay Per Time with purse associated to a service and play-back of content not allowed

In this mode, the Smartcard uses the purse associated with the SEK/PEK Key Group to implement charging based on the number of TEKs decrypted. STKM replay protection is enabled.

	0x01
	Pay Per Time with purse associated to a service and play-back of content allowed

In this mode, the Smartcard uses the purse associated with the SEK/PEK Key Group to implement charging based on the number of TEKs decrypted. STKM replay protection is disabled. 

	0x02
	Pay Per Time with user purse and play-back of content not allowed

In this mode, the Smartcard uses the purse associated with the SMK to implement charging based on the number of TEKs decrypted. STKM replay protection is enabled.

	0x03
	Pay Per Time with user purse and play-back of content allowed

In this mode, the Smartcard uses the purse associated with the SMK to implement charging on the number of TEKs decrypted. STKM replay protection is disabled. 

	0x04
	Subscription mode for a single play of content

In this mode the LTKM is processed as defined for MBMS in [3GPP TS 33.246 v7] but using the OMA BCAST STKM replay protection mechanism and key validity data format. No purse is used and the fields token_value and cost_value in the OMA BCAST Extension payload of LTKM SHALL NOT be processed. STKM replay protection is enabled.  

	0x05
	Subscription mode for unlimited play-back of content 

In this mode The LTKM is processed as defined for MBMS in [3GPPTS 33.246] but using the OMA BAST key validity data format and with STKM replay protection disabled. This allows a user to watch recorded content an unlimited number of times, provided that the SEK/PEK is not deleted. No purse is used and the fields token_value and cost_value in the OMA BCAST Extension payload of LTKM SHALL NOT be processed.  

	0x06
	Pay Per View with purse associated to a service and deduction of tokens prior to play-back of content 

In this mode, the Smartcard decreases the purse associated with the SEK/PEK Key Group by the value CxN at the reception of the right (i.e. LTKM reception). The play-back counter associated with the SEK/PEK is updated with the value number_play_back 

	0x07
	Pay Per View with user purse and deduction of tokens prior to play-back of content

In this mode, the Smartcard decreases the purse associated with SMK by the value CxN at the reception of the right (i.e. LTKM reception). The play-back counter associated with the SEK/PEK is updated with value number_play_back 

	0x08
	Pay Per View with purse associated to a service and play-back of content allowed

In this mode, the Smartcard decreases the purse associated with the SEK/PEK Key Group by the cost_value when a freshness failure is detected.

	0x09
	Pay Per View with user purse and play-back of content allowed

In this Pay per view mode, the Smartcard decreases the purse associated with the SMK by the cost_value when a freshness failure is detected.

	0x0A
	Service/Program termination

In this mode, a service/program termination is identified by the smart card through the equal to zero values of upper and lower limits of the Timestamp interval applicable to a certain SEK/PEK ID.  As a result, the USIM/(R‑)UIM/CSIM deletes all the previously stored SEK/PEK and related key material corresponding to that SEK/PEK ID.

	0x0B …0x0D
	Reserved for future standardization.

	0x0E …0x0F
	Reserved for proprietary implementation


Cost_value (16 bits):  If the security_policy_extension is set to 0x00 or 0x01 or 0x02 or 0x03, the cost_value field indicates the number of tokens per TEK decrypted by the USIM to decrement from the associated purse.  If the security_policy_extension is set to 0x06 or 0x07 or 0x08 or 0x09, the cost_value field indicates the number of tokens per play-back to decrement from the associated purse. For security_policy_extension values 0x04, 0x05 this field is not used.

Number_play_back (8bit): If the security_policy_extension is set to 0x06 or 0x07, or 0x08 or 0x09 the number_play_back field indicates the maximum number of times content recorded under a SEK/PEK can be played back, otherwise this field is not used.

purse_flag (1 bit): This field indicates whether or not a purse extension is carried in this LTKM. LTK_FLAG_FALSE indicates no purse data is present, LTK_FLAG_TRUE indicates purse data is present and the USIM SHALL perform appropriate update of the purse indicated by the purse_mode. 

purse__mode (1 bit): This field indicates the purse update mode.

Table 13: Purse Update Mode Indication

	Value
	Description

	0x00
	Set mode

In this mode, the purse SHALL be set to token_value.

	0x01
	Add mode

In this mode, the token_value SHALL be added to the purse.


In order to detect overflow in the purse when an update occurs, the following SHALL apply:

When the purse is present in LTKM (purse_flag = LTK_FLAG_TRUE) and the purse_mode is set, the V bit in the common header of LTKM SHALL be set and a verification message containing the status of the update SHALL be sent by the secure function according to Section ‎6.6.3.
token_value (31 bits): This field indicates the number of tokens to be added or set (according to purse_mode value) in the purse.





	
	
	

	
	
	

	
	
	







	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	














TerminalBindingKeyID (32 bits):  This field contains the identifier of the Terminal Binding Key. See Section ‎12 for further details.  This field is ignored by the USIM as it is used only by the terminal.

PermissionsIssuerURILength (8 bits):  This field specifies the length in bytes of the Permission Issuer URI specified below.  This field is ignored by the USIM as it is used only by the terminal.

PermissionsIssuerURI (Variable Length):  This field is the URI of the Permission Isssuer that can be contacted to obtain the Terminal Binding Key. See Section ‎12 for further details.  This field is ignored by the USIM as it is used only by the terminal.
Change 2:  Another change

6.7.2.1 Enforcement of Parental Control
The mechanisms described in this section are only designed for Smartcard.

On reception of an STKM that contains an access_criteria_descriptor, if the Smartcard supports the enforcement of the parental_control access descriptor, the enforcement of the parental control is processed as follow.

Enforcement of parental control access condition consists on the check between the level_granted stored in the Smartcard against the rating_value received in the STKM for the same rating_type. 

The enforcement of the parental control is divided in several processing phases

1. Checking the rating_value: The rating_value transmitted in the STKM is checked against the level_granted stored in the Smartcard for the same rating_type.

2. Checking if PINCODE has been verified. 

3. Depending on the outcome of 2, a PINCODE request may be performed. During this step, a PINCODE entered by the user is checked against a PINCODE stored by the Smartcard. 

4. Unlock the blocked Parental Control PINCODE if the verification of the Parental Control PINCODE fails in 3 consecutive attempts, not necessarily in the same smart card session. A successful verification of the Parental Control PINCODE automatically resets Parental Control PINCODE retry counter.
1. Checking of rating_value

The Smartcard SHALL first compare the rating_type received in the STKM against all of the rating_type values stored in the Smartcard. 

Depending on the rating_value and the rating_type, the outcome is success or failure:

checking of rating_value: success
If there is a rating_type match, and the level_granted associated to this rating_type in the Smartcard is an equal or more restrictive value than the rating_value received in the STKM, the checking of rating_value ends with success.and the processing of STKM resumes.

If there is no rating_type match, the user is authorized to view the content and the checking of rating_value ends with success and the processing of the STKM resumes.
checking of rating_value: failure 
If there is a match, and the level_granted associated to this rating_type is less restrictive than the rating_value received in the STKM, the checking of rating_value ends with failure.

If the checking of rating_value ends with failure and a PINCODE is not defined in the Smartcard, the Smartcard aborts the processing of STKM and indicates to the user that they are not allowed to view this content (see Section ‎6.7.2).
Note:  A PIN is defined in the Smartcard, when a local PIN (as defined in [ETSI TS 102.221]) has been assigned for the parental control function at the manufacture of the Smartcard. The PINCODE function is optional in the Smartcard for the parental control.
If the checking of rating_value ends with failure and a PINCODE is defined in the Smartcard, Step ‎2 (Checking if PINCODE has been Verified) is executed (see below). 

Example of STKM filtering based on STKM Parental control rating and Smartcard rating
	
	Smartcard

rating
	None
	-10
	-12
	-14
	-16
	-18

	STKM

parental rating
	BCAST "rating"
	0 (least restrictive)
	1
	2
	3
	4
	5 (most restrictive)

	none
	0 (least restrictive)
	O
	O
	O
	O
	O
	O

	-10
	1
	X
	O
	O
	O
	O
	O

	-12
	2
	X
	X
	O
	O
	O
	O

	-14
	3
	X
	X
	X
	O
	O
	O

	-16
	4
	X
	X
	X
	X
	O
	O

	-18
	5 (most restrictive)
	X
	X
	X
	X
	X
	O


where:
Rating -16 means forbidden to those under 16

X means Smartcard blocks the STKM unless a valid PINCODE is provided

O means Smartcard accepts the STKM

Note that, in the text, the term ‘more restrictive’ means that there are more constraints on having access to the content. This typically means the user age is higher, i.e. in the table above rating "-18" is more restrictive than "-10". Note that actual numerical values of rating_value for certain rating_types do not always follow a linear scale, either from less restrictive to more restrictive or vice-versa. The corresponding logical order (from least restrictive to most restrictive) is indicated in the rating_type table in order to indicate explicitly how these should be rated.

Table 21 shows the order of restrictiveness for each of the rating_types range of rating_values.The meaning of the rating_value is defined in Table 31 in Section ‎7.1.

Table 21: Order of Restrictiveness
	rating_type
	rating_value in order of increasing restrictiveness

	0
	1, 2, 3, 4, 5,…etc

	1
	4, 1, 2, 3

	2
	6, 5, 4, 3, 2, 1

	3
	6, 1, 2, 3, 4, 5

	4
	6, 5, 4, 3, 2, 1

	5
	2, 1

	6
	6, 5, 4, 3, 2, 1

	7
	7, 1, 2, 3, 4, 5, 6

	8
	6, 5, 4, 3, 2, 1

	9
	1, 2, 3, 4, 5

	10
	0x00, ….0xFF


2. Checking if PINCODE has been verified

If the checking of rating_value ends with failure and a Parental Control PINCODE is defined in the Smartcard, the Smartcard SHALL check if the PINCODE has been verified previously, the PINCODE verification is valid for the smart card session in accordance with the rules defined in [ETSI TS 102.221]
. Two possibilities exist: the PINCODE has already been checked successfully, or the PINCODE check failed:

checking of PINCODE: success 

If the Parental Control PINCODE has been previously verified with success, the parental control ends with success and the processing of STKM resumes.

The Smartcard SHALL NOT request that a PINCODE is entered if the PINCODE has been previously verified with success for the same content (i.e. when the SEK/PEK_ID and rating_type/rating_value pair is the same in the STKM). Information that the PINCODE has been verified SHALL be stored in the Smartcard and SHALL be reset if the content changes (SEK/PEK_ID or rating_type/rating_value change in the incoming STKM), if the terminal is switched off and if the transmission of STKM has been interrupted. This interruption in the transmission MAY be detected by a gap in the timestamp value in the incoming STKM (width of the gap MAY be adjusted by the service provider at the manufacture stage of the Smartcard) against the value stored in the replay counter of the SEK/PEK_ID. 

checking of PINCODE: failure
If the Parental Control PINCODE has not been verified or the verification process ended with failure, the Smartcard proceeds to request the PINCODE, as per Step ‎3 (Requesting PINCODE) below.

3. Requesting PINCODE

If the Smartcard needs to request a Parental Control PINCODE the following applies:

Parental Control PINCODE has not been initialised
:
If the Parental Control PINCODE has not been initialized in the Smartcard, parental PIN code status is disabled The Smartcard aborts the STKM processing sending a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see ‎Appendix E) with a status code corresponding to ‘Parental Control PINCODE not initialized’ and with the key reference corresponding to the Parental Control PINCODE used for parental control in order to request to the terminal a Parental Control PINCODE initialization processing.  At the reception of this response, the terminal SHALL ask the user to initialize the Parental Control PINCODE by enabling the parental PIN using the ENABLE PIN command as defined in [ETSI TS 102.221] using the key ID provided in the response to the AUTHENTICATE command.The user enters the  new proprietary Parental Control PINCODE decided by the user to the card using the APDU command ENABLE.  After this step, the Parental Control PINCODE is initialized.

Parental Control PINCODE has been initialised:
If the Parental Control PINCODE is already initialized, the Smartcard aborts the STKM processing sending a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see ‎Appendix E) with a status code corresponding to ‘Parental Control PINCODE required’ and with the key reference corresponding to the Parenal Control PINCODE used for parental control in order to request to the terminal a Parental Control PINCODE verification processing. At the reception of this response, the terminal asks the user to enter a Parental Control PINCODE and sends this PINCODE to the card using the APDU command VERIFY PIN defined in [ETSI TS 102.221] on the Parental Control PINCODE corresponding to the key reference value transmitted in the response of AUTHENTICATE command. 
NOTE: The Parental Control PINCODE may be initialized in the Smart card using a LTKM message to set a value for the Parental Control PINCODE or a default value has been initialized in the personalization phase of the smart card. 
Depending on whether the VERIFY PIN command is successful or fails, the following applies:


VERIFY PIN: success

If the VERIFY PIN ends with success, the terminal SHALL resend the STKM to the card for the computing of keys.

VERIFY PIN: failure
If the VERIFY PIN ends with failure, the terminal MAY request another entry of PINCODE (3 false entries will block the PIN), or wait until the next STKM is received. The User MAY proceed step 4.
4. Unblock a locked Parental Control PINCODE

If the Parental Control PINCODE is blocked in the Smartcard the terminal MAY unblock the PINCODE. This happens when user forgets the Parental Control PINCODE and has entered the wrong parental PINCODE 3 times in the parental control PIN code verification process. In this case, the terminal SHOULD ask user to unblock the Parental Control Pincode. 
When unblocking the PIN, the terminal SHALL request user to input UNBLOCK PIN value and a new proprietary Parental Control PINCODE. The terminal implementation MAY request the input to be confirmed with a repeat. The new Parental Control Pincode value SHALL be sent to UICC using APDU command UNBLOCK PIN, together with the UNBLOCK PIN value, as specified in [ETSI TS 102.221]. 
The terminal SHALL use the command UNBLOCK PIN defined in [ETSI TS 102.221] and the key reference received in the response of AUTHENTICATE command. 
NOTE: The acquisition of the UNBLOCK PIN value uses out-of-bound mechanism, e.g. by post or by calling to operator’s customer service center.
Operation on PINCODE in the Smartcard:

The Parental Control PINCODE associated to the parental control is defined as an OMA DF specific PIN (local PIN) as defined in [ETSI TS 102.221]. The key reference used for this Parental Control PINCODE is transmitted in the response of the AUTHENTICATE command corresponding to unsuccessful command for parental control operation (see ‎Appendix E).

The change of the Parental Control PINCODE is controlled by the terminal using the APDU command CHANGE PIN defined in [ETSI TS 102.221] and using the key reference received in the response of AUTHENTICATE command.

If the Parental Control PINCODE is blocked in the Smartcard the terminal MAY unblock the PINCODE using the command UNBLOCK PIN defined in [ETSI TS 102.221] and using the key reference received in the response of AUTHENTICATE command. 
END OF change













�A PIN code verification is valid during the entire card session, i.e. the card is powered and the USIM application is not re-selected. These rules are defined in TS 102 221. requiring a new verification for new content during the same session doesn't seem to make much sense, this is not in accordance with the understanding PIN code validity.


�If there is a default Pin code in the smart card then it is initialized so maybe the initialization shouldbe removed. Initialisation is not needed if there is a default. If there is no default then the PIN code is disabled. If it is disabled then the user may enabled it by the ENABLE PIN command. In this case the user only needs to put in a new value. So this section needs to be modified. I made the modifications.
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