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1 Reason for Change

In the smartcard profile sections, the parental control description is not complete and, as implementation could be easily not inter-operable.

This CR provides clarification on some aspects of this management.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to introduce the changes in a new version of the BCAST SPCP document.
6 Detailed Change Proposal

Change 1:  Table 12 in Section 6.6.2: Change in the LTKM management data to align the terminology with STKM data and have the access_critera_descriptor not requiring a security_policy_extension value
Table 12: Format of Smartcard Profile LTKM Management Data

	Smartcard Profile LTKM Management Data
	Length (bits)
	Type

	LTKM_management_data() {
	
	

	
protocol_version
	4
	uimsbf

	
security_policy_ext_flag
	1
	bslbf

	
consumption_reporting_flag
	1
	bslbf

	
access_criteria_flag
	1
	uimsbf

	
terminal_binding_flag
	1
	bslbf

	
if (security_policy_ext_flag == LTK_FLAG_TRUE) {
	
	

	

security_policy_extension
	8
	uimsbf

	

purse_flag
	1
	bslbf

	
	
	

	

reserved_for_future_use
	7
	uimsbf

	

if security_policy_extension == 0x00 || 0x01 || 0x02 || 0x03|| 0x08 || 0x09) {
	
	

	


cost_value
	16
	uimsbf

	

}
	
	

	

if security_policy_extension == 0x0C) {
	
	

	


add_flag
	1
	bslbf

	


keep_credit_flag
	1
	bslbf

	


number_TEKs
	22
	uimsbf

	

}
	
	

	

if security_policy_extension == 0x0D) {
	
	

	


add_flag
	1
	bslbf

	


number_TEKs
	23
	uimsbf

	

}
	
	

	

if (security_policy_extension == 0x07) {
	
	

	


add_flag
	1
	bslbf

	


number_playback
	7
	Uimsbf

	

}
	
	

	

if (purse_flag == LTK_FLAG_TRUE) {
	
	

	


purse_mode
	1
	Bslbf

	


token_value
	31
	Uimsbf

	

}
	
	

	
}
	
	

	
if (access_criterial_flag == LTK_FLAG_TRUE) {
	
	

	

reserved_for_future_use
	8
	bslbf

	

number_of_access_criterial_descriptors
	8
	uimsbf

	

access_criteria_descriptor_loop() {
	
	

	


access_criteria_descriptor()
	
	

	

}
	
	

	
}
	
	

	
	
	

	
if (terminal_binding_flag == LTK_FLAG_TRUE) {
	
	

	

terminalBindingKeyID
	32
	uimsbf

	

permissionIssuerURILength
	8
	uimsbf

	

permissionIssuerURI
	8*permissionIssuerURILength
	bslbf

	
}
	
	

	
if (consumption_reporting_flag == LTK_FLAG_TRUE) {
	
	

	

security_policy_extension
	8
	uimsbf

	
}
	
	

	}
	
	


Change 2:  End of Section 6.6.2.2: Update the description of the parental control access criteria descriptor. The “update_mode” flag is removed and the semantic of the encrypted_PINCODE is also modified
number_of_access_criteria_descriptor (8 bits):  This field indicates the number of access_criteria_descriptor elements present in the LTKM

access_criteria_descriptor_loop: 



The access_criteria_descriptor_loop is an extension mechanism to allow the addition of new access criteria associated to access criteria carried in STKM in future versions of this specification. The structure of an access criteria  is as defined in Section 7.1
The secure function SHALL ignore access criteria descriptors that it does not support.  It is OPTIONAL for the BCAST Terminal to support access criteria descriptors.

The following access_criteria_descriptor have been defined for the EXT BCAST for LTKM:

parental_control
This descriptor enables managing the information (the type of rating, the level granted for a rating type and the PINCODE) allowing access restriction based on a content rating. The Tag for this descriptor is 1.  The Value for this descriptor is encoded as follows:

Table 9: parental_control access criteria descriptor

	Parental control access criteria descriptor
	Length
	Type

	LTKM_parental_control_data()l {
	
	

	
request_user_init
	1
	uimsbf

	
no_PINCODE_to_unlock
	1
	uimsbf

	
	
	

	
	
	

	
reserved_for_future_use
	3
	

	
number_of_rating_types
	5
	uimsbf

	
for (i=0; i < number_of_rating_types; i++) {
	
	

	

rating_type
	8
	uimsbf

	

level_granted
	8
	uimsbf

	
}
	
	

	
	
	

	
	
	

	
	
	

	}
	
	


request_user_init (1 bit): This flag allows the secure function to define if the received PINCODE (if any) is a default value that needs to be replaced by the user or if this is already a user defined value.

	LTK_FLAG_TRUE
	If this LTKM includes a PINCODE, at the first possible occasion, the secure function asks the user to override the PINCODE with a personal value. As long as this is not done, access to content is not granted.

	LTK_FLAG_FALSE
	If this LTKM includes a PINCODE, the PINCODE received with this message is already a personal value and override is not needed.


no_PINCODE_to_unlock (1 bit): This flag allows modifying the PINCODE request procedure, so that the secure function will not prompt the user for a PINCODE.

	LTK_FLAG_TRUE
	The PINCODE request is not enabled in the secure function, there is no mechanism to unlock access to content if the content ‘s rating does not match the level granted in the Smartcard

	LTK_FLAG_FALSE
	The procedure of PINCODE checking is enabled. Access to content can be enabled if the right PINCODE is provided regardless of the content’s rating.




number_of_rating_types (5 bits): This field indicates the number of rating types transmitted within the descriptor.

rating_type (8 bits): This field indicates the rating_type. Possible values are given in Table 31 in Section 7.1.

level_granted (8 bits): This field is an integer with the meaning that is dependent on the rating_type.

	rating_type
	

	0x00
	Age of the user and for this case the coding of the level_granted value is on two digits in 4-bit Binary Coded Decimal (BCD). 
As an example 11 year’s old is coded as “0x11”

	Any other value
	Maximum authorized value.









Change 3:  Update to the processing of the access criteria descriptor. A key group number is reserved for carrying this descriptor, with a degenerated LTKM. Clarification to the update mode of the rating type/level granted and PINCODE update management
6.6.4.6 Parental control access criteria descriptor

Parental control parameters are user parameter applying to all services. The PINCODE can be modified locally by the user, without notifying the BSM. The PINCODE SHALL be associated to the BCAST functionality (there is only one PINCODE regardless of the BSM).
The BSM MAY use this access criteria descriptor to allow a user recovering from a situation where, for example, she forgot her PINCODE, and this functionality is blocked, When requested by the user and only in this case, the BSM MAY send a LTKM including this access control descriptor. Values in the LTKM carrying this PINCODE are as follows:
· In the COMMON HDR, the V-bit SHALL be equal to 0.

· In the EXT MBMS, the value 0x02 is used for the key group. This value SHALL NOT be used for any other SEK/PEK ID key group.
· In the EXT BCAST, the security_policy_ext_flag, the consumption_reporting_flag, the terminal_binding_flag, and the purse_flag SHALL be set to LTK_FLAG_FALSE.

· In the KEMAC, the “Encr data len” SHALL be equal to 0 if no PINCODE is carried in this LTKM, otherwise this is the length of the .encrypted material. The material to be encrypted is a PINCODE (64 bits) padded on 128 bits with 1 for the most significant bits. The mechanism for encrypting the PINCODE is the mechanism used for encrypting the SEK/PEK. The key used for the AES engine is the key used for encrypting the SEK/PEK (derived from the SMK key and the RAND carried in the same LTKM). In the Key data sub-payload, the type is 2 and there is no KV data.
When receiving this LTKM, if the secure function supports the enforcement of the parental control access criteria, it:

· Extracts the list of rating_type/level_granted pairs. 
· 
· This list is associated to the SMK used to protect the LTKM. If a list is already present, it SHALL be deleted and the newly received list SHALL replace it.
·  A default setting for rating_type/level_granted pairs specific to service provider MAY be possible during the Smartcard manufacture.

· Extracts the value of “no_PINCODE_to_unlock”.
· If the encrypted PINCODE is present in the KEMAC of the message, the secure function unblocks access to the PINCODE and re-initializes it with the received value (once decrypted). In addition, if the request_user_init flag is:
· Equal to LTK_FLAG_TRUE, the received PINCODE will update the value in the Smartcard and the Smartcard will request a PIN initialization during the access control processing.  The user then will change the PINCODE to a personal value as soon as possible.

· Equal to LTK_FLAG_FALSE, the received PINCODE will update the value in the Smartcard and the Smartcard will not request a PIN initialization during the access control processing.   The PINCODE received could then been used without change from the user

If the secure function is located in the Smartcard, 
the response to the AUTHENTICATE command is as described in E.1.2:

· If the enforcement of the parental control access criteria is supported,, with the list of the rating_type and level_granted values stored in the Smartcard after this update, and with the status “Parental control PINCODE has been successfully changed”. The terminal MAY then inform the user that the PINCODE has been changed and that the old PINCODE is no more usable
· If the enforcement of the parental control access criteria is not supported, the status is “Parental control not supported”.
Change 4:  Update to the processing of the access criteria descriptor in the STKM processing section. All text related to parental control management in STKM is now in one section only
6.6.7.7 Access criteria descriptor
The secure function checks the presence of access criteria in the message and controls that the access criteria conditions are met using internal information. This internal information depends on the type of the access criteria. For the current version of the specification, defined access criteria are for parental control and location based restriction.
The terminal SHALL implement all necessary processing and SHALL support associated messaging to handle Smartcard based access criteria enforcement.
6.6.7.7.1 Parental control

Enforcement of the parental control is made by checking the level_granted against the rating_value received in the STKM for the same rating_type.
In the STKM, the country_code_flag SHALL be set to LTK_FLAG_FALSE.
If the parental control access criteria are transmitted in the STKM 
and if the secure function is in the Smartcard, parental control enforcement SHALL be done by the Smartcard as explained below. Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] will ignore the EXT BCAST for STKMs and therefore will not support the enforcement of parental control as described in this document. In this case, the Terminal 
MAY choose to enforce the parental control.  Alternatively, Terminal enforcement MAY be used in parallel with the Smartcard enforcement mechanism for providing an additional, locally controlled restriction on access. Note that in this case the most restricted level from the smartcard or the terminal will apply.
The result of the whole parental control checking process is:
	Success
	If the processing of the parental control access criteria ends with success, the secure function performs other checks as defined in previous sections if needed. This will then allows the secure function to send to the Terminal the decrypted material.

	Failure
	If the processing of the parental control access criteria ends with failure the secure function SHALL abort the processing of the STKM.
If the secure function is located on the Smartcard, it SHALL:
· Either send as a response to the AUTHENTICATE command to the terminal an error with a status code corresponding to ‘User not authorized’ and with the rating_value (received in the STKM) corresponding to the rating_type of the current program and the level_granted for this rating_type stored in the Smartcard,
· Or send the proactive command ‘DISPLAY TEXT’ (as described in [3GPP TS 31.111 v6] or [3GPP2 C.S0035-A]) in order to inform the user that the level_granted stored in the Smartcard for the rating_type received in the STKM does not allow to view this service as they are not authorized to view services with the associated rating transmitted in the STKM
· 


Parental control management in the Smartcard
If the secure function is in the Smartcard, the terminal SHALL implement PINCODE requested processing (described below), operation on PINCODE (described below) and associated messaging to handle parental control management with the related processing (i.e.: proactive command DISPLAY TEXT, response of AUTHENTICATE command corresponding to OMA BCAST operation for parental control as described in Annex E, VERIFY PIN, CHANGE PIN, UNBLOCK_PIN defined in [ETSI TS 102.221]).



The enforcement of the parental control is divided in several processing phases:
1. Check the rating_value against the level_granted stored in the Smartcard for the rating_type.

2. Check if the PINCODE has been verified.
3. Request a PINCODE if necessary. A PINCODE provided by the user is checked against the PINCODE stored in the Smartcard.
The following gives details on these different steps.
· Check the rating_value against the level_granted stored in the Smartcard for the rating_type
The secure function SHALL first compare the rating_type received in the STKM against all of the rating_type values stored in the Smartcard. If there is a level_granted, 
depending on the rating_value, the outcome is either “success” or “failure”. If there is no level_granted defined, this test always ends with “success”.

	Success
	If there is a level_granted for the rating_type in the Smartcard and if it is an equal or more restrictive value than the rating_value received in the STKM, the checking of rating_value ends with “success” and the processing of STKM resumes. Requesting the PINCODE is not needed.
If there is no level_granted for the rating_type in the Smartcard, the user is authorized to view the content, the check of the rating_value ends with “success” and the processing of the STKM resumes. Requesting the PINCODE is not needed.

	Failure
	If there is a level_granted for the rating_type in the Smartcard and if it is less restrictive than the rating_value received in the STKM, the checking of rating_value ends with “failure” .and the secure function triggers a request for the PINCODE. If the PINCODE is not defined in the Smartcard, the Smartcard aborts the processing of STKM and indicates to the user that they are not allowed to view this content. If “no_PINCODE_to_unlock” is enabled, the Smartcard aborts the processing of STKM and indicates to the user that they are not allowed to view this content



The following table gives an example of comparison of the rating_value in the STKM against the level_granted stored in the Smartcard. In this example, the rating_type 9 (as defined in Table 31) is taken as an example.
· 
· “X” means that the secure function stops processing the STKM unless a valid PINCODE is provided (except if the no_PINCODE_to_unlock is enabled).
· “O” means that the secure function accepts processing the STKM without requesting a PINCODE.
	
	
	
	
	
	
	
	

	
	Smartcard level_granted

	
	none defined
	1 (least restrictive)
	2
	3
	4
	5 (most restrictive)

	STKM rating_value





	none defined
	O
	O
	O
	O
	O
	O

	
	1 (least restrictive)
	O
	O
	O
	O
	O
	O

	
	2
	O
	X
	O
	O
	O
	O

	
	3
	O
	X
	X
	O
	O
	O

	
	4
	O
	X
	X
	X
	O
	O

	
	5 (most restrictive)
	O
	X
	X
	X
	X
	O


Note that, the term ‘more restrictive’ means that there are more constraints on having access to the content. This typically means the user age is higher,. Note that actual numerical values of rating_value for certain rating_types do not always follow a linear scale, either from less restrictive to more restrictive or vice-versa. The corresponding logical order (from least restrictive to most restrictive) is indicated in the rating_type table in order to indicate explicitly how these should be rated.

Table 21 shows the order of restrictiveness for each of the rating_types range of rating_values. The meaning of the rating_value is defined in Table 31 in Section ‎7.1.

Table 21: Order of Restrictiveness

	rating_type
	rating_value in order of increasing restrictiveness

	0
	1, 2, 3, 4, 5,…etc

	1
	4, 1, 2, 3

	2
	6, 5, 4, 3, 2, 1

	3
	6, 1, 2, 3, 4, 5

	4
	6, 5, 4, 3, 2, 1

	5
	2, 1

	6
	6, 5, 4, 3, 2, 1

	7
	7, 1, 2, 3, 4, 5, 6

	8
	6, 5, 4, 3, 2, 1

	9
	1, 2, 3, 4, 5

	10
	0x00, ….0xFF


· Checking if the PINCODE has be asked to the user
A PINCODE is defined in the Smartcard when a local PIN (as defined in [ETSI TS 102.221]) has been assigned for the parental control function at the manufacture of the Smartcard. This defines a key reference to be used for in the AUTHENTICATE/VERIFY PIN/CHANGE PIN/UNBLOCK_PIN commands between the Smartcard and the terminal. The key reference chosen at the manufacture of the Smartcard SHALL be uniquely assigned in the USIM for the parental control function. The PINCODE function is optional in the Smartcard for the parental control.

Depending on the result of the check of the rating_value value against the grantel_level value and if a PINCODE is defined in the Smartcard, the Smartcard SHALL check if the PINCODE has been verified previously for the same content. This verification can ends in:


	Success
	If the PINCODE has been previously verified with success, the parental control ends with success and the processing of STKM resumes.

The Smartcard SHALL NOT request that a PINCODE is entered if the PINCODE has been previously verified with success for the same content (i.e. when the SEK/PEK_ID and rating_type/rating_value pair is the same in the STKM). Information that the PINCODE has been verified SHALL be stored in the Smartcard and SHALL be reset if the content changes (SEK/PEK_ID or rating_type/rating_value change in the incoming STKM), if the terminal is switched off and if the transmission of STKM has been interrupted. This interruption in the transmission MAY be detected by a gap in the timestamp value in the incoming STKM (width of the gap MAY be adjusted by the service provider at the manufacture stage of the Smartcard) against the value stored in the replay counter of the SEK/PEK_ID.

	Failure
	If the PINCODE has not been verified or the verification process ended with failure, the Smartcard proceeds to request the PINCODE.


· Asking the user for the PINCODE

If the Smartcard needs to request the PINCODE the following applies:

	The PINCODE has been initialised
	If the PINCODE is already initialized, the Smartcard aborts the STKM processing by sending a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see ‎Appendix E) with a status code corresponding to 'PINCODE blocked' if the Parental control PIN has been previously blocked and with the key reference corresponding to the PIN used for parental control or with a status code corresponding to ‘PIN required’ and with the key reference corresponding to the PIN used for parental control in order to request to the terminal a PINCODE verification processing. At the reception of this response, the terminal asks the user to enter the PINCODE and sends this PINCODE to the Smartcard using the APDU command VERIFY PIN defined in [ETSI TS 102.221] on the PIN corresponding to the key reference value transmitted in the response of AUTHENTICATE command.

	The PINCODE has not been initialised
	If the PINCODE has not been initialized in the Smartcard, The Smartcard aborts the STKM processing sending a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see ‎Appendix E) with a status code corresponding to ‘PINCODE not initialized’ and with the key reference corresponding to the PIN used for parental control in order to request to the terminal a PINCODE initialization processing. At the reception of this response, the terminal asks the user to initialize the PINCODE and sends this new PINCODE to the Smartcard using the APDU command CHANGE PIN defined in [ETSI TS 102.221] on the PIN corresponding to the key reference value transmitted in the response of AUTHENTICATE command.  After this step, the PINCODE is initialized

The PINCODE is initialized in the Smartcard when the user has entered his proprietary PINCODE, deleting then the default PINCODE or when receiving a LTKM with the flag request_user_init not enabled.


The result of the VERIFY PIN command is “success” or “failure”

	Success
	If the VERIFY PIN ends with success, the terminal SHALL resend the STKM to the secure function in the Smartcard for the remaining needed processing.

	Failure
	If the VERIFY PIN ends with failure, the terminal MAY request another entry of the PINCODE (3 false entries will block the PINCODE), or wait until the next STKM is received.


· Operation on the PINCODE in the Smartcard
The PINCODE associated to the parental control is defined as a second application PIN (local PIN) [ETSI TS 102.221]. The key reference used for this PIN is transmitted in the response of the AUTHENTICATE command corresponding to unsuccessful command for parental control operation (see ‎Appendix E).

Updating the PINCODE from the terminal is done using the APDU command CHANGE PIN or UNBLOCK PIN defined in [ETSI TS 102.221] and using the key reference received in the response of AUTHENTICATE command.

6.6.7.7.2 Location restriction

· For Smartcard based location_based_restriction enforcement, the terminal SHALL support the proactive command PROVIDE LOCAL INFORMATION, the proactive command DISPLAY TEXT and the response of AUTHENTICATE command corresponding to OMA BCAST operation for location based restriction operation (see Erreur ! Source du renvoi introuvable.).

If the location_based_restriction access criteria are transmitted in the STKM the following applies:

· If the Smartcard supports the use of EXT BCAST payloads and supports the enforcement of location_based_restriction, this enforcement SHALL be done by the Smartcard as explained in Section Erreur ! Source du renvoi introuvable.. Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] will ignore the EXT BCAST for STKMs and therefore will not support the enforcement of the access criteria.

	
	




	
	


Change 5:  Add support for parental control messages on the Terminal/USIM interface
Appendix E. Terminal/USIM interface (Normative)

E.1 Extension of the MBMS Security Context command

The parameters of the Authenticate command response for the MBMS security Context Mode, defined in 3GPP TS 31.102, have been extended to enable BCAST information to be returned to the Terminal.

Additional Parameters and Data are defined for BCAST to the MBMS security context response in case of failure in the processing of MTK Generation Mode or MSK Update Mode for

· security_policy_extension

· parental control

· location based restriction

In addition, the Authenticate command for the MBMS Security Context mode, defined in 3GPP TS 31.102, is extended with one additional OMA BCAST mode that comprises one sub-mode:

· The SPE deletion sub mode to delete the SecurityPolicy Extension and associated data stored in the Smartcard

· Other sub modes could be defined for future extension of the BCAST specification.

The following table contains the definition of status code used for the operations defined in the following sections.

Operation Status code coding

	Value
	Description

	0x00
	Successful

	0x01
	Lack of credit in the live ppt  purse

	0x02
	Lack of credit in the playback_ppt_ purse

	0x03
	Lack of credit in the TEK counter

	0x04
	lack of credit in the user purse

	0x05
	Play_back counter invalid or equal to zero

	0x06
	Tek  counter invalid or equal to zero

	0x07
	User not authorized

	0x08
	PINCODE required

	0x09
	PINCODE not initialized

	0x0A
	PINCODE blocked

	0x0B
	Blackout

	0x0C
	Need specific permissions

	0x0D
	security policy extension not supported

	0x0E
	Parental control not supported

	0x0F
	PINCODE has been successfully changed


E.1.1 MTK Generation Mode

In case of BCAST successful operation in the processing of MTK Generation Mode, the response parameters and data defined here after for the response of the Authenticate Command SHALL be used.

In case of failure in the BCAST processing of MTK Generation Mode, the additional parameters and data defined here after for the response of the Authenticate Command SHALL be used.

If the BCAST processing of MTK Generation Mode fails during operation on Security Policy Extension (i.e. during the update of purses, Tek counter and Playback counter), the OMA BCAST operation response for security policy extension operation described below, SHALL be returned to the Terminal.

If the BCAST processing of MTK Generation Mode fails during operation on parental control enforcement, the OMA BCAST operation response for parental control operation described below SHALL be returned to the Terminal.

If the BCAST processing of MTK Generation Mode fails during operation on location based restriction enforcement, the OMA BCAST operation response for location based restriction operation described below SHALL be returned to the Terminal.

E.1.1.1 OMA BCAST operation response: BCAST management_data operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response TLV tag = 'AE' 
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object TLV Length (L1)
	
	B

	 A+2+B+1
	BCAST management_data response Data Object tag (‘80’)
	
	1

	A+2+B+2
	BCAST management_data response Data Object length (L)
	
	1

	A+2+B+3
	BCAST management_data response Data Object 
	
	1

	A+2+B+4
	TEK Data Object tag'86' (Note1)
	
	1

	A+2+B+5
	TEK Data Object Length (D)
	
	1

	A+2+B+6 to A+2+B+5+D
	TEK Data Object
	
	D

	(A+2+B+5+D)+1
	SALT Data Object tag ‘87’
	
	1

	(A+2+B+5+D)+2
	SALT Data Object Length (E)
	
	1

	(A+2+B+5+D)+3 to (A+2+B+5+D)+2+E
	SALT Data Object 
	
	E

	Note1: TEK will only be returned if the BCAST management_data is success full (0x00).

Note2: SALT will only be returned if present in the incoming MIKEY message


Coding of BCAST management_data Data Object tag'80'

	Byte(s)
	Description
	Coding
	Length

	1
	BCAST management_data Status code
	See “Operation Status code coding” table.
	1



	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Coding of TEK Data Object tag'86'

	Byte(s)
	Description
	Coding
	Length

	1-D
	TEK
	See TS 33 246
	D


Coding of SALT Data Object tag'87'

	Byte(s)
	Description
	Coding
	Length

	1-E
	SALT
	See TS 33 246
	E


E.1.1.2 OMA BCAST operation response: Parental control operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response tag (‘AE’)
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object TLV Length (L1)
	
	B

	(A+2+B)+1
	BCAST management_data response Data Object tag (‘80’)
	
	1

	(A+2+B)+2
	BCAST management_data response Data Object length (L)
	
	1

	(A+2+B)+3
	BCAST management_data Data Object
	
	1

	(A+2+B+3) +1
	Parental control operation response Data Object tag (‘88’)
	
	1

	(A+2+B+3) +2
	Parental control operation response Data Object length (3)
	
	1

	(A+2+B+3) + 3 to (A+2+B+3) +7
	Parental control operation Data Object
	
	4


Coding of Parental control operation Data Object tag'88'

	Byte(s)
	Description
	Coding
	Length

	1
	Key reference of the second application PIN defined for the parental control
	See below
	1

	2
	Current rating_type
	See below
	1

	3
	Current rating_value
	See below
	1

	4
	level_granted value for the current rating_type
	See below
	1


For the Parental control operation, only the BCAST management_data response values 0x07, 0x08, 0x09 and 0x0A are allowed.
Key reference of the second application PIN: The key references are defined in [ETSI TS 102.221]. The PINCODE used for the parental control SHALL be a second application PIN. The values of the key references are in the range of ‘81’ to ‘88’. As defined in Section 6.6.7.7.1, the key reference chosen at the manufacture of the Smartcard SHALL be uniquely assigned in the USIM for the parental control function.
Current rating_type: This field indicates the currently used rating_type. This rating_type is found in the incoming STKM. See the coding of this field in table 31(note for the editor add a link to the corresponding section).

Current rating_value:
 This field indicates the current rating_value for the current rating_type. This rating_value is found in the incoming STKM. See the coding of this field in table 31(note for the editor add a link to the corresponding section).

level_granted value for the current rating_type:
 This field indicates the level_granted value for the current rating_type. This value is stored in the smartcard. See the coding of this field (rating_value column) in table 31 (note for the editor add a link to the corresponding section).

E.1.1.3 OMA BCAST operation response: Location based restriction operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response  tag (‘AE’)
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  TLV Length (L1)
	
	B

	(A+2+B ) +1
	BCAST management_data response Data Object  tag (‘80’)
	
	1

	(A+2+B) +2
	BCAST management_data response Data Object length (L)
	
	1

	(A+2+B) +3
	BCAST management_data Data Object 
	
	1


For the location based restrictions operation, only the BCAST management_data response values 0x0B and 0x0C are allowed.
E.1.2 MSK Update Mode

In case of BCAST successful operation in the processing of MSK Update Mode, the response parameters and data defined here after for the response of the Authenticate Command SHALL be used

The following cases may be encountered depending of the content of the LTKM

· If the message contains a PINCODE update for parental control that ends successfully, the status code ‘Parental control PINCODE has been successfully changed’ is returned.
· In the other cases, the status code ‘successful’ is returned.

In case of failure in the BCAST operation during the processing of MSK Update Mode, the response parameters and data defined here after for the response of the Authenticate Command SHALL be used.

The following failure may be encountered:

· If the Security Policy Extension in the EXT BCAST extension of the MIKEY message is not supported by the smartcard the status code ‘security policy extension not supported’ is returned

· If the EXT BCAST of the MIKEY message contains access criteria parameters for the parental control and the Smartcard does not support the parental control function, the status code ‘Parental control not supported’ is returned.
E.1.2.1 OMA BCAST operation response: BCAST management_data operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA_BCAST operation response tag = 'AE' 
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object Length (L1)
	
	B

	A+2+B to A+2+B+L1
	OMA BCAST operation response Data Object
	See below
	L1


Coding of OMA BCAST Operation Data Object

	Byte(s)
	Description
	Coding
	Length

	1
	BCAST management_data response Data Object tag (‘80’)
	
	1

	2
	BCAST management_data response Data Object length (L)
	
	1

	3
	BCAST management_data response Data Object
	See below
	1

	4
	Parental rating Data Object Tag (‘8A’) (NOTE 2)
	
	1

	5
	Parental rating Data Object Length
	
	1

	6 to 7
	Parental rating Data Object
	See below
	2

	3+4n+1
	SPE Type not supported Data Object Tag (‘8B’) (NOTE 3)
	
	1

	3+4n+2
	SPE Type not supported Data Object Length
	
	1

	3+4n+3
	SPE Type not supported Data Object
	See below
	1

	3+4n+4 
	MIKEY message Data Object Tag (‘8C’) (NOTE 1)
	
	1

	3+4n+5 to 3+4n+4+C
	MIKEY message Data Object Length (L1)
	
	C

	3+4n+4+C+1 to 3+4n+4+C+L1
	MIKEY Message Data
	
	L1

	NOTE 1:Data Object present if a MIKEY verification message is returned.

NOTE 2: The response data may contain none or multiple Parental Ratings Data Objects (n = number of Parental rating Data Objects)

NOTE 3: This tag is present if the BCAST management_data response Data Object value is 0x0D


For the BCAST management_data Data Object tag '80' coding see the table “Operation Status code coding”.
 In this case, only the BCAST management_data response values 0x00, 0x0D, 0x0E, 0x0F are allowed.
Coding of Parental rating Data object tag'8A'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	rating type
	M
	See table 31
	1

	2
	level_granted
	M
	See table 31
	1


Number_of_rating_types
: The number of data objects with tag '83' indicates the number of rating_type values received in the LTKM.
rating_type: This field indicates the rating_types stored in the Smartcard after the update caused by the received LTKM. See the coding of this field in table 31 (note for the editor add a link to the corresponding section).

level_granted: 
This field indicates the level_granted value stored in the Smartcard after the update caused by the received LTKM and associated to the rating_type above. See the coding of this field (rating_value column) in table 31 (note for the editor add a link to the corresponding section).

Coding of SPE Type not supported Data object tag'8B'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	Security Policy Extension 
	M
	Coded as defined in 6.6.2.2
	1


Security Policy Extension: Is the value of security policy extension received in the LTKM that is not supported by the Smartcard.
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