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Change Request

	Title:
	TerminalBindingFlag element
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST

	Doc to Change:
	OMA-TS-BCAST_SvcCntProtection-V1_0-20070907-C

	Submission Date:
	22 Sep. 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Li Fengjun, ZTE Corporation, li.fengjun@zte.com.cn

	Replaces:
	n/a


1 Reason for Change

In section 13.1.2.2.1.2, the element name TerminalBindingkey is error, and should be replaced by the correct name TerminalBindingFlag.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This Change Request is presented to OMA BCAST for agreement.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

13.1.2.2.1.2 Key Request Response
After the reception of the Key_Request message, the BSM sends this message to the BSD/A for the delivery of SEAK/PEAK or SEK/PEK. In case a SEAK or SEK is used for Service Protection, the use of the SEAK or SEK is bound by its start and end-times. During the lifetime of the Service, the SEAK can be changed periodically. In case a PEAK is used for Service Protection, the PEAK is used throughout the total lifetime of the Program. If both PEAK and SEAK are used in parallel, then the TEK encrypted with the PEK and the PEK encrypted with the SEK SHALL be present in the STKM. When only the PEAK is provided, the STKM should only include the TEK encrypted with the PEK. 
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	KeyRequestResponse
	E
	
	
	Response to the Key Request message

Contains the following attributes:


 tag


 version


 messageID

 destination


 source


 status


 time

Contains the following elements:


GlobalServiceID


GlobalContentID


ScheduleID


SPPType


ServiceKey


ProgramKey


RAND

AccessCriteriaDescriptor


ProtectionAfterReceptionFlag


TerminalBindingFlag
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	message ID
	A
	M
	1
	Key Request Message ID
	string

	destination
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	status
	A
	M
	1
	Indication of the reception status of Key Request Message. Global Status codes are used as specified in ‎Appendix C.
	unsignedByte

	time
	A
	O
	0..1
	The time when this message is sent.  This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt

	GlobalService ID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the key request message.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the key request message.
	anyURI

	SPPType
	E1
	M
	1
	This specifies the type of the Service protection profile used by the BSM.

0 if service protection profile == DRM Profile

1 if service protection profile == Smartcard Profile
2-127 reserved for future use

128-255 reserved for proprietary use 
	unsignedByte

	ServiceKey
	E1
	O
	0..N
	It specifies the SEAK or SEK

Contains the following attribute:


 keyIdentifier

 value 

Contains the following elements:


 ServiceKeyStart


 ServiceKeyEnd


 ServiceKeyMTKStart


 ServiceKeyMTKEnd
	

	keyIdentifier
	A
	M
	1
	Provides the identifier of the SEAK/SEK. The SEAK/SEK identifier is the same as the one provided to the terminal the LTKM and is included with the STKM generated by the BSDA

The SEAK/SEK identifiers are as defined for each profile in this specification.
	hexBinary

	value
	A
	M
	1
	This field contains the SEAK if SPP type == 0

This field contains the SEK if SPP type == 1
	hexBinary

	ServiceKeyStart
	E2
	M
	1
	Provides the start time of the period in which the SEAK or SEK provided can be used by the BSD/A in creating secured STKMs.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	ServiceKeyEnd
	E2
	M
	1
	Provides the end time of the period in which the SEAK or SEK provided can be used by the BSD/A in creating secured STKMs

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	ServiceKeyMTKStart
	E2
	O
	0..1
	TEK ID start value for SEK/PEK validity 
This field is mandatory if SDPP type ==1
	hexBinary

	ServiceKeyMTKEnd
	E2
	O
	0..1
	TEK ID end value for SEK/PEK validity 
This field is mandatory if SPP type ==1
	hexBinary

	ProgramKey
	E1
	O
	0..1
	This field contains the PEAK if SPP_type == 0 and is only applicable to the DRM Profile.

This field SHALL NOT be used for the Smartcard Profile. In the Smartcard Profile there is no service key / program key hierarchy available. For the Smartcard Profile the PEK is send using Service Kery fields as described above.

Note: Either Service Key, Program Key or both SHALL be included for the DRM Profile.

Contains attribute:


- keyIdentifier


- value
	hexBinary

	keyIdentifier
	A
	M
	1
	Provides the identifier of the PEAK/PEK. The PEAK/PEK identifier is the same as the one provided to the terminal with the LTKM. 
	hexBinary

	value
	A
	M
	1
	This field contains the PEAK if SPP type == 0

This field contains the PEK if SPP type == 1
	hexBinary

	RAND
	E1
	M
	1
	This field contains the RAND of the LTKM, used for calculating the STKM encryption and authentication keys.
	hexBinary

	AccessCriteria Descriptor
	E1
	O
	0..N
	The Access Criteria Descriptor to be included in the STKM. Whenever access criteria are defined for a piece of Content, then these access criteria take precendence over the access criteria which where defined for the service to which the content item is related. 
	hexBinary

	ProtectionAfterReceptionFlag
	E1
	M
	1
	2 bit field defining the required protection after the removal of the service protection, as specified paragraph 6.3.1
	unsignedByte

	TerminalBindingFlag
	E1
	O
	0..1
	An element indicating that a terminal binding key must be used. It contains the following attributes: 

· keyIdentifier

· value
	hexBinary

	keyIdentifier
	A
	M
	1
	Number identifying the Terminal Binding Key ID (TBK ID) that is needed to access the service. This element is only present if the TerminalBindingFlag is present.
	hexBinary

	value
	A
	M
	1
	The value of the terminal binding key
	hexBinary
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