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1 Reason for Change

Currently external groups are describing how to use the ‘ParentalRating’ elements found in SG. This CR concretely proposes to add some rating schemes as there is a risk of fragmentation if the organizations themselves define the schemes independently. 
Input Contribution IC-741R02 proposes to establish OMNA registry for these values, in order to decouple registration of additional rating systems from specification maintenance.

Lastly, this CR proposes to replace table 31 in TS SPCP with reference to OMNA registry.

R01 has been agreed by BCAST, on the condition that the change and the registry proposal in the related document 2007-0741 is acceptable for OMNA. 

R02 aligns this CR with the format of the registry agreed with OMNA and the further advice received from OMNA. 
It proposes to remove the table listing the order of restrictiveness from TS SPCP, as this table would become outdated quickly as the registry gets updated. The contents of this table can be derived from the semantics of the rating system. Some text is added on the handling of the value “not unrated”. 
Also, TS DVB Adaptation is modified to cater for the changes.
Finally, the appendix that describes the structure of the registry is removed following advice from OMNA, and references to this Appendix are replaced by references to the registry. 
Note that once this CR is agreed, it will be split into three CRs, one against each of the different TSs, to facilitate integration by DSO.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR is presented to BCAST for agreement.
6 Detailed Change Proposal

Change 1:  Change in description of ‘ParentalRating’ in TS Service Guide
All occurrences of element ‘ParentalRating’ are to be changed as follows:

	ParentalRating
	E1
	NM/
TM
	0..N
	The ParentalRating element defines criteria parents might use to determine whether the associated item is suitable for access by children, defined according to the regulatory requirements of the service area. 
The terminal SHALL support ‘ParentalRating’  being a free string. , and the terminal MAY support the structured way to express the parental rating level by using the ‘ratingSystem’ and ‘ratingValueName’ attributes as defined below.
Contains the following attributes:

ratingSystem
ratingValueName

	string

	ratingSystem
	A
	NO/

TM
	0..1
	Specifies the parental rating system in use, in which context the value of the ‘ParentalRating’ element is semantically defined.
 This allows terminals to identify the rating system in use in a non-ambiguous manner and act appropriately.
This attribute SHALL be instantiated when a rating system is used. Absence of this attribute means that no rating system is used. (i.e. the value of the ‘ParentalRating’ element is to be interpreted as a free string).  

If this attribute is instantiated:

· The value of this attribute SHALL be one of the ‘rating_type’ values as listed in the OMA BCAST Parental Rating System Registry at [OMNA]. 
· The ‘ParentalRating’ element SHALL contain the string representation of a number that is a valid ‘rating_value’ in this particular rating system.
· This attribute MAY contain the value ‘10’ (OMA BCAST generic rating scheme), allowing to define a rating value in a non-registered parental rating system. In such case, the ‘ParentalRating’ element SHALL contain the string representation of a number between 1 and 255, 1 being the least and 255 being the most restrictive rating value. As these values are generic, the human-readable label of that rating value SHALL be signalled in the attribute ‘ratingValueName’. 

	unsignedByte

	ratingValueName
	A
	NO/TM
	0..1
	The human-readable name of the rating value given by this ParentalRating element. 
This attribute SHALL be present in case the ‘ratingSystem’ attribute contains the value ‘10’.

	string


Change 2:  Add an appendix in TS Service Guide
(change withdrawn in this revision)
Change 3:  TS SPCP: Move the following reference from section 2.2 (informative) to section 2.1 (normative) 
	[OMNA]
	Open Mobile Naming Authority, Open Mobile Alliance™, 
URL: http://www.openmobilealliance.org/tech/omna


Change 4:  TS SPCP: Change section 6.7.3.10.1
6.7.3.10.1 Parental control
Enforcement of the parental control is done by checking the level_granted against the rating_value received in the STKM for the same rating_type.

In the STKM the country_code_flag SHALL be set to LTK_FLAG_FALSE.
If the parental_control access criteria are transmitted in the STKM and if the secure function is in the Smartcard, parental control enforcement SHALL be done by the Smartcard as explained below. Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] will ignore the EXT BCAST for STKMs and therefore will not support the enforcement of parental control as described in this document. In this case, the Terminal MAY choose to enforce the parental_control. Alternatively, Terminal enforcement MAY be used in parallel with the Smartcard enforcement mechanism for providing an additional, locally controlled restriction on access. Note that in this case the most restricted level from the smartcard or the terminal will apply.

The result of the whole parental control checking process is as follows:
	Failure
	If the processing of the parental_control access criteria ends with failure, the secure function SHALL abort the processing of the STKM.

If the secure function is located on the Smartcard, it SHALL send an Operation Status code corresponding to ‘User not authorized’ with the current rating_value (received in the STKM) and the level_granted for this rating_type stored in the Smartcard. These data are sent as a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see Fehler! Verweisquelle konnte nicht gefunden werden.).

If the secure function is located on the Smartcard, it MAY send the proactive command ‘DISPLAY TEXT’ (as described in [3GPP TS 31.111 v6] or [3GPP2 C.S0035-A]) in order to inform the user that the level_granted stored in the card for the rating_type received in the STKM does not allow to view this service as they are not authorized to view services with the associated rating transmitted in the STKM.

	Success
	If the processing of the parental_control access criteria ends with success, the secure function performs the checks as defined in previous sections if needed. This will then allow the secure function to send the decrypted material to the terminal.


Parental control management in the Smartcard:
If the secure function is in the Smartcard, the terminal SHALL implement PINCODE requested processing (described below), operation on PINCODE (described below) and associated messaging to handle parental control management with the related processing (i.e.: response of AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (as described in Fehler! Verweisquelle konnte nicht gefunden werden.), VERIFY PIN as defined in [ETSI TS 102.221]). The terminal MAY implement UNBLOCK_PIN and proactive command DISPLAY_TEXT.
The enforcement of the parental control is divided in several processing phases:
· Check the rating_value transmitted in the STKM against the level_granted stored in the Smartcard for the rating_type.

· Check if the PINCODE has been verified. 

· Request a PINCODE if necessary. A PINCODE provided by the user is checked against the PINCODE stored in the Smartcard. 

· Unblock a locked Parental Control PINCODE, if applicable.

The following gives details on these different steps:
· Check the rating_value transmitted in the STKM against the level_granted stored in the Smartcard for the rating_type:
The secure function SHALL first compare the rating_type received in the STKM against all of the rating_type values stored in the Smartcard.  If there is a level granted, depending on the rating_value and the rating_type, the outcome is success or failure:

	Success
	If there is a level_granted for the rating_type in the Smartcard and if it is an equal or more restrictive value than the rating_value received in the STKM, the checking of rating_value ends with success and the processing of STKM resumes. Requesting the PINCODE is not needed.

If there is no level_granted for the rating_type in the Smartcard, the user is authorized to view the content. The checking of rating_value ends with success and the processing of the STKM resumes. Requesting the PINCODE is not needed.

	Failure
	If there is a level_granted for the rating_type in the Smartcard and if it is less restrictive than the rating_value received in the STKM, the checking of rating_value ends with failure and the secure function triggers a request for the PINCODE. If the PINCODE is not defined in the Smartcard, the Smartcard aborts the processing of STKM and indicates to the user that they are not allowed to view this content.


Table 1 gives an example of comparison of the rating_value in the STKM against the level_granted stored in the Smartcard. In this example, the rating_type 9 (as defined in Fehler! Verweisquelle konnte nicht gefunden werden.) is taken as an example.  Table 1 uses the following symbols:

X means that the secure function stops processing the STKM unless a valid PINCODE is provided.
O means that the secure function accepts processing the STKM without requesting a PINCODE.

Table 1: Example of Comparing STKM rating_value against Smartcard level_granted
	
	Smartcard level_granted

	
	none defined
	1 (least restrictive)
	2
	3
	4
	5 (most restrictive)

	STKM rating_value
	none defined
	O
	O
	O
	O
	O
	O

	
	1 (least restrictive)
	O
	O
	O
	O
	O
	O

	
	2
	O
	X
	O
	O
	O
	O

	
	3
	O
	X
	X
	O
	O
	O

	
	4
	O
	X
	X
	X
	O
	O

	
	5 (most restrictive)
	O
	X
	X
	X
	X
	O


Note that the term ‘more restrictive’ means that there are more constraints on having access to the content. This typically means the user age is higher. Note that actual numerical values of rating_value for certain rating_types in the OMA BCAST Parental Rating Systems Registry at [OMNA] do not always follow a linear scale, either from less restrictive to more restrictive or vice-versa. The corresponding logical order (from least restrictive to most restrictive) can be determined by implementers based on the semantics of the individual rating values. 
Note that the value for “not rated” or “undefined” SHALL be treated by default as “XXX (least/most) restrictive”, unless its semantics is explicitly stated by the rating scheme. 


	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


 
 
· Check if PINCODE has been verified:
A PINCODE is defined in the Smartcard as a local PIN (as defined in [ETSI TS 102.221]). It is assigned for the parental control function at the manufacture of the Smartcard. This defines a key reference to be used in the VERIFY PIN and UNBLOCK_PIN commands between the Smartcard and the terminal. The key reference chosen at the manufacture of the Smartcard SHALL be uniquely assigned in the USIM for the parental control function. The PINCODE function is optional in the Smartcard for the parental control.

Depending on the result of checking of rating_value against the granted_level value and if a PINCODE is defined in the Smartcard, the Smartcard SHALL check if the PINCODE has been verified previously for the same content. This verification results in the following.
	Success
	If the PINCODE has been previously verified with success the parental control ends with success and the processing of STKM resumes.  
The Smartcard SHALL NOT request that a PINCODE is entered if the PINCODE has been previously verified with success for the same content (i.e. when the SEK/PEK_ID and rating_type/rating_value pair is the same in the STKM). Information that the PINCODE has been verified SHALL be stored in the Smartcard and SHALL be reset if the content changes (SEK/PEK_ID or rating_type/rating_value change in the incoming STKM) if the terminal is switched off and if the transmission of STKM has been interrupted. This interruption in the transmission MAY be detected by a gap in the timestamp value in the incoming STKM (width of the gap MAY be adjusted by the service provider at the manufacture stage of the Smartcard) against the value stored in the replay counter of the SEK/PEK_ID. 

	Failure
	If the PINCODE has not been verified or the verification process ended with failure the Smartcard proceeds to request the PINCODE.


· Request a PINCODE if necessary. A PINCODE provided by the user is checked against the PINCODE stored in the Smartcard:
If the Smartcard needs to request a PINCODE, the following applies:

The Smartcard aborts the STKM processing by sending a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see Appendix Fehler! Verweisquelle konnte nicht gefunden werden.) with:

· A status code corresponding to 'PINCODE blocked' if the Parental control PIN has been previously blocked and with the key reference corresponding to the PIN used for parental control or
· A status code corresponding to ‘PIN required’ and with the key reference corresponding to the PIN used for parental control in order to request to the terminal a PINCODE verification processing.
At the reception of this response, the terminal asks the user to enter the PINCODE and sends this PINCODE to the Smartcard using the APDU command VERIFY PIN defined in [ETSI TS 102.221] on the PIN corresponding to the key reference value transmitted in the response of AUTHENTICATE command.

The result of the VERIFY PIN command is success or failure:
	Success
	If the VERIFY PIN ends with success, the terminal SHALL resend the STKM to the secure function in the Smartcard for the remaining needed processing.

	Failure
	If the VERIFY PIN ends with failure, the terminal MAY request another entry of the PINCODE. 3 false entries SHALL block the PINCODE.


· Unblock a locked Parental Control PINCODE:
If the PINCODE is blocked in the Smartcard, the terminal MAY unblock it. This happens when the user forgets the PINCODE and has entered the wrong PINCODE 3 times in the verification process. In this case, the terminal may ask the user to unblock the PINCODE. 

When unblocking the PINCODE, the terminal MAY request the user to input an UNBLOCK_PIN value and a new personal PINCODE. The new PINCODE value SHALL be sent to the Smartcard using the APDU command UNBLOCK PIN, together with the UNBLOCK_PIN value, as specified in [ETSI TS 102.221]. 

The terminal MAY use the command UNBLOCK PIN defined in [ETSI TS 102.221] with the key reference received in the response of AUTHENTICATE command. 

NOTE: The acquisition of the UNBLOCK_PIN value uses out-of-bound mechanism, e.g. by post or by calling to operator’s customer service center.
Change 5:  TS SPCP: Change section 7.1

7.1 Descriptors for access_criteria_descriptor_loop
	Tag
	8
	uimsbf

	Length
	8
	uimsbf

	Value
	8xlength
	bit string


The Access Criteria Descriptor loop is an extension mechanism to allow the addition of new access criteria in the future versions of this specification. The device SHALL ignore Access Criteria Descriptors that it doesn’t support.  It is OPTIONAL for the BCAST Terminal to support Access Criteria Descriptors.
A single Access Criteria Descriptor can carry one or more access criteria.

The following Access Criteria Descriptors have been defined:

parental_rating – is the parental rating of the program.  The descriptor tag for this descriptor is 1.  The value for this descriptor is encoded as follows:

Table 2: parental_rating Access Criteria Descriptor

	parental_rating descriptor
	Length (in bits)
	Type

	rating_type
	7
	uimsbf

	country_code_flag
	1
	uimsbf

	rating_value
	8
	uimsbf

	if (country_code_flag == TKM_FLAG_TRUE) {
	
	

	
number_of_country_codes
	8
	uimsbf

	
for (i = 0; i < number_of_country_codes; i++) {
	
	

	

country_code
	16
	uimsbf

	
}
	
	

	}
	
	


The list of country_code specifies that the rating is for a specific list of one or more countries, which is analogous to the MPEG-7 definition of the ParentalGuidanceType.  Each country code consists of two uppercase ASCII alpha characters and MUST be compliant with [ISO-3166].

The rating_type designates the content rating system and rating value is an integer with a meaning that is dependent on the rating_type.  The rating values and rating types are specified in the OMA BCAST Parental Rating System Registry. The registry is available at [OMNA].


	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


A special BCAST rating_type is specified in the OMA BCAST Parental Rating System Registry to allow the implementation non-registered parental rating schemes. This scheme is called “BCAST-generic parental rating” and is defined as follows:

· the rating_type  is 10
· the rating_value field can assume the values from 0 to 255, where 0 means “Not rated”, and the degree of restrictiveness is growing monotonically between 1 and 255, i.e. 1 is the least restrictive value and 255 is the most restrictive value according to section 6.7.3.10.1

Change 6:  TS DVB Adaptation: Update alignments plus one clerical
7.4.2 Key Management

In both cases, specific constraints on layer 4 for streams are detailed in Section Fehler! Verweisquelle konnte nicht gefunden werden. above, to be compatible with DVB-IPDC terminals.

7.4.2.1 DRM Profile

As specified in [BCAST10-ServContProt] and [DRM20-XBS].
STKMs and LTKMs MAY be shared between DRM Profile and DVB-IPDC 18Crypt devices. 
Following constrains on STKM SHALL be followed: 
· protection_after_reception SHALL be 0  (i.e no content_protection) 

· the most significant bit of the traffic_key_lifetime SHALL be 0  (i.e the lifetime SHALL NOT exceed 128 seconds) 

· next_master_key_index_flag, if present, SHALL be 0 (i.e. next_master_key_index field not present) 

· next_master_salt_flag, if present, SHALL be 0 (i.e. next_master_salt field not present) 

· master_salt_flag, if present, SHALL be 0 (i.e. master_salt field not present, and a NULL value SHALL be assumed) 

· traffic_protection_protocol SHALL NOT be TKM_ALGO_DCF (i.e. DCF encryption protocol SHALL NOT be used) 

· if traffic_protection_protocol is TKM_ALGO_ISMACRYP, then traffic_authentication_flag SHALL be 0 (i.e. traffic authentication SHALL NOT be used for ISMACryp) 
· In parental_rating Access Criteria Descriptor, if available, the rating_type SHALL NOT be greater than 9. The rating_value SHALL only assume values that are specified in [ETSI TS 102 474], table B.6.
Following constrains on LTKM SHALL be followed: 

· BCRO SHALL NOT be signed, but MAC SHALL be used 

· when broadcasting BCROs, other addressing modes than the following SHALL NOT be used: 
· Whole Fixed Subscriber Group Addressing (mode 0x0), 
· Subset of Fixed Subscriber Group Addressing (mode 0x1), 

· Unique Device Addressing (mode 0x2, 0x3), 

· Domain Addressing (mode 0x4) 

Following constrains on Token Delivery Response message SHALL be followed: 

· BCRO SHALL NOT be signed, but MAC SHALL be used













�This is not new text but has been moved here from above. No change to this block.


�Clarification required by the group how “not rated” needs to be handled in the generic case – as “most” or as “least” restrictive. Do we take a “pessimistic” or “optimistic” approach here?


�Remove this table as it will become inconsistent with OMNA registry as this registry grows. 


�Editor, please automate this reference.
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