Doc# OMA-BCAST-2007-0756-CR_Services_adding_start_and_end_time_to_service_provisioning_responses.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2007-0756-CR_Services_adding_start_and_end_time_to_service_provisioning_responses.doc
Change Request



Change Request

	Title:
	Adding start and end time to service provisioning responses
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST

	Doc to Change:
	OMA-TS-BCAST_Services-V1_0-20070925-C + CR 821R01

	Submission Date:
	5 Nov 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Uwe Rauschenbach, Nokia Siemens Networks, uwe.rauschenbach@nsn.com
Francesco Balestrieri, Nokia, francesco.balestrieri@nokia.com 
Toni Paila, Nokia, toni.paila@nokia.com 

	Replaces:
	756


1 Reason for Change

Registration to default channels was corrected in CR 619R02, which has been agreed already. However, a problem remains: the terminal doesn't receive any information about the duration of the subscription. 
This CR 
· adds this information to OMA BCAST provisioning messages

· adds this information to MBMS response message in a way that is backwards compatible with 3GPP specification. 
R01 considers feedback received in Vancouver
· CR is now based on the hooks introduced by CR 821R01. This creates a dependency on this CR!
· Behavior of client and server has been specified as requested in the discussion.
· The proposal to include Purchasedata information in the response has been evaluated. There is no need for this, as PurchaseDataID and PurchaseItemID are returned in the <serviceID> element (recall that the serviceID is a concatenation of these two IDs).
Notes to editor: 
· This CR needs to be implemented in the spec after CR821R01 has been implemented!
· CR 619R02 (which introduces the oma-bcast-allservices mechanism) is not yet included in OMA-TS-BCAST_Services-V1_0-20070925-C

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR is presented to BCAST for agreement.
6 Detailed Change Proposal

Change 1:  Add a normative reference under 2.1
(obsolete in R01)
Change 2:  Move the following reference from 2.2 “informative” to 2.1 “normative”
	[BCAST10-XMLSchema-orderqueries]
	"Mobile Broadcast Services – XML Schema for Service Provisioning Order Queries", Open Mobile Alliance™, OMA-SUP-XSD_bcast_pr_orderqueries-V1_0, 
URL: http://www.openmobilealliance.org/


5.1.5.2.2 Service Response

This message is sent to the terminal from the BSM in response to the request for subscription to the Service Request message.  This message is applicable to both the DRM Profile and Smartcard Profile.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceResponse
	E
	
	
	Service Response Message

Contains the following attributes:

   requestID

   globalStatusCode

   adaptationMode

Contains the following elements:

   PurchaseItem

   DrmProfileSpecificPart


	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Service request message.
	unsignedInt

	global
Status
Code
	A
	O
	0..1
	The overall outcome of the request, according to the return codes defined in section 5.11.
· If this attribute is present and set to value “0”, the request was completed successfully. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’. 

· If this attribute is present and set to some other value than “0”, there was a generic error concerning the entire request. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’.
· If this attribute is not present, there was an error concerning one or more ‘PurchaseItem’ elements associated with the request. Further, the ‘itemwiseStatusCode’ SHALL be given per each requested ‘PurchaseItem’. 
	unsignedByte

	adaptationMode
	A
	O
	0..1
	Informs the terminal of the operational adaptation mode: Generic or BDS-specific adaptation

false– indicates Generic adaptation mode

true – indicates BDS-specific adaptation mode

Note: this attribute SHALL be present only if the ‘globalStatusCode’ indicates “Success”, and the underlying BDS is BCMCS.
	boolean

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of subscribing to or purchasing the PurchaseItem.  For the DRM Profile, if subscription or purchase is successful, rightsValidityEndTime of PurchaseItem will be present.  For either the DRM Profile or Smartcard Profile, in the case of subscription/purchase failure,  itemWiseStatusCode will be present to indicate the reason why the request is not accepted by BSM.

Contains the following attributes:

   globalDRef
   itemwiseStatusCode
	

	globalIDRef
	A
	M
	1
	The ID of the Purchase Item. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	itemwiseStatusCode
	A
	O
	0..1
	Specifies a status code of each PurchaseItems using GlobalStatusCode defined in the section 5.11.  
	unsignedByte

	SubscriptionWindow
	E2
	O
	0..1
	The time interval during which the subscription is valid.

The network SHALL include this element when responding to an 'oma-bcast-allservices' request and SHOULD include it otherwise.

The terminal MAY use this information to determine the validity period of a subscription.
Contains the following attributes:


start


end


	

	start
	A
	M
	1
	NTP timestamp expressing the start of subscription. 
	unsignedInt

	end
	A
	O
	0..1
	NTP timestamp expressing the end of subscription. This attribute SHALL NOT be present for open-ended subscriptions.
	unsignedInt

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile, and is not applicable to the Smartcard Profile.

Contains the following attributes:

   rightsValidityEndTime

Contains the following elements:

   Trigger
	

	rights
Validity
EndTime
	A
	O
	0..1
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed.  This attribute will be present when BSM accept the request message. This field is expressed as the first 32bits integer part of NTP time stamps. 

Note: this element is validated if RO is broadcasted. Otherwise, this element is not necessary.
	unsignedInt

	Trigger
	E2
	O
	0..1
	ROAP RO Acquisition Trigger**. The device is expected to use the trigger to initiate one or more Long-Term Key Message acquisitions. 
	RoapTrigger


Table 1: Structure of Service Response in General Service Provisioning Message 
5.1.5.3.2 Subscription Long-Term Key Renewal Response
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKRenewalResponse
	E
	
	
	Subscription Long Term Key Renewal Response Message

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   PurchaseItem

   DrmProfileSpecificPart
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Subscription request message.
	unsignedInt

	global
Status
Code
	A
	O
	0..1
	The overall outcome of the request, according to the return codes defined in section 5.11.
· If this attribute is present and set to value “0”, the request was completed successfully. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’. 

· If this attribute is present and set to some other value than “0”, there was a generic error concerning the entire request. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’.
· If this attribute is not present, there was an error concerning one or more ‘PurchaseItem’ elements associated with the request. Further, the ‘itemwiseStatusCode’ SHALL be given per each requested ‘PurchaseItem’. 
	unsignedByte

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of Subscription LTK Renewal.  If renewal is successful, LTKValidityEndTime of PurchaseItem will be present.  If not, ItemWiseStatusCode will be present to show user the reason why the request is not accepted by BSM.

Contains the following attributes:

   globalIDRef
   ltkValidityEndTime

   itemwiseStatusCode

Contains the following sub-element:

   PurchaseDataReference
In case the globalIDRef attribute of the PurchaseItem element has been set equal to “oma-bcast-allservices” in the corresponding request message, the reply message SHALL contain a list of those PurchaseItem elements which the terminal has already purchased (e.g. via out of band means), but has not received key material for.
	

	globalIDRef
	A
	M
	1
	The ID of the Purchase Item to which the validity end time is related. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	ltkValidityEndTime
	A
	O
	0..1
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed again. This attribute will be present when BSM accept the request message. This field is expressed as the first 32bits integer part of NTP time stamps. 

Note: the information on this element can be provided in RO.
	unsignedInt

	itemwiseStatusCode
	A
	O
	0..1
	Specifies a status code of each PurchaseItems using GlobalStatusCode defined in the section 5.11.  
	unsignedByte

	SubscriptionWindow
	E2
	O
	0..1
	The time interval during which the subscription is valid.

The network SHALL include this element when responding to an 'oma-bcast-allservices' request and SHOULD include it otherwise.

The terminal MAY use this information to determine the validity period of a subscription.

Contains the following attributes:


start


end


	

	start
	A
	M
	1
	NTP timestamp expressing the start of subscription. 
	unsignedInt

	end
	A
	O
	0..1
	NTP timestamp expressing the end of subscription. This attribute SHALL NOT be present for open-ended subscriptions.
	unsignedInt

	PurchaseDataReference
	E2
	M
	1
	Describes the PurchaseData associated with the subscription to the Purchase. The device MAY use this information to update its internal subscription information concerning the user.

Contains the following attributes:

idRef

Contains the following sub-element:

Price
	

	idRef


	A
	M
	1
	The id of the Purchase Data fragment that is being referred to.
	anyURI

	Price
	E3
	O
	0..N
	The price currently associated for the use to the subscription, possibly in multiple currencies.

Contains the following attribute:

currency
	double

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes. If not given, value of price is amount of Tokens.
	string

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile.

Contains the following elements: 

Trigger
	

	Trigger
	E2 
	O
	0..1
	ROAP RO Acquisition Trigger**. If the subscription renewal failed because the device was unregistered, the response MAY include a ROAP Registration Trigger**. In that case, the device is expected to use the trigger to initiate a registration and repeat the subscription renewal once it is registered. 
	RoapTrigger


Table 2: Structure of Subscription Long Term Key renewal response  in General Service Provisioning Message 

Note to editor: This change is based on a change introduced in CR821R01. Please implement this change after implementing CR821R01.
5.1.6.7 Registration Procedure

The Registration procedure is invoked by the terminal when the BCAST Client is started or re-activated and upon re-establishing connectivity to the interactivity network after having lost coverage or in response to a Smartcard Profile Trigger Message (see Section 5.1.8.1) or in response to a BSM Solicited Pull Procedure where BM-SC Solicited Pull message is formatted according to Section 6.6.2 of [BCAST10-ServContProt].
The Registration procedure is used by the terminal to notify the BSM that it is available to receive LTKMs. The Registration procedure is not used in OMA BCAST to request any change in the subscription/ purchase status of the terminal. This functionality is provided by the Service Provisioning messages, e.g. Service Request. For the (U)SIM Smartcard Profile terminal, this procedure is the MBMS User Service Registration procedure as defined by [3GPP TS 33.246], in which the MBMS User Service IDs are given by the concatenation of GlobalPurchaseItemID and PurchaseDataReference.  This procedure is not applicable in the case of the (R-)UIM/CSIM Smartcard Profile, i.e., when BCMCS is the underlying BDS.

Note that for the Smartcard Profile, (U)SIM Smartcard Profile terminals shall not release the Packet Data Protocol (PDP) context [3GPP TS 23.060] used by the "Registration" until a "De-registration" procedure has been performed. This is to ensure that the BSM is aware of the correct terminal IP address for the purpose of performing LTKM deliveries. The network may initiate the release of terminal PDP contexts, as defined in [3GPP TS 23.060], in the case that there is a limit on the number of active PDP contexts that it can maintain.
The terminal MAY include in the registration request one RegistrationRequestExtension in order to:

· indicate the LTKM delivery mechanisms it supports starting from the time of this request. This mechanism is defined in sections 5.1.6.7.1 and 5.1.6.10.1.

The BSM MAY include in the registration response one RegistrationResponseExtension in order to:

· indicate the LTKM delivery mechanisms it plans to use for further LTKM deliveries to the terminal. This mechanism is defined in sections 5.1.6.7.2 and 5.1.6.10.1.

The BSM MAY also include in the registration response one or several RegistrationResponseServiceExtensions in order to:

· deliver to the terminal the LTKMs corresponding to the services that the terminal has successfully registered to. This mechanism is defined in sections 5.1.6.7.2 and 5.1.6.10.3.
The following is an informative example illustrating the BCAST extensions (printed in boldface) possibly present in a Registration Response:

<?xml version="1.0" encoding="UTF-8"?>

<mbmsSecurityRegisterResponse

    xmlns="urn:3GPP:metadata:2005:MBMS:securityRegistrationResponse"    

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xmlns:bcast="urn:oma:xml:bcast:pr:orderqueries:1.0">

    <Response>

        <serviceID>urn:3gpp:mbms:example:service:identification:123456789abcdef</serviceID>

        <ResponseCode>200 OK</ResponseCode>

        <bcast:RegistrationResponseServiceExtension>

            <LTKM>...</LTKM>



<SubscriptionWindow start="287454020" end=”573785173”/>

        </bcast:RegistrationResponseServiceExtension>
    </Response>

    <Response>

        <serviceID>urn:3gpp:mbms:example:service:identification:fedcba987654321</serviceID>

        <ResponseCode>200 OK</ResponseCode>

        <bcast:RegistrationResponseServiceExtension>

            <LTKM>...</LTKM>

            <LTKM>...</LTKM>

        </bcast:RegistrationResponseServiceExtension>
    </Response>
   <bcast:RegistrationResponseExtension>

       <LTKMDelivery>

           <Type>2</Type> <!-- indicates ‘HTTP only’ -->

       <LTKMDelivery> 

   </bcast:RegistrationResponseExtension>

</mbmsSecurityRegisterResponse>
Note to editor: This change is based on a change introduced in CR821R01. Please implement this change after implementing CR821R01.
5.1.6.7.3
Registration Response Service Extension

The Registration Response payload is an “mbmsSecurityRegisterResponse” message defined according to XML schema “urn:3GPP: metadata:2005:MBMS:securityRegistrationResponse” specified in section 11.7.1 of [3GPP TS 26.346 v7].

To allow the inclusion of BCAST-specific information at <Response> level of Registration Response payload (i.e. at the level corresponding to one registered service), a RegistrationResponseServiceExtension element is defined in the namespace “urn:oma:xml:bcast:pr:orderqueries:1.0” [BCAST10-XMLSchema-orderqueries]. This element MAY be included in each/any <Response> element in the Registration Response. When included in a <Response> element, it SHALL be present once as a child of <Response> element matching the <xs:any> wildcard defined there. 
This RegistrationResponseServiceExtension element is defined below:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	RegistrationResponseServiceExtension
	E
	
	0..1
	Defines a container for the inclusion of BCAST-specific information at the <Response> level of Registration Response payload defined in section 11.7.1 of [3GPP TS 26.346 v7]. 

Contains the following attributes:


version

Contains the following elements:


LTKM
	

	version
	A
	NM/

TM
	1
	Version of this extension element.
0x00 identifies BCAST 1.0
Default value: 0x00.
	unsignedByte

	LTKM
	E1
	NO/

TO
	0..N
	Smartcard profile BCAST LTKM (base64-encoded MIKEY message) associated to the successfully registered service identified by <serviceID> element sibling of <RegistrationResponseServiceExtension> element.

This element SHALL NOT be included if <ResponseCode> element sibling of <RegistrationResponseServiceExtension> does not indicate status code “200 OK”.

More details on this element are further specified in section 5.1.6.10.3.
	base64Binary

	SubscriptionWindow
	E1
	NO/TM
	0..1
	The time interval during which the subscription is valid.

The network SHALL include this element when responding to an 'oma-bcast-allservices' request and SHOULD include it otherwise.

The terminal MAY use this information to determine the validity period of a subscription.

Contains the following attributes:


start


end


	

	start
	A
	NO/TM
	1
	NTP timestamp expressing the start of subscription. 
	unsignedInt

	end
	A
	NO/TM
	0..1
	NTP timestamp expressing the end of subscription. This attribute SHALL NOT be present for open-ended subscriptions.
	unsignedInt


Table 22: Structure of RegistrationResponseServiceExtension 
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