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Change Request

	Title:
	CR – Clarification for use of SRTCP authentication with SRTP
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST

	Doc to Change:
	OMA-TS-BCAST_SvcCntProtection-V1_0-20070907-C

	Submission Date:
	07 Oct 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Thomas Rusert, Ericsson, Thomas.Rusert@ericsson.com

	Replaces:
	n/a


1 Reason for Change

BCAST 1.0 specifies RTP for stream delivery, SRTP as an option for encrypted stream delivery, and allows the use of RTCP (and thus SRTCP) sender reports. However, if SRTP is used, it is not clearly specified how corresponding SRTCP packets shall be authenticated. This information is missing from the specification, but needed for proper and interoperable implementations. It is proposed to add clarifying text in TS SPCP, mandating the use of SRTCP according to RFC 3711.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed change for inclusion into the affected TS.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

9.2 SRTP

The Broadcast System MAY use SRTP [RFC3711] to protect Broadcast Services. Broadcast Terminals SHALL support SRTP. For the use of SRTCP in conjunction with RTCP, the provisions of [BCAST10-Distribution] section 6.2  SHALL apply.
An SRTP session is defined as a cryptographic context in the terminology of SRTP. A cryptographic context for SRTP, when used for service protection in OMA BCAST, consists of the following elements:

· Roll-over counter (ROC)

· Receiving sequence number

· Cipher and mode definition

· MAC method definition

· List of received packets

· MKI indicator bit

· Length of the MKI field

· Value of currently active MKI

· Array of secret master keys (MK)

· Array of counter of processed packets for each master key

· Length of encryption and authentication keys

· Master salt

· Context id

A cryptographic context is uniquely identified by its context id. The context id consists of the SSRC, destination network address and destination transport port number, as defined in [RFC3711]. 

Figure 1 shows a general case of key management for SRTP. Figure 2 shows a special case where Layer 3 is omitted and the necessary data is received from MKI to derive TEK (see [3GPP2 X.S0022-A] and [3GPP2 S.S0083-A]).


[image: image1]
Figure 1 – SRTP Cryptographic Context Management (General Case)


[image: image2]
Figure 2 – SRTP Cryptographic Context Management (No Short Term Key Delivery Layer)
The instantiation of a cryptographic context is performed via the STKM and is driven by STKM and LTKMs. In the case of SRTP, an STKM includes an MKI (Master Key Index) length and MKI that is necessary to identify an SRTP cryptographic context. STKMs may also carry Master Salt (MS) depending upon the underlying BDS (See below under “key management” for further discussions). The ROC (Roll-Over-Counter) values are carried in band in SRTP packets. STKM also carries the length of the encrypted key material (Master Key (MK) for SRTP).

The SRTP Master Key is extracted from the STKM. The traffic encryption layer then creates an SRTP session with decryption and (optionally) authentication keys that are derived from the Master Key as required by SRTP.
Key Management

The OMA BCAST SRTP application SHALL use the MKI value for looking up decryption keys. This means that a cryptographic context SHALL have the MKI indicator bit set to 1. The <From, To> value method of key lookup SHALL NOT be used.

The Master Salt (MS) MAY be used.  The MS SHALL NOT be longer than 112 bits. 

For the DRM Profile used independently, a NULL MS is used. A non-NULL 112 bit MS may be used for interoperability with the underlying BDS or the Smartcard Profile (see Section Error! Reference source not found. for further details).

For the (U)SIM, a NULL 112 bit MS may be used for interoperability with the DRM Profile. Otherwise a non-NULL 112 bit MS is used. For interoperability with the (R‑)UIM/CSIM Smartcard Profile, the 112 bit MS may correspond to the 32 bit SK_RAND with zero bit padding for the remaining 80 bits. See Section Error! Reference source not found. for further details.

For the (R‑)UIM/CSIM, the MS SHALL be the 32 bit SK_RAND value with zero bit padding for the remaining 80 bits. A NULL MS SHALL NOT be used as this results in a fixed encryption key for the lifetime of the SEK or PEK (see Section Error! Reference source not found. for further details).
The TEK contained in the STKM SHALL be used as the SRTP master key.

The key derivation rate SHALL be 0 except for interoperability with 3GPP MBMS terminals, where the key derivation rate MAY be zero (see Section Error! Reference source not found. and [BCAST10-MBMS-Adaptation]). 

Layer 3 SHALL provide and update the cryptographic contexts to the SRTP implementation (excluding the ROC). Note that some fields are initialized or managed internally, such as the list of received packets used in replay protection, receiving sequence number, and the ROC. 

The ROC SHALL be transferred in every R-th packet according to [RFC4771].
Because the SRTP key-deriviation rate is not used and the <From,To> values are also not used, the SRTP crypto context will be rekeyed by Layer 3.

Encryption Algorithm

The encryption algorithm for SRTP packets SHALL be AES_128_CTR, as defined in [RFC3711]. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used. 
Authentication Algorithm

If SRTP is used and RTCP is used, then message authentication for RTCP by use of SRTCP [RFC3711] is REQUIRED, and SHALL be supported by both the terminal and the broadcast system. The authentication algorithm for SRTP and SRTCP SHALL be as defined in [RFC4771], based on HMAC-SHA-1-80 as defined in [RFC2104] and [RFC3711].  Other authentication algorithms or truncations SHALL NOT be used.

Support of the authentication algorithm for SRTP as specified above shall be OPTIONAL for both the terminal and the broadcast system.  If no authentication is desired, the NULL authentication algorithm SHALL be specified. In this case, also replay protection SHALL NOT be performed by the terminal.

Note that there must be a secure way of notifying whether a security transform includes integrity protection. This should be handled as part of the mechanism for negotiating SRTP security parameters e.g. MIKEY.

For the DRM Profile, the traffic_authentication_flag field in STKM indicates whether security transform includes integrity protection.  For the Smartcard Profile, this can be handled by the corresponding Layer 3 message or some other mechanism for negotiating SRTP security parameters.
Some specific points of the implementation need to be specified to be able to share protected stream(s) between operators. Section Error! Reference source not found. introduces how to be able to share a media stream among operators that implement different key management mechanisms, Section Error! Reference source not found. with respect to 3GPP-MBMS bearer features using SRTP, and Section Error! Reference source not found. considering access limited to BCAST terminals.
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