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1 Reason for Change

Change 1:

In the new version of the specification, two messages are defined to be reported to the BSM from the secure function. These messages are:
· A LTKM verification message

· A LTKM reporting message

The verification message shall be sent by the secure function when the V-bit of the incoming LTKM is set to 1, and then is sent to confirm the successful reception of an LTKM

The reporting message shall be sent by the secure function when:

· When the consumption_reporting_flag is set to 1 in the incoming LTKM

· During the LTKM processing when the counter or purse overflow

· During the LTKM processing when the SPE is not supported by the secure function.

We could encounter a case where the V-Bit in the LTKM is set and during the LTKM processing one of the errors (SPE not supported or Overflow of the counter or purse) occurs. In this case the specification says that the secure function shall send a verification message in 6.6.7.6 and a reporting message in 6.6.7.8 or 6.6.7.9. This can not be achieved. 
In this case, the reporting message brings more information than the verification message and could be considered has a verification message as it will confirm the successful reception of the LTKM.

We propose then in this CR, that the verification message is sent when the V-bit is set only if no reporting message shall be sent according to LTKM processing.

Change 2:

Editorial changes in section 6.6.6.2 on reporting message

Change 3:

The coding of the response of the AUTHENTICATE Command in MSK update mode may contain a MIKEY message. This MIKEY message is either a LTKM verification message or a LTKM reporting message. In the current spec only the MIKEY verification message is mentioned.

2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft--20071107-D 

It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal
Change 1:  Change to section 6.6.7.6
6.6.7.6 LTKM Verification Message Request
If the V-bit in the HDR field of the received LTKM is set equal to 1, then the secure function SHALL produce a LTKM Verification message with the format as described in Section ‎6.6.5. unless a LTKM reporting message SHALL be sent to report a Counter or Purse Overflow as described in Section 6.6.7.8 or to report Unsupported SPE values as described in Section 6.6.7.9
Change 2:  Change to section 6.6.6.2
6.6.6.2 LTKM Reporting Message Format
Table 17: Logical Structure of the LTKM Reporting Message

	Common HDR

	EXT BCAST

	TS

	Idr

	V


The MAC included in the verification payload (V), shall be computed over both the initiator's and the responder's ID as well as the timestamp in addition to be computed over the response message as defined in RFC 3830 [RFC3830]. The key used in the MAC computation is the authentication key derived from SMK as described in RFC 3830 [RFC3830].  The EXT BCAST payload SHALL be formatted as defined in Section ‎6.6.4.

The terminal SHALL forward the LTKM Reporting messages received from the secure function to the BSM/Permissions issuer.

Change 3:  Change to Appendix E: E.1.2.1
Table 76: Coding of OMA BCAST Operation Data Object
	Byte(s)
	Description
	Coding
	Length

	1
	BCAST management_data response Data Object  tag (‘80’)
	
	1

	2
	BCAST management_data response Data Object length (L)
	
	1

	3
	BCAST management_data response Data Object
	See below
	1

	4
	Parental rating Data Object Tag (‘8A’) (NOTE 2)
	
	1

	5
	Parental rating Data Object Length
	
	1

	6 to 7
	Parental rating Data Object
	See below
	2

	3+4n+1
	SPE Type not supported Data Object Tag (‘8B’) (NOTE 3)
	
	1

	3+4n+2
	SPE Type not supported Data Object Length
	
	1

	3+4n+3
	SPE Type not supported Data Object
	See below
	1

	3+4n+4 
	MIKEY message Data Object Tag (‘8C’) (NOTE 1)
	
	1

	3+4n+5 to 3+4n+4+C
	MIKEY message Data Object Length (L1)
	
	C

	3+4n+4+C+1 to 3+4n+4+C+L1
	MIKEY Message Data
	
	L1

	NOTE 1: Data Object present if a LTKM verification message or a LTKM reporting message is returned.

NOTE 2: The response data may contain none or multiple Parental Ratings Data Objects (n = number of Parental rating Data Objects) This number of data objects with tag ‘8A’ indicates the number of rating_type/level_granted pairs received in the current parental control message.
NOTE 3: This tag is present if the BCAST management_data response Data Object value is 0x0D.

NOTE 4: Parental rating Data Object Tag present only if a MIKEY parental control message is included the AUTHENTICATE command. 

NOTE 5: SPE Type not supported Data Object Tag only present if a MIKEY LTKM is included the AUTHENTICATE command.


For the BCAST management_data Data Object tag '80' coding, see Table 67: Operation Status Code Coding.
In this case, only the BCAST management_data response values 0x00, 0x0D, 0x0E, 0x0F, 0x10, 0x11 are allowed.
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