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1 Reason for Change

Change 1:

1. In the format of the Smartcard profile Reporting Management Data section 6.6.6.3 table 18,  the add_flag is included in the message. This is an error of copy and paste as the add_flag has no meaning for the reporting of data. This add_flag is just used when a LTKM updates the purse and counter but there is no need to stored its value in the smartcard. The proposal is then to delete this add_flag in the message.

2. Mistake in the definition of not_found_flag

3. purse_flag definition has been copied from the LTKM  message definitions but is not used for the reporting message. The proposal is to delete this definition.
4. Some parenthesis are missing in the table18

2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft--20071107-D 

It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal
Change 1:  Change to section 6.6.6.3
6.1.1.1 EXT BCAST Reporting Management Data
 The EXT BCAST Reporting Management Data payload is an instance of the General Extension Payload for MIKEY defined in section 6.15 of [RFC3830]. The subtype is equal to 3 and the SubType specific data SHALL be populated as in Table 18.  (Note that SubType payload 3 does not currently exist in RFC 3830.)  The EXT BCAST Reporting Management Data payload is included in an LTKM Reporting message. The parameters included in the payload are dependent on why the LTKM Reporting message is being sent by the secure function (see Section ‎6.6.7.7, Section ‎6.6.7.8 and  Section ‎6.6.7.9 for further details). 

Table 18: Format of the Smartcard Profile Reporting Management Data 
	Smartcard Profile Reporting Management Data
	Length (bits)
	Type

	Reporting_management_data() {
	
	

	
consumption_reporting_flag
	1
	bslbf

	
overflow_flag
	1
	bslbf

	
unsupported_extension_flag
	1
	bslbf

	
not_found_flag
	1
	bslbf

	
reserved_for_future_use
	4
	uimsbf

	
	
	

	
if (consumption_reporting flag == LTK_FLAG_TRUE) {
	
	

	

security_policy_extension
	8
	uimsbf

	

reserved_for_future_use
	8
	uimsbf

	

if (security_policy_extension == 0x00 || 0x01 || 0x02 || 0x03|| 0x08 || 0x09) {
	
	

	


cost_value
	16
	uimsbf

	


reserved_for_future_use
	1
	bslbf

	


purse_value
	31
	uimsbf

	

}
	
	

	        

if (security_policy_extension == 0x07)  {
	
	

	


reserved_for_future_use
	1
	bslbf

	


playback_counter
	7
	uimsbf

	

}
	
	

	

if (security_policy_extension ==  0x0C) {
	
	

	


reserved_for_future_use
	1
	bslbf

	


keep_credit_flag
	1
	bslbf

	


TEK_counter
	22
	uimsbf

	

}
	
	

	

if (security_policy_extension == 0x0D) {
	
	

	


reserved_for_future_use
	1
	bslbf

	


TEK_counter
	23
	uimsbf

	

}
	
	

	
  }
	
	

	}
	
	


consumption_reporting_flag: Indicates whether or not that the message includes consumption reporting data.   If set to LTK_FLAG_TRUE, the message contains consumption reporting data. If set to LTK_FLAG_FALSE, the message does not contain consumption reporting data. 

overflow_flag: Indicates whether or not that the message includes an indication that an overflow occurred during the processing of an LTKM..If set to LTK_FLAG_TRUE, the message contains overflow information. If set to LTK_FLAG_FALSE, the message does not contain overflow information.

unsupported_extension_flag: Indicates that the secure function does not support the SPE sent in the LTKM if set to LTK_FLAG_TRUE. If set to LTK_FLAG_FALSE the message indicates that the SPE is supported by the secure function.

not_found_flag: Indicates whether or not the SEK/PEK ID, SPE and KV tuple contained in the received LTKM exist in the secure function. If set to LTKM_FLAG_TRUE the SEK/PEK ID, SPE and KV tuple doesn’t exist in the secure function. If set to LTKM_FLAG_FALSE the SEK/PEK ID, SPE and KV tuple does exist in the secure function. 

security_policy_extension The SPE value received in the LTKM message that triggered the secure function to send the LTKM Reporting Message. 


keep_credit_flag: It is the keep_credit_flag value specific to the LTKM identified by the SEK/PEK ID, KV and the SPE.

cost_value: The cost_value associated to the instance of the SPE stored in the secure function identified by the SEK/PEK ID, KV and the SPE in the received LTKM.

TEK_counter: The value of the TEK counter associated to the instance of the SPE stored in the secure function identified by the SEK/PEK ID, KV and the SPE in the received LTKM.

playback_counter: The value of the playback counter associated to the instance of the SPE stored in the secure function identified by the SEK/PEK ID, KV and the SPE in the received LTKM.

purse_value: The number of tokens remaining in the relevant purse, i.e. the value of the user purse if the SPE is 0x02,0x03,0x08 or 0x09, or the value of the live_ppt_purse if the SPE value is 0x00 or the value of the playback_ppt_purse if the SPE value is 0x01.
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