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Reason for Change

MBMS defines Key Validity (KV) for MSKs in terms of a range 16 bit TEK IDs. 

In contrast BCAST defines KV for SEKs in terms of a range of 32 bit TimeStamps (TS).  In theory this allows the definition of a longer KV in BCAST compared to MBMS. However, BCAST also uses a 16 bit TEK ID. This creates a mis-match – there are 232 possible TimeStamps but only 216 possible TEK IDs. To enable the use of the full range of TimeStamp values it is recommended that BCAST allows TEK IDs to rollover once the maximum value is reached. To maintain compatibility with MBMS the use of the minimum and maximum TEK ID values is ruled out.
R01:

Following discussions it was felt that the mechanism defined for TEK management (i.e. rollover) may be overly restrictive. This revision therefore makes it clear that TEK IDs in BCAST can be re-used without defining how this should be done. 

Furthermore, the need to align the management of TEK-IDs with the restrictions defined for MBMS MTK IDs is only applicable in the case that an STKM stream will be received by MBMS only Smartcards. It was therefore felt to be more appropriate to add this text to the MBMS Adaptation specification. A separate CR will be produced to address this issue. 
Impact on Backward Compatibility

None identified
Impact on Other Specifications

None identified
Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

Recommendation

To approve the changes described in this document 
Detailed Change Proposal

Change 1:  Change
6.6.7.13 Implementation Notes
· The first STKM sent by the network (BSD/A) for the associated SEK/PEK SHALL contain a timestamp (TS) value equal to or greater than “TS Low” + 1.

· The Key Validity Data subfield in the KEMAC payload in the LTKM defines the Key Validity interval for SEK/PEK in terms of STKM TIMESTAMP interval:

From (32-bits):
Lower limit of Timestamp (“TS low”)

To (32-bits):
Upper limit of Timestamp (“TS high”)

· 
· To enable the use of 32 bit Timestamps within the KV data of the LTKM and 16 bit TEK IDs within STKMs, it SHALL be possible to re-use a TEK ID value within a set of STKMs protected by a specific SEK. TEK ID management SHOULD ensure that a Terminal never has two STKMs containing the same TEK ID for the same content stream at the same time. 
· 
· 
· There is one internal STKM replay detection counter per SEK/PEK ID to support replay detection for STKM delivery. 
· To avoid security failures during the STKM key validity data and replay detection checks, the Timestamp field (TS) in STKM associated with a SEK/PEK key group SHALL only be reset when the SEK/PEK is updated.
· The secure function SHALL be able to associate more than one SPE (and associated data) to a SEK/PEK ID. To uniquly identify the SPE to use during STKM or LTKM processing, the secure function SHALL the tuple: SEK/PEK ID, SPE value and KV data. Each instance of a SPE is associated to it its own associated data. Table 3 shows which stored data can be associated to which SPE. 

· A separate playback counter is used for each SEK/PEK ID, KV and SPE (0x07) tuple. The playback counter is used for PPV without tokens and corresponds to the available number of plays left.

· A separate TEK counter is used for each SEK/PEK ID, KV and SPE (0x0C or 0x0D) tuple. The TEK counter is used for PPT without tokens and corresponds to the available number of TEKs left.

· A kept TEK counter is used for each SEK/PEK ID key group associated to a SPE 0x0C. It is used to allow unused TEKs to be brought forward.
· A user purse is associated to the NAF ID of the BSM, i.e. the NAF-ID part of an SMK ID stored in the file EFMUK. The user_purse corresponds to the available number of tokens left that can be used by SPE 0x02, 0x03, 0x08 and 0x09.

· A single LTKM replay detection counter is used to keep track of the Timestamp (TS) of the latest valid LTKM received for a given SMK. The LTKM replay detection for each SMK is stored in the file EFMUK.

· A current_TS_counter is used for SPEs 0x07, 0x08 and 0x09 to detect whether or not a "playback" has occurred. This counter is local to a SEK/PEK ID, KV and a relevant SPE.
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