Doc# OMA-BCAST-2007-0871-CR_LTKM_processing_corrections.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2007-0871-CR_LTKM_processing_corrections.doc
Change Request



Change Request

	Title:
	LTKM processing bug fixes
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST, BCAST DRM

	Doc to Change:
	OMA-TS-BCAST_SvcCntProtection-V1_0-20071103-C

	Submission Date:
	2nd December 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Mark Priestley, Vodafone, mark.priestley@vodafone.com

	Replaces:
	n/a


Reason for Change

Change 1:  Section 6.6.2 - Support for SPE 0x04 made mandatory. What is meant by a BCAST Smartcard in this context is also clarified.

Change 2:  Section 6.6.4 – text explaining Terminal filtering re-written and re-structured to aid understanding. Behaviour not changed. Clarified and / or for security_policy_ext and consumption_reporting flag. Added condition for access_criteria_flag.
Change 3:  Section 6.6.4 – The paragraph describing the relationship to the BSM processing rules was changed to remove the “Note that” e.g.  “Note thatThe formating rules defined for LTKMs” as this text is a reference to another section and should not be understaood as being purely informative.

Change 4: Section 6.6.4 – Informative text added to explain that Terminal filtering will not affect MBMS Secuirty messages sent to the MIKEY UDP port 2269 even when the Smartcard is BCAST capable. 

Change 5: Section 6.6.7.3 – Small changes to definition of LTKM replay detection check to allow it to be performed by the terminal, as is required when the terminal is not paired with a BCAST Smartcard

Change 5: Added new section 6.6.7.2 to explain Smartcard processing of LTKM to ensure MBMS interoperability is maintained 

Impact on Backward Compatibility

None identified
Impact on Other Specifications

None identified
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Detailed Change Proposal

Change 1:  As shown
6.6.4 EXT BCAST for LTKM

To include Smartcard Profile specific information in LTKMs that can not be supported by the MBMS MSK message, a new MIKEY Extension payload MAY be included in the LTKM. This payload is referred to as the EXT BCAST for LTKMs. The EXT BCAST for LTKMs is used to transport additional information governing the use of the SEK/PEK carried within the LTKM. The EXT BCAST for LTKMs enables the following functionalities:

· Subscription to live services

· Pay-Per-View access to a live event (PPV)

· Pay-Per-Time (PPT) access to a live service or recorded content, whereby the amount of time is governed by the number of TEKs that can be decrypted

· Unlimited playback of recorded content

· Pay-Per-Play (PPP) access to recorded content, whereby the maximum number of times the content can be played back is possible can be set by the service provider. 

· Send tokens to be added  to a purse

· Service/program termination for a user and SEK/PEK ID key deletion

Table 1: Smartcard Profile LTKM Extensions and Supported Modes of Operation

	Security policy extension
	LIVE support
	PLAYBACK support
	Subscription / PPV  support
	PPP support
	PPT support
	Tokens support

	0x00
	X
	
	
	
	X
	X (live_ppt_purse)

	0x01
	
	X
	
	
	X
	X (playback_ppt_purse)

	0x02
	X
	
	
	
	X
	X (user_purse)

	0x03
	
	X
	
	
	X
	X (user_purse)

	0x04
	X
	
	X
	
	
	

	0x05
	
	X
	X
	
	
	

	0x06
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	0x07
	
	X
	
	X
	
	

	0x08
	X
	
	X
	
	
	X(user_purse)

	0x09
	
	X
	
	X
	
	X(user_purse)

	0x0A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	0x0B
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	0x0C
	X
	
	
	
	X
	

	0x0D
	
	X
	
	
	X
	


The BSM and BSD/A SHALL support the use of the EXT BCAST for LTKMs.The terminal SHALL support the use of the EXT BCAST for LTKMs.  A Smartcard announcing support for BCAST (i.e. service n°75 (BCAST) is present in the USIM Service Table) SHALL support the use of the EXT BCAST for LTKMs and SHALL support the use of security policy extension 0x04.

As MBMS MIKEY implementations will ignore the EXT BCAST payload, if the BSM / BSD/A sends a LTKM to a MBMS only Smartcard, the LTKM MAY include the EXT BCAST payload, in which case the security_policy_ext_flag, consumption_reporting_flag and access_criteria_flag SHALL be set to LTK_FLAG_FALSE. In all cases in which the BSM / BSD/A sends a LTKM to a MBMS only Smartcard, the KV data payload SHALL define the Key Validity interval for the SEK/PEK in terms of a specified interval of 16 bit TEK ID values.

In all cases in which the BSM / BSD/A sends a LTKM to a BCAST Smartcard, the LTKM SHALL include the EXT BCAST payload, the security_policy_ext_flag SHALL be set to LTK_FLAG_TRUE and the KV data payload SHALL define the Key Validity interval for the SEK/PEK in terms of a specified interval of 32 bit STKM Timestamp values.

How the BSM / BSD/A determines the capabilities of the Smartcard that it addressing is implementation specific.  

Note to Editor: The rest of the section is unchanged
Change 2:  Text is changed to clarify processing – actual processing remains unchanged
6.6.7 OMA BCAST LTKM Processing

LTKMs are processed by a secure function located on either the Smartcard or terminal. Following MBMS [3GPP TS 33.246 v7], where GBA_U is used the secure function is located on the Smartcard, and where GBA_ME is used the secure function is located on the terminal.
The following sections define the processing of LTKMs in BCAST.
Change 3:  Clarification of Terminal filtering
6.6.7.1 LTKM Terminal Processing
When a MIKEY message indicating MSK/SEK delivery, i.e. an LTKM, arrives at the Terminal, the message SHALL be processed as described below.
If the secure function is located on the Terminal, the Terminal SHALL perform the the LTKM replay detection check as described in section 6.6.7.3 (editor please insert dynamic link). If the check ends in success, the Terminal forwards the LTKM to the secure function for further processing. The secure function processes the LTKM as described in the following sections.
If the secure function is located on the Smartcard, in order to support the use of both MBMS and BCAST capable Smartcards, the Terminal SHALL process a LTKM received over the UDP port 4359 (i.e. the UDP port defined for BCAST) as defined below
: 
When the Terminal is paired with an MBMS only Smartcard (as indicated by the presence of Service n°69 (MBMS Security) and the absence of Service n°75 (BCAST) from the USIM Service Table, i.e. the file EFUST defined in [3GPP TS 31.102]): 
· If the LTKM does not contain an EXT BCAST payload, the Terminal SHALL: 
· perform the LTKM replay detection check as described in section 6.6.7.3 (editor please insert dynamic link);
· if the LTKM replay detection check ends in success, the Terminal forwards the message to the Smartcard;
· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag and the consumption_reporting _flag are set to LTK_FLAG_FALSE, the Terminal SHALL: 
· perform the TKM replay detection check as described in section 6.6.7.3 (editor please insert dynamic link);
· if the LTKM replay detection check ends in success, the Terminal forwards the message to the Smartcard – the EXT BCAST payload is being used to deliver data only intended for use by the Terminal that will be ignored by the MBMS only Smartcard;
· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag or the consumption_reporting_flag are set to LTK_FLAG_TRUE, the Terminal SHALL NOT forward the message to the Smartcard – this message cannot be processed by the MBMS only card and has been incorrectly sent by the BSM.   
If the Terminal is paired with a BCAST capable Smartcard (as indicated by the presence of Service n°75 (BCAST) in the USIM Service Table, i.e. the file EFUST defined in [3GPP TS 31.102]): 
· If the LTKM does not contain an EXT BCAST payload, the Terminal SHALL NOT forward the message to the Smartcard – this message has been incorrectly sent by the BSM;
· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag, consumption_reporting_flag and access_criteria flag are set to LTK_FLAG_FALSE , the Terminal SHALL NOT forward the message to the Smartcard – this message has been incorrectly sent by the BSM;

· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag or the consumption_reporting_flag are set to LTK_FLAG_TRUE, the Terminal SHALL forward the message to the Smartcard.   
Note that unlike MBMS only Smartcards, BCAST capable Smartcards perform the LTKM replay detection check (see Section 6.6.7.3 (editor please insert dynamic link)). Therefore when a Terminal is paired with a BCAST capable Smartcard the Terminal does not perform the LTKM replay detection check.   

In all the above cases in which the LTKM is forwarded to the secure function, the Security Policy payload is stored temporarily in the Terminal if it was present.

If the secure fucntion indicates to the Terminal that it has successfully processed the LTKM, the temporarily stored Security Policy payload is taken into use. Otherwise the Security Policy payload is deleted. 

If the LTKM indicated a BM-SC solicited pull procedure or a BSM solicited pull procedure to initiate the registration procedure, the Terminal SHALL behave as described in sections 6.6 and 6.6.3 respectively (editor please insert dynamic links).


The formating rules defined for LTKMs in Section 0 require that the BSM / BSD/A format the LTKM appropriately for the type of Smartcard (MBMS only or BCAST capable) to which they are sending the LTKM.    
The Terminal filtering rules defined above SHALL apply only to MIKEY messages received on the UDP port reserved for BCAST, i.e. UDP port 4359. MIKEY messages addressed to the MIKEY UDP port 2269 are not subject to Terminal filtering. This allows a BCAST capable card that also supports MBMS to work as part of an MBMS security solution as defined in [3GPP TS 33.246].      
A secure function SHALL be able to manage different LTKMs with the same SEK/PEK ID but with different Key Validity (KV) intervals and/or different security_policy_extensions values (SPEs).

Details on how parameters relating to the LTKM are to be updated when receiving an STKM are provided in the STKM processing Section Error! Reference source not found..
Change 4:  Updating the definition of the LTKM Replay Detection
6.6.7.3 LTKM Replay Detection 
The LTKM replay detection check SHALL compare the received Time Stamp field (TS) with the stored LTKM replay detection counter associated with the given SMK (i.e. TS stored in the record associated to the SMK in the EFMUK).
The LTKM replay detection check SHALL be performed by the Terminal unless the Terminal is paired with a BCAST capable Smartcard in which case the Smartcard performs the check.  
	Success
	If the received TS is greater than the stored LTKM replay detection counter value, the LTKM replay detection check ends in success and the stored LTKM replay detection counter SHALL be set to the received TS value. If the LTKM replay detection check ends in success, the secure function SHALL check whether it has already stored the SEK/PEK ID, i.e. whether it has previously successfully processed an LTKM containing the same SEK ID. If the SEK/PEK ID is not present the secure function SHALL set the STKM replay detection counter associated to the SEK/PEK ID to 0. If the SEK/PEK ID is present the secure function SHALL NOT update the STKM replay detection counter.     

	Failure
	If the received TS is equal or lower than the stored LTKM replay counter value, the LTKM replay detection check ends in failure. If the LTKM replay detection check is being performed by the secure function, in the case of failure, the secure function SHALL return a failure message to the terminal. If the secure function is located on the Smartcard, the returned failure message SHALL take the form of the status word '9862' (Authentication error – incorrect MAC).


Note: Less than or equal is to be taken in the meaning of RFC 1982 [RFC1982]. If the less than or equal relation is undefined in the sense of RFC 1982 [RFC1982], the message SHOULD be considered as being replayed and shall be discarded.

As described for MBMS in [3GPP TS 31.102 v6], the USIM stores the last successfully used MUK along with its MUK ID for further use.

Change 5:  Addition of new section
Note to Editor: this is a new section and not a replacement for the existing section 6.6.7.2
6.6.7.2 MBMS vs BCAST LTKM processing in the Smartcard
The following text describes the initial processing of an LTKM received by a BCAST capable Smartcard (i.e. Service n°75 (BCAST) is present in the USIM Service Table). 
When the Smartcard receives a MIKEY message, the Smartcard SHALL first determine the type of message by examining the MIKEY EXT payload(s). If the MIKEY message contains an EXT payload of Type 3 (Key ID Information), i.e. the EXT payload defined for MBMS in [RFC 4563], the Smartcard SHALL inspect the contents of this EXT. If the EXT indicates delivery of an MSK/SEK, the message SHALL be processed as follows:
The Smartcard checks the MIKEY message for the presence of the EXT BCAST payload of Type 5, i.e. the EXT payload defined for BCAST in [RFC 4909];

· If the EXT BCAST payload is present: 
· If the security_policy_extenstion flag or consumption_reporting flag or access_criteria_flag are set to LTK_FLAG_TRUE, the Smartcard SHALL process the LTKM as defined in the following sections of this document;
· If the security_policy_extenstion flag, consumption_reporting_flag and access_criteria_flag are set to LTK_FLAG_FALSE, the Smartcard SHALL abort the processing of the MIKEY message and send an error message to the Terminal. This case should not occur if the BSM and Terminal are correctly implemented;
· If the EXT BCAST payload is not present, the MIKEY message is an MBMS MSK message and the Smartcard SHALL process the message as defined in [3GPP TS 33.246]; 
Note: The above processing is required to ensure that a Smartcard that is both BCAST and MBMS capable can work in a pure MBMS system, i.e. where Service Protection is implemented according to [3GPP TS 33.246]. 
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