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1 Reason for Change

This CR follows the CR 812 that introduced a new Parental Control Message (section 6.6.5). This Parental Control Message however does not allow the update of the Parental Control PIN without additionally re-sending each time the list of rating_type/rating_level that applies to the smartcard.
It should not be required to re-send already delivered data by Parental Control Message or during manufacturing each time a PIN has to be sent to the terminal.

This CR therefore introduces a mechanism to signal whether the Parental Control Message carries a list of rating_type/rating_level pairs (potentially empty) that should be used to overwrite the already stored list in the secure function or not.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Group is requested to accept the changes proposed.

6 Detailed Change Proposal

Change 1:  Change in EXT BCAST Parental Control
5.2.1.1 EXT BCAST Parental Control

The EXT BCAST parental control data payload is an instance of the General Extension Payload for MIKEY defined in Section 6.15 of [RFC3830]. The Subtype is equal to 4 as defined in a future RFC that overwrites RFC 4909 [RFC4909].  (Note that SubType payload 4 does not currently exist in RFC 3830.)
The Subtype specific data SHALL be populated as follows:
Table 16: Format of the Smartcard Profile parental_control Management Data

	Smartcard Profile Parental Control Management Data
	Length (bits)
	Type

	parental_control_management_data() {
	
	

	
reserved_for_future_use
	2
	

	
set_rating_types
	1
	

	
if (set_rating_types == PC_FLAG_TRUE) {
	
	

	

number_of_rating_types
	5
	uimsbf

	

for (i=0; i < number_of_rating_types; i++) {
	
	

	

rating_type
	8
	uimsbf

	

level_granted
	8
	uimsbf

	

}
	
	

	
} else {
	
	

	

reserved_for_future_use
	5
	

	
}
	
	

	}
	
	


set_rating_types (1 bit): This field indicates if the parental control message is intended to overwrite the already stored rating_type/rating_value pairs.
number_of_rating_types (5bits): This field indicates the number of rating types transmitted within the descriptor.

rating_type (8bits): This field indicates the rating_type. Possible values are given in Table 36 in Section ‎7.1.

level_granted (8 bits): This field is an integer defining the maximum authorized value with a coding that is dependent on the rating_type.
Constant Values

PC_FLAG_FALSE
0

PC_FLAG_TRUE
1
Change 2:  Change in the processing of the EXT BCAST Parental Control

5.2.1.2 Parental Control Message Processing

When receiving the parental control message, if the secure function supports the enforcement of the parental control, it does the following:
· If the set_rating_types is set to PC_FLAG_FALSE, the secure function extracts the list of rating_type/level_granted pairs. This list of pairs is a user specific setting and is associated to the SMK used to protect the parental control message. If a list is already present, it SHALL be deleted and the newly received list SHALL replace it. Note: A default setting for rating_type/level_granted pairs specific to a service provider may be possible during the Smartcard manufacture.

· If the encrypted PINCODE is present in the KEMAC of the message, the secure function decrypts the PINCODE, unblocks the PIN if blocked, and replaces the current PINCODE value with the received value. The PINCODE SHALL be associated to the BCAST functionality (there is only one parental control PINCODE regardless of the BSM).
If the secure function is located in the Smartcard, the command used to transmit the parental control message from the terminal to the Smartcard is the AUTHENTICATE Command in MBMS security context and MSK update mode. The response to the AUTHENTICATE command is as described in ‎E.1.2.
· If the enforcement of the parental control is supported, the Smartcard SHALL return the new list of the rating_type/level_granted pairs. Additionally, the Smartcard SHALL include in this response message the status 0x0F, 0x10, or 0x11, if either PINCODE or rating_type/level_granted pair or both have been successfully changed. The terminal MAY then inform the user that the PINCODE has been changed and that the old PINCODE is no more usable.
· If the enforcement of the parental control access criteria is not supported, the response message includes the status 0x0E “Parental control not supported”.
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