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1 Reason for Change

ISMA, in a liaison sent in December 2007 informed OMA BCAST that ISMACryp 2.0 is now final and is available on the ISMA web site.
In the early years of BCAST, the SPCP specification integrated some text on the content protection that is nothing more than ISMACryp 2.0. By that time, the goal was to align this part of the OMA specification to ISMA once a reference is available. As this is now the case, in order to avoid any possible discrepancy, the CR removes all text that can be referenced in ISMA specifications.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the following changes.
6 Detailed Change Proposal

Change 1:  Add ISMACryp 2.0 reference in the normative references

	[ISMACRYP11]
	"ISMA 1.0 Encryption and Authentication, Version 1.1", release version, 
URL: http://www.isma.tv

	[ISMACRYP20]
	“ISMA Encryption and Authentication, Version 2.0”, http://www.isma.tv

	[ISO-3166]
	“Codes for the representation of names of countries and their subdivisions”, 
URL: http://www.iso.org/iso/en/prods-services/iso3166ma/index.html


Change 2:  Remove text that is ISMACryp 2.0 and only reference the ISMA specification

9.2 ISMACryp

For content encryption of RTP streams, content that is part of a real-time delivery service MAY be protected using ISMACryp as explained in this specification, i.e. by encrypting elementary audio video samples called Access Units (AUs). Individual AUs are encrypted using AES_128_BYTE_CTR mode. Each encrypted AU has an OMABCASTAUHeader defined in OMA DRM V2.0.

BCAST terminals MAY support content encryption using ISMACryp as specified in this section.

Encryption Algorithm

The encryption algorithm SHALL be AES_128_BYTE_CTR. Refer to [ISMACRYP11] or [ISMACRYP20] for further details.  Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

The TEK is sent in STKMs, the IV is in the OMABCASTAUHeader preceding the encrypted data, the salt key k_s is signalled in the SDP file and the use of the counter is described in [ISMACRYP11] or [ISMACRYP20].

The Table below shows BCAST parameters and equivalent ISMACryp parameters.

Table 49: Equivalent BCAST and ISMACryp parameter names

	OMA BCAST parameters
	Equivalent ISMACryp parameters [ISMACRYP11]

	TEK
	key_k (encryption key)

	IV
	IV

	k_s
	k_s (salt key)


Authentication Algorithm

The default authentication algorithm is SRTP with an HMAC-SHA1 with an 80-bit output tag and a 160-bit key [RFC3711].  Other authentication algorithms or truncations SHALL NOT be used.  Support of the authentication algorithm for ISMACryp shall be OPTIONAL. The authentication key to be used is derived as per SRTP using the 128 bit MK and 112 bit MS sent in STKMs. SRTP authentication is signaled using SDP security descriptions [RFC4568].  ROC is signalled as per SRTP described in Section ‎9.2, key indicator (see Section ‎5.5) is used as MKI for DRM Profile and MTK ID is used as MKI for Smartcard Profile. MKI and Authentication tag is delivered over SRTP packet according to [RFC3711].

9.2.1 RTP Transport of Encrypted AUs (ISMACryp)


Content encryption modifies data before packetization of RTP packets, thus the various RFCs defining ways to encapsulates audio and video data do not apply. In addition, some signalling is necessary in the SDP in order to enable the decryption of the data. ISMA [ISMACRYP11] has defined encapsulation specifications for MPEG-4 codecs. When applicable, these specifications SHALL be used.  For any other encrypted media that has a defined mapping to the ISO Media File Format ([ISO-14496-12]), ISMACryp 2.0 [ISMACRYP20] SHALL be used.


	
	
	
	





	
	
	
	







	
	
	
	





	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	








































	

	

	















































Change 3:  Remove text that is ISMACryp 2.0 and only reference the ISMA specification

9.3 SDP Signalling of ISMACryp
SDP signalling of streams encrypted with ISMACryp SHALL be done as described in [ISMACRYP11] or [ISMACRYP20]. Terminals that support ISMACryp SHALL also support this signalling.

9.3.1 

1. 
2. 
3. 
4. 


5. 
6. 

9.3.2 
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5.2.1.1 

























































9.3.3 

9.4 Service Guide Signaling

Session Description information is contained or referenced in Access fragment of the Service Guide [BCAST10-SG].
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