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1 Reason for Change

R04: 
· In Paris meeting, it has been agreed that we change the local PIN by the key reference level 2 and that we add the note:Key reference values for level 4 MAY be used in the future
· Duplicate text has been deleted. 
· The change 4 implies to change the table 19: Association between Smartcard Profile Parameters and Key Identifiers to add the Parental Control Message replay detection counter in this table. Then we add a change 5 for this.
R03: Following Offline discussion, the change 1 has been modified to:

· Parental Pin is Local PIN key reference under the DF BCAST

And change 2 has been deleted.
R02: add a co-signer

R01: add a co-signer
R00:
The parental PIN in the specification is defined as a local PIN in the USIM application. The key reference of the PINCODE used for this parental function is dynamically signaled to the terminal in the response of the AUTHENTICATE command MTK generation mode, when a VERIFY PIN command is needed to give access to the user.

The restriction in the key reference to local PIN for the PINCODE seems to cause some issue for some manufacturers that assume that only one local PIN could be assigned to an application. 

On the other hand, this restriction could be annoying if several applications want to share the same parental PIN (several USIM applications with OMA BCAST application in each). 

We propose then to open the parental PIN key reference to any key reference available in the TS 102 221 except local PIN. Smartcard manufacturers could then use global pin, or application PIN or ADM pin, depending on the applications residing in the smartcard and depending on the operator, and his service. 
Following offline discussions on the subject of parental pincode, it seems that some handset manufacturers need to know the status of the Parental PIN. This status could be known with the current specification, only after issuing the AUTHENTICATE command on MTK generation mode, where the key reference of the PIN is signalled.
We propose to give the visibility of the key reference of the parental PIN and its status at any time using a new mode in the OMA BCAST command: Parental PIN Status mode.

Currently the format of the PIN in the LTKM message is defined as follows: 

... As an example, pincode "020579" is decoded as follows: 

	FF 
	FF 
	FF 
	FF 
	FF 
	FF 
	FF 
	FF 
	FF 
	FF 
	00 
	02 
	00 
	05 
	07 
	09 

	Bit 0 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Bit 127


And it is written also that the PIN is constructed as specified for PIN and PIN2 in 3GPP TS 31 111 v6. 

The specification concerned is TS 31 101 v6 and not TS 31 111. And the coding of the PIN in this specification is described as follow:

“PIN and PIN2 are coded on 8 bytes. Only (decimal) digits (0‑9) shall be used, coded in CCITT T.50 [5] with bit 8 set to zero. The minimum number of digits is 4. If the number of digits presented by the user is less than 8 then the ME shall pad the presented PIN with 'FF' before sending it to the 3GPP application.”

Then to be compliant to the 3GPP spec the following coding (using ASCII digits and filing up with FF) of the PIN in the Parental control message should be more appropriate as it is the format used in the UICC and the terminal for the coding of PINs.

	30 
	32 
	30 
	35 
	37
	39 
	FF 
	FF 
	FF
	FF
	FF 
	FF
	FF
	FF 
	FF 
	FF 

	Bit 0 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Bit 127


The parental control message contains a TS field, but in the parental control message processing, there is no mention of the replay detection processing. But it is important that this replay detection processing is performed to avoid attacks on the PIN by an unlimited number of retries as the PIN retry counter is reset each time the parental control message is sent.
This CR proposes then an addition in the section 6.6.5.2 Parental control message processing.



· 

2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft--20071218-D 

It is proposed to introduce the changes in a new version of the BCAST document 
6 Detailed Change Proposal

Change 1:  in section 6.7.3.10.1 Parental control
· Check if PINCODE has been verified:
A PINCODE is defined in the Smartcard  for the parental control function. For using this PINCODE  in the VERIFY PIN and UNBLOCK_PIN commands, a key reference is assigned at the manufacture of the Smartcard. The PINCODE function is optional in the Smartcard for the parental control.
Change 1:  in annex E 

Table 73: Coding of Parental Control Operation Data Object tag'88'
	Byte(s)
	Description
	Coding
	Length

	1
	Key reference of the PIN defined for the parental control
	See below
	1

	2
	Current rating_type
	See below
	1

	3
	Current rating_value
	See below
	1

	4
	level_granted value for the current rating_type
	See below
	1


For the parental control operation, only the BCAST management_data response values 0x07, 0x08, 0x09 and 0x0A are allowed.
Key reference of the PIN:

The key references are defined in [ETSI TS 102.221].  The PINCODE used for the parental control SHALL be unique. This PIN is assigned to the DF BCAST under the ADF USIM
The value of the key reference is in the range of values defined in table 9.3 in §9.5.1 of [ETSI TS 102.221] and restricted to the values for level 2 (see Note) . The key reference chosen at the manufacture of the Smartcard SHALL be uniquely assigned in the UICC for the parental control function. 
Note: Key reference values for level 4 might be considered in the future

E.2 
E.2.1 



· 
· 
· 
· 






	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	







	

	

	
	

	
	

	
	

	
	

	
	




E.2.2 
E.2.2.1 









E.2.2.2 


	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	





	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	



	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	





Change 3:  in section 6.6.5

6.6.5 Parental Control Message Structure and Processing
A MIKEY message for parental control is introduced. The parental control message SHALL be formatted as defined below:
Table 15: Logical Structure of the Parental Control Message
	Common HDR

	EXT BCAST

	TS

	MIKEY RAND

	IDi

	IDr

	KEMAC


The terminal SHALL forward the parental control message to the secure function. Values in the message are as follows:

· In the Common HDR, if the V-bit is set to 1 to request, the secure function SHALL send a verification message, as described in Section ‎6.6.6.1.

· In the EXT BCAST, the parental_control_management_data are carried as defined in Section ‎6.6.5.1.
· TS, MIKEY RAND, IDi, IDr payloads SHALL be populated as defined in [3GPP TS 33.246 v7] for the MBMS MSK message.

· In the KEMAC, the “Encr data len” SHALL be equal to 0 if no PINCODE is carried in this message, otherwise this is 16 bytes. The material to be encrypted is a PINCODE (64 bits) padded to 128 bits with 1 for the 64 least significant bits. As a convention, the most significant bit is on the left hand side of the string, i.e. the PINCODE part of the message (64 most significant bits) is constructed as specified for PIN and PIN2 in section 7 of [3GPP TS 31.101 v6]. The mechanism for encrypting the PINCODE is the mechanism used for encrypting the SEK/PEK in a LTKM. The key used for the AES engine is the key used for encrypting the SEK/PEK (derived from the SMK key and the RAND carried in the same message). In the Key data sub-payload, the type is 2 and there is no KV data. The MAC (included in the KEMAC) is computed over the full message as defined in RFC 3830 [9]. The key used in the MAC computation is the authentication key derived from SMK as described in RFC 3830 [9]. As an example, pincode “020579” is decoded as follows:

	30
	32
	30
	35
	37
	39
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	Bit 0 (MSB)
	(LSB) Bit 127


Change 4:  in section 6.6.5.2

6.6.5.2 Parental Control Message Processing

When receiving the parental control message, if the secure function supports the enforcement of the parental control, it does the following:
· Compares the received Time Stamp field (TS) with the stored Parental Control Message replay detection counter. This replay detection counter is associated to the NAF_ID part of the SMK and then there is one replay detection counter per NAF. 
· Extracts the list of rating_type/level_granted pairs. This list of pairs is a user specific setting and is associated to the SMK used to protect the parental control message. If a list is already present, it SHALL be deleted and the newly received list SHALL replace it. Note: A default setting for rating_type/level_granted pairs specific to a service provider may be possible during the Smartcard manufacture.

· If the encrypted PINCODE is present in the KEMAC of the message, the secure function decrypts the PINCODE, unblocks the PIN if blocked, and replaces the current PINCODE value with the received value. The PINCODE SHALL be associated to the BCAST functionality (there is only one parental control PINCODE regardless of the BSM).
If the secure function is located in the Smartcard, the command used to transmit the parental control message from the terminal to the Smartcard is the AUTHENTICATE Command in MBMS security context and MSK update mode. The response to the AUTHENTICATE command is as described in ‎E.1.2.
· If the enforcement of the parental control is supported, the Smartcard SHALL return the new list of the rating_type/level_granted pairs. Additionally, the Smartcard SHALL include in this response message the status 0x0F, 0x10, or 0x11, if either PINCODE or rating_type/level_granted pair or both have been successfully changed. The terminal MAY then inform the user that the PINCODE has been changed and that the old PINCODE is no more usable.
· If the enforcement of the parental control access criteria is not supported, the response message includes the status 0x0E “Parental control not supported”.
Change 4:  in section 6.6.7.13

Table 19: Association between Smartcard Profile Parameters and Key Identifiers

	
	SEK/PEK ID, KV and SPE
	SEK/PEK ID key group part and SPE
	SEK/PEK ID
	SMK ID
	NAF ID part of SMK ID

	SMK 
	
	
	
	X
	

	SEK/PEK 
	
	
	X
	
	

	Key validity data (STKM TS low & TS high)
	X
	
	
	
	

	SPE
	
	
	X
	
	

	cost_value
	0x00, 0x01, 0x02, 0x03, 0x08, 0x09
	
	
	
	

	playback counter
	0x07
	
	
	
	

	kept TEK counter
	
	0x0C
	
	
	

	TEK counter
	0x0C, 0x0D
	
	
	
	

	LTKM replay detection counter
	
	
	
	X
	

	STKM replay detection counter
	
	
	X
	
	

	current_TS_counter
	0x07, 0x08, 0x09
	
	
	
	

	user_purse
	
	
	
	
	0x02, 0x03, 0x08, 0x09

	live_ppt_purse
	
	0x00
	
	
	

	playback_ppt_purse
	
	0x01
	
	
	

	Parental Control Message replay detection counter
	
	
	
	
	X
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