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1 Reason for Change

R01: As agreed during the Paris meeting the following changes have been introduced in the CR:

· change the classification of the CR 
· and add clarification on the text.
R00: In the OMA-TS-BCAST_SvcCntProtection-V1_0-20080306-D specification, The SPE= 0A is used to delete from the server all the SEK/PEK of a specified SEK/PEK ID and their related data such KV data, SPEs, playback counter, TEK number and cost_value.

This deletion is restricted to the fact that KV indicates TS high = TSlow = 0. But the specification doesn’t says what happens if the smartcard receives a LTKM with an SPE=0A and if the KV is not such as TS high = TSlow = 0. This restriction seems to be not useful and Gemalto proposes that the deletion is effective whatever the KV value is and then proposes to delete the KV restriction for SPE=0A.
2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-V1_0-20080306-D 

It is proposed to introduce the changes in a new version of the BCAST document 
6 Detailed Change Proposal
Change 1: in section 6.6.4.2 table13
Table 13: security_policy_extension (SPE) Values
	Value
	Description

	0x00
	Service Token Pay Per Time (PPT) LIVE
Permission to access a live service provided that there are enough tokens in the live_ppt_purse. These tokens are valid for a specific service. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost_value” tokens. If insufficient tokens are available, the user is unable to access the live service until additional tokens are obtained.

	0x01
	Service Token Pay Per Time (PPT) PLAYBACK

Permission to access recorded content related to a service provided that there are enough tokens in the playback_ppt_purse. These tokens are valid for a specific service. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost_value” tokens. If insufficient tokens are available, the user is unable to access the recorded content until additional tokens are obtained.

	0x02
	User Token Pay Per Time (PPT) LIVE

Permission to access live services, provided that there are enough tokens in the user_purse. These tokens are valid for all services. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost_value” tokens. If insufficient tokens are available, the user is unable to access the live service until additional tokens are obtained.

	0x03
	User Token Pay Per Time (PPT) PLAYBACK

Permission to access recorded content related to services, provided that there are enough tokens in the user_purse. These tokens are valid for all services. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost_value” tokens. If insufficient tokens are available, the user is unable to access the recorded content until additional tokens are obtained.

	0x04
	Subscription and Pay Per View (PPV) LIVE

Permission to allow access to a live service.

	0x05
	Unlimited PLAYBACK

Permission to allow the unlimited playback of recorded content related to a channel.

	0x06
	Reserved for future use

	0x07
	Pay Per Play (PPP) PLAYBACK

Permission to playback a piece of recorded content a set number of times.

When a user accesses the recorded content they consume one playback "permission". Playback is no longer possible when there are no playback permissions left.

	0x08
	User Token Pay Per View (PPV) LIVE

Permission to access a live PPV event, provided that there are enough tokens in the user_purse. These tokens are valid for all services. Tokens may be sent in the LTKM.

When a user starts to access the service during the allowed period, he/she consumes a pre-defined number of tokens (the cost_value) from the user_purse. If insufficient tokens are available the user is unable to access the PPV event.

	0x09
	User Token Pay Per Play (PPP) PLAYBACK

Permission to playback a piece of recorded content provided that there are enough tokens in the user_purse. These tokens are valid for all services. Tokens may be sent in the LTKM.

When a user accesses the piece of recorded content he/she consumes a pre-defined number of tokens (the cost_value) from the user_purse. If insufficient tokens are available the user is unable to access the recorded content.

	0x0A
	Service/Program termination

Whatever the KV interval is, the Smartcard deletes the stored SEK/PEK and related key material corresponding to that SEK/PEK ID, for all SPEs and all KVs.

	0x0B
	Reserved for future use

	0x0C
	Pay Per Time (PPT) LIVE

Permission to access a live service provided that the TEK counter is not zero.

For every cryptoperiod, the TEK counter is decreased by one. If the TEK counter is equal to zero the user is unable to access the live channel.

The initial value of the TEK counter is set by the LTKM. The keep_credit_flag allows unused TEK counters to be kept when the SEK/PEK changes.

	0x0D
	Pay Per Time (PPT) PLAYBACK

Permission to access recorded content related to a service, provided that the TEK counter is not zero.

For every cryptoperiod, the TEK counter is decreased by one. If the TEK counter is equal to zero the user is unable to access the live service.

The initial value of the TEK counter is set by the LTKM.

	0x0E …0x8F
	Reserved for future standardization

	0x90 …0xFF
	Reserved for proprietary implementation


Change 2: in section 6.6.7.6
SPE = 0x0A (Key deletion)

Whatever the KV interval is, the Smartcard SHALL delete all the previously stored SEK/PEK with the same SEK/PEK ID and their related key material (i.e, KV data, SPEs, playback counter, TEK number and cost_value).

No STKM is associated to this LTKM.
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