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1 Reason for Change

Background

In the context of Web-based provisioning, when the Terminal accesses the PortalURL with specific reference to a a set of PurchaseItems, a list of Purchase Item IDs is embedded in the POST request using "application/x-www-form-urlencoded" encoding type, and each Purchase Item ID is represented as a “globalPurchaseItemID” key (control name in HTML form terminology): 

"globalPurchaseItemID=aau17135@bsda.org&

 globalPurchaseItemID=fhh7982@bsda.org&

 globalPurchaseItemID=jke132486@bsda.org"

According to HTML 4.01, it is fully valid to use the same control name multiple times in the encoded form. Indeed, this situation occurs commonly when several checkboxes are given the same control name in order to ease processing on server side. Here is an HTML form that would produce the same result than the example given in TS Services:
<html>

<body>

<form method="post" action="http://bcast.com/webshop.php">   <!-- PortalURL -->
  <input type="checkbox" name="globalPurchaseItemID" value="aau17135@bsda.org" checked />

  <input type="checkbox" name="globalPurchaseItemID" value="fhh7982@bsda.org" checked />

  <input type="checkbox" name="globalPurchaseItemID" value="jke132486@bsda.org" checked />

  <input type="submit">

</form>
</body>

</html>

In this case, a server-side script typically reads these multiple name-value pairs sharing the same control name, as an array having this control name, and holding one value per array entry.

Problem
When several keys use the same name, a PHP engine (latest 5.x version) does not return an array of values to the script processing the form, but just one single value for this key (the last value given for this key in the request). In the example above, only one globalPurchaseItemID key set to “jke132486@bsda.org" would be seen by the server script.

In fact, PHP developers have implemented this feature differently. The convention is: the key name must be appended by the square brackets “[]”so the PHP engine creates this array of values on the server side.

http://fr2.php.net/manual/en/faq.html.php#48400 
In the Web world, this misalignment with HTML is not usually a problem because the form submitted to the PHP server will probably be a PHP form itself, thus taking care of this square brackets convention.

We cannot count on PHP developers to fix this misalignment with HTML forms in a future release of PHP, because for them it is not a bug:

http://bugs.php.net/bug.php?id=27319
Solutions

So there are three solutions:

1) in TS Services, change ”globalPurchaseItemID” key names to “globalPurchaseItemID[]”. But this solution is an alignment with a PHP misdesign supported by nobody in BCAST. Besides, the side effects of the brackets on other web technologies are unknown.

2) In TS Services, change the list of ”globalPurchaseItemID” key names by a list of keys with different name, all starting by the same prefix:  ”globalPurchaseItemID01”, ”globalPurchaseItemID02”, etc. This solution was proposed by author of this CR, but got no support in BCAST.
3) In TS Services, do nothing and for companies implementing PHP for Web portal, try to find a workaround like:

a – the Web portal should not be PHP at all. However PHP is widely used today by many Web sites. 

b – since PHP is open source, modify PHP code so to be compliant with HTML forms. However this option is not straightworward, and not available for web sites made from off-the shelf PHP engines.

c – the PortalURL should not point to a PHP script (which does not prevent by the way to return a PHP page and continue browsing on PHP pages – only the entry point must not be PHP)

Proposal

We believe that Solution 3-c is an acceptable workaround for Web portals that are based on PHP (by choice or constraint). The CR besides proposes to add a note in TS Services, warning the implementers that they should check that their Web server technology support a form data set with several control names sharing the same name.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST to review and agree the proposed bug fix.
6 Detailed Change Proposal

Change 1:  Add a note to the second way  of forming the Request to PortalURL (editor: please take care of the indentation)
5.1.8
Web-based Service Provisioning

BCAST Terminal and BSM MAY support Service Provisioning over a web-based system. The entry point to web-based Service Provisioning is supported by PurchaseChannel fragment of Service Guide. In that fragment, element PortalURL SHALL point to the entry point (URL) of the related web-based system. The PortalURL can be used to support three purposes:

1. The PortalURL provides additional information on services available over this PurchaseChannel. This method SHALL be signalled by setting the attribute supportedService under PortalURL to “0”. In this case the terminal MAY access the PortalURL to retrieve information on supported services but SHALL NOT purchase or subscribe to the services by accessing the URL. In this case, the service provisioning functions SHALL be achieved by addressing Service Provisioning messages to the PurchaseURL as defined in section 5.1.5. 

2. The PortalURL supports full set of service provisioning functionality over web-based system in addition to providing service related information. This method SHALL be signalled by setting the attribute supportedService under PortalURL to “1”. The terminal SHALL access the PortalURL and upon accessing the PortalURL the terminal SHALL expect that the facilities for service provisioning are provided over web-based interface. Further, in this case, the Service Provisioning messages sent to the PurchaseURL as defined in section 5.1.5 SHALL NOT be used.

3. The PortalURL provides additional information on services available over this PurchaseChannel. Further, the Terminal MAY achieve the service provisioning either over web-based system or by addressing Service Provisioning messages to the PurchaseURL as defined in section 5.1.5. This method SHALL be signalled by setting the attribute supportedService under PortalURL to “2”.
Further, in the context of the above two methods, there are two ways the request to PortalURL can be formed.

1. Request without reference to a specific PurchaseItem. When Terminal accesses the PortalURL without any specific reference to any PurchaseItem, the Terminal SHALL issue an HTTP POST request to the PortalURL. The request SHALL follow the conventions defined in section 17.13 of [HTML4.01] for submitting HTML form data by the "post" method using the "application/x-www-form-urlencoded" encoding type. For example, if PortalURL is http://server.bsm.org/webshop”. The HTTP POST request sent to the BSM would be  "http://server.bsm.org/webshop", not containing any associated data block. 

2. Request with reference to a specific PurchaseItem. When the Terminal accesses the PortalURL with specific reference to a PurchaseItem or a set of PurchaseItems, the Terminal knows the relevant GlobalPurchaseItem IDs from the Service Guide. The Terminal SHALL issue an HTTP POST request to the PortalURL. This request SHALL follow the conventions defined in section 17.13 of [HTML4.01] for submitting HTML form data by the "post" method using the "application/x-www-form-urlencoded" encoding type. The PurchaseItem(s) are identified using the GlobalPurchaseItem ID(s), each fragment ID SHALL be signalled in a separate name-value pair, using "globalPurchaseItemID" as the name. For example, if PortalURL is “http://server.bsm.org/webshop” and the GlobalPurchaseItemIDs are "aau17135@bsda.org" and "fhh7982@bsda.org" and "jke132486@bsda.org", the HTTP POST request sent to the BSM would be  "http://server.bsm.org/webshop", containing a data block of the following structure:

 

"globalPurchaseItemID=aau17135@bsda.org&


globalPurchaseItemID=fhh7982@bsda.org&


globalPurchaseItemID =jke132486@bsda.org"

Note: “globalPurchaseItemID” name is intentionally reused for each name-value pair. This reuse is conformant with [HTML4.01] and must be supported by the web-based system.

If the service provisioning sequence is about making a purchase or subscription to a PurchaseItem, different server behaviour will take place depending on the security profile:

a. For the DRM Profile, once the web-based subscription/purchase transaction is completed, the web-based system SHALL send a trigger in the last HTTP response it delivers to the Terminal. . The trigger is contained in the Service Provisioning response as specified in 5.1.5.2.2 for DRM Profile. 

b. For the Smartcard Profile, if the server determines that the terminal has a valid SMK (i.e. valid GBA bootstrapping session has been performed in the case of (U)SIM terminals), it SHALL send the LTKMs directly to the terminal. However, if the server is unable to determine whether or not the Terminal has a valid SMK, it SHALL send the “SmartcardProfileTrigger” message, as specified in Section 5.1.8.1,in the last HTTP response it delivers to the terminal to tell it to initiate a Registration procedure (this will force GBA bootstrapping). In the meantime, the subscription/purchase transaction should not be completed (i.e., it should be held pending), until the Terminal has properly responded to that trigger. 

Afterwards (and assuming the subscription/purchase is successfully completed in the case of the Smartcard Profile) the LTKM acquisition continues as per the profile.
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