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1 Reason for Change

Note to EDITOR - this CR MUST only be included AFTER incorporating CR-2007-0820, i.e it is based on CR-820 changes.
A clarification regarding the P1 parameter (see CR-820 and CR-142) in section E.2.3 is not reflected in the subsequent sections E.2.4, E.2.5, and E.2.6, which detail the different modes of the BCAST command. This CR is adjusting/deleting P1 information where needed.

Change 1 – adjusting SPE Audit mode

Change 2 – SPE Record Signalling mode 

Change 3 – Recording Audit Mode

2 Impact on Backward Compatibility

None. 
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree the following change.
6 Detailed Change Proposal

Change 1:  Changes wrt changing P1 in SPE Audit Mode
E.2.4 SPE Audit Mode

E.2.4.1  Command Description 

Smartcard operations of this command are supported if service n°68 and service n°75 are set "available" in the EFUST.

The response data of the OMA BCAST command in SPE Audit command is retrieved from the Smartcard using one or more separate SPE Audit APDUs with a chaining mechanism. 
In case the Smartcard does not receive the Key Domain ID TLV in the SEK/PEK Audit command, it SHALL return in the response data the list of all Key DomainID and SEK/PEK ID Key group part stored in the Smartcard.
In case the Smartcard receives the Key Domain ID and the SEK/PEK ID Key Group part in the SEK/PEK Audit command, it SHALL return in the response data all SEK/PEK ID and their associated parameters corresponding to the Key Group defined by this Key Domain ID and this SEK/PEK ID Key Group part.

If at least one SEK/PEK ID shall be returned in the response, the "Successful Key Availability Check operation" tag is returned. 

If there is no SEK/PEK ID to be returned in the response, the command fails and the status word '6A88' (Referenced data not found) is returned.

Status of the card after processing of the OMA BCAST command is coded in the status bytes SW1 and SW2. The coding of the status bytes in the following table, is specified for OMA BCAST command, in addition to the ones defined in TS 31.101 [11]. The following table shows the possible status conditions returned (marked by an asterisk *). 

Table x: OMA BCAST command and expected Status Words 
	Status Words
	OMA BCAST command
	Description

	90 00
	*
	Normal ending of the command

	91 XX
	*
	Normal ending of the command, with extra information from the proactive UICC containing a command for the terminal. Length 'XX' of the response data

	93 00
	
	

	98 50
	
	

	98 62
	
	

	98 64
	
	

	98 65
	
	

	98 66
	*
	Authentication error, no available memory space

	98 67
	
	

	62 00
	
	

	62 81
	
	

	62 82
	
	

	62 83
	
	

	62 F1
	*
	More data available

	62 F2
	*
	More data available and proactive command pending

	62 F3
	*
	Authentication response data available

	63 CX
	
	

	63 F1
	*
	More data expected

	63 F2
	*
	More data expected and proactive command pending

	64 00
	
	

	65 00
	
	

	65 81
	*
	Memory problem

	67 00
	*
	Wrong length

	67 XX
	
	

	68 00
	*
	No information given

	68 81
	*
	Logical channel not supported

	68 82
	*
	Secure messaging not supported

	69 81
	
	

	69 82
	*
	Security status not satisfied

	69 83
	
	

	69 84
	*
	Referenced data invalidated

	69 85
	*
	Conditions of use not satisfied

	69 86
	
	

	6A 80
	*
	Incorrect parameters in the data field

	6A 81
	*
	Function not supported

	6A 82
	
	

	6A 83
	
	

	6A 86
	*
	Incorrect parameters P1 to P2

	6A 87
	
	

	6A 88
	*
	Referenced data not found

	6B 00
	*
	Wrong parameter(s) P1-P2

	6D 00
	*
	Instruction code not supported or invalid

	6E 00
	*
	Class not supported

	6F 00
	*
	Technical problem, no precise diagnosis



Input:

‑
None or Key Domain ID and SEK/PEK ID Key Group part 

Output:

-
List of  SPE and their associated data  stored in the Smartcard or list of Key DomainID and SEK/PEK ID Key group part






E.2.4.1 Command Parameters and Data

If the P2 parameter in the OMA BCAST Command is ‘01’, it indicates SPE Audit mode. 

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	



Command data is structured as follows:


Table 1: Coding of Command Data 
	Byte(s)
	Description
	Coding
	M/O
	Length

	1
	 SPE Audit Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	M
	1

	2 to 1+A bytes (A ≤ 4)
	SPE Audit Data Object length (L1)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	M
	A

	A+2 to A+6
	Key Domain ID TLV 
	See below
	O
	5

	A+7 to A+10
	SEK/PEK ID Key Group part TLV 
	See below
	O
	4


If one of the TLVs Key Domain ID TLV or SEK/PEK ID Key Group part TLV is present, then the following two TLVs SHALL be present.
Change 2:  Changes wrt changing P1 in Record Signalling Mode

E.2.5 Record Signalling Mode

E.2.5.1 Description of the command

The Smartcard operations in this security context are supported if service n°68 and service n°75  are set to "available" in the EFUST.

The terminal SHALL send this command to the Smartcard when it records or stores protected content using the mechanisms described in Section Error! Reference source not found. and Section Error! Reference source not found.. The terminal SHALL send a command for each SEK/PEK Key number part covered by the recording.

At the reception of this command, the Smartcard SHALL flag the SPE instances corresponding to the Key Domain ID, SEK/PEK ID Key group part, SEK/PEK ID Key number part and TS interval found in the command and corresponding to the recorded/stored content. The SPEs flagged in the Smartcard SHALL be associated to a security policy extension allowing the play-back.

The Smartcard stores the content_ID received in the command and links it to the flagged SPEs.

The Smartcard SHALL return (in the response data) the number of SPE records available for SPEs instance required for the playback of recorded/stored content after the execution of this command and the description of the SPEs flagged internally in the Smartcard.

In the case that the Smartcard doesn’t store a SPE instance corresponding to the parameters in the command or the security policy extension associated to the SEK/PEK doesn’t allow the play-back recorded/stored content, the command fails and the status word ‘6A88’ (Referenced data not found) is returned.

In case a part of the recorded content described in the input parameters of the command is not covered by an SPE in the Smartcard, the command fails, the status word ‘6A88’ (Referenced data not found) is returned, and none of the SPE is flagged as a SPE Used For Recording.

In the case that there is no available SPE record for a SEK/PEK required for the playback of recorded/stored content, the command fails and the status word ‘9866’ (Authentication error, no available memory space) is returned.

Input:

‑
Terminal and content identifier

- Key Domain ID, SEK/PEK ID Key Group part, SEK/PEK ID Key number part , TS Interval

Output:

· Key slot giving the free key slots available for recorded-content keys.

· SPE description of the SPEs Flagged in the Smartcard corresponding to the input data.
E.2.5.2 Command Parameters and Data

If the P2 parameter of the OMA BCASTCommand  is ‘02’, it indicates Record Signalling mode. 

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


Input data SHALL be coded as follows:

Table 2: Input Data

	Byte(s)
	Description
	Coding
	Length

	1
	 Record Signalling Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	Record Signalling Data Object length (L1+L2)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2 to (A+2+L1)
	Terminal/Content Identifier TLV
	See below
	L1

	(A+2+L1)+1 to (A+2+L1) + L2
	Key Identifier of Recording TLV


	See below
	L2


Table 3: Coding of Terminal/Content Identifier TLV

	Description
	Value
	M/O
	Length (bytes)

	Terminal Identifier Tag
	'96'
	M
	1

	Length
	17
	M
	1

	Terminal Identifier type
	Coded as defined in Error! Reference source not found. 
	M
	1

	Terminal Identifier
	Coded as defined in Error! Reference source not found. 
	M
	16

	Content Identifier Tag
	‘97’
	M
	1

	Content Identifier Length
	L1-B-21
	M
	B

	Content Identifier Data
	Terminal specific coding
	M
	L1-B-21


Change 3:  Changes wrt changing P1 in Recording Audit Mode

E.2.6 Recording Audit Mode

E.2.6.1 Description of the command

The Smartcard operations in this security context are supported if service n°68 and service n°75  are set to "available" in the EFUST.

The terminal SHALL send this command to the Smartcard to retrieve all Content Identifiers of recorded content and their associated flagged SPEs stored in the Smartcard. 

The response data of the OMA BCAST command in Recording Audit command is retrieved from the Smartcard using one or more separate Recording Audit APDUs with a chaining mechanism. 
At the reception of this command, the Smartcard SHALL return (in the response data) the list of content identifiers stored in the Smartcard with the description of all associated SPEs flagged at the time of the execution of the Record Signalling command sent during the recording of the corresponding content in the terminal.  

In the case that the Smartcard doesn’t store any content identifier the command fails and the status word ‘6A88’ (Referenced data not found) is returned.

Input:

‑
none
Output:

· List of Content Identifiers with SPE description of the SPEs Flagged in the Smartcard and corresponding to the content identified by the content identifier.

E.2.6.2 Command Parameters and Data

If the P2 parameter in the OMA BCAST Command is ‘03’, it indicates Recording Audit mode.

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	




If the command (Recording Audit mode) is successful, the response parameters/data SHALL be coded as follows:

Table 4: Coding of Response Parameters and Data if Recording Audit Mode Command Successful

	Byte(s)
	Description
	Coding
	Length

	1
	Recording Audit operation response Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 
	Recording Audit operation response Data Object length 
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	
	Recording Audit operation response Data Object TLV 
	See below
	L1

	The Recording Audit signalling operation response SHALL contain as many Recording Audit operation response Data object TLV as content Identifiers stored internally in the Smartcard.
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