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1 Reason for Change

BCAST has defined the Location_based_restriction_descriptor in TS SPCP section 7.1.2. However, this descriptor is not supported in DVB-IPDC 18Crypt. Therefore, this descriptor needs to be disallowed in BDS-specific adaptation for DVB-IPDC.
Further, there is a typo in the text regarding protection_after_reception. The value 0 means “content protection” but the spec contains “no content protection”.

R01 addresses the following comment received via the BCAST reflector from Motorola on 18 June:
I would like to point you to section B.3.2.1.1 of the DVB-IPDC SPP specification (ETSI TS 102 474). This section says: "The device SHALL ignore access criteria descriptors that it does not support". Thus, an 18Crypt device will nicely ignore the descriptor.

Such, the text is re-formulated to clarify that a service provider can not expect DVB-terminals to honor the Location_based_restriction_descriptor. 
2 Impact on Backward Compatibility

-
3 Impact on Other Specifications

-
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST working group is asked to agree this CR.
6 Detailed Change Proposal

7.4 BDS specific adaptation related to OMA-TS-BCAST_SvcCntProtection and OMA-TS-DRM-XBS 

The provisions in the two specifications [BCAST10-ServContProt] and [DRM20-Broadcast-Extensions] SHALL apply, unless otherwise stated in the following sub-sections

7.4.1 Encryption Protocols

The specification in Section 9 "Encryption Protocols" of [BCAST10-ServContProt] with the constraints indicated below in Section 0 SHALL apply.

IPsec, SRTP and ISMACryp are the common content encryption methods included in both DVB-IPDC and BCAST specifications and hence OMA BCAST Terminals SHALL support IPsec, SRTP and ISMACryp. 

7.4.1.1 Constraints on content encryption

This Section clarifies specific restrictions on the use of IPsec, SRTP and ISMACryp relative to what is described in [BCAST10-ServContProt] so that compliance to DVB-IPDC specifications is achieved, i.e., so that a common encryption layer is achieved, allowing both BCAST Terminals and DVB-IPDC Terminals to access the same encrypted stream.

IPsec

The specification in Section 9.1 of [BCAST10-ServContProt] SHALL apply.
SRTP

The specification in Section 9.2 of [BCAST10-ServContProt] with the following constraints SHALL apply:

A NULL Master Salt SHALL be used. 

When the Smartcard Profile is used, MKI length SHALL be 2 bytes. Note that as DVB-IPDC provides a range of acceptable MKI lengths, the Service Provider must ensure this is applied.

When the Smartcard Profile is not used, the MKI length MAY be variable.

ISMACryp

The specification in Section 9.3 of [BCAST10-ServContProt] SHALL apply. 

The Table 2 below summarises constraints required for IPsec, SRTP and ISMACryp to allow BCAST and DVB-IPDC Terminals to share access to a common encrypted data stream.
	Parameter
	DRM Profile
	Smartcard Profile

	TEK ID for IPsec
	SPI (32 bits)
	SPI (32 bits) = 0x0001 || MTK ID (2 bytes)

	TEK ID for SRTP
	MKI (2 bytes) for compatibility with Smartcard Profile, otherwise variable i.e. matching that used by DVB-IPDC
	MKI = MTK ID (2 bytes) for BCAST

	MK for SRTP
	128 bits
	128 bits

	MS for SRTP
	NULL
	NULL

	TEK ID for ISMACryp
	key_indicator (2 bytes)
	MTK ID (2 bytes)

	TEK for ISMACryp
	key_k (128 bits)
	128 bits

	MS for SRTP auth
	112 bits in SDP
	112 bits


Table 1: Encryption parameters for shared BCAST / DVB-IPDC encrypted content stream

7.4.2 Key Management

In both cases, specific constraints on layer 4 for streams are detailed in Section 0 above, to be compatible with DVB-IPDC terminals.

7.4.2.1 DRM Profile

As specified in [BCAST10-ServContProt] and [DRM20-XBS].
STKMs and LTKMs MAY be shared between DRM Profile and DVB-IPDC 18Crypt devices. 
Following constrains on STKM SHALL be followed: 
· protection_after_reception SHALL be 0  (i.e content protection) 

· the most significant bit of the traffic_key_lifetime SHALL be 0  (i.e the lifetime SHALL NOT exceed 128 seconds) 

· next_master_key_index_flag, if present, SHALL be 0 (i.e. next_master_key_index field not present) 

· next_master_salt_flag, if present, SHALL be 0 (i.e. next_master_salt field not present) 

· master_salt_flag, if present, SHALL be 0 (i.e. master_salt field not present, and a NULL value SHALL be assumed) 

· traffic_protection_protocol SHALL NOT be TKM_ALGO_DCF (i.e. DCF encryption protocol SHALL NOT be used) 

· if traffic_protection_protocol is TKM_ALGO_ISMACRYP, then traffic_authentication_flag SHALL be 0 (i.e. traffic authentication SHALL NOT be used for ISMACryp) 
· In parental_rating Access Criteria Descriptor, if available, the rating_type SHALL NOT be greater than 9. The rating_value SHALL only assume values that are specified in [ETSI TS 102 474], table B.6..
Note that DVB-IPDC 18Crypt devices will ignore the location_based_restriction_descriptor as defined in section 7.1.2 of [BCAST10-ServContProt].
Following constrains on LTKM SHALL be followed: 

· BCRO SHALL NOT be signed, but MAC SHALL be used 

· when broadcasting BCROs, other addressing modes than the following SHALL NOT be used: 
· Whole Fixed Subscriber Group Addressing (mode 0x0), 
· Subset of Fixed Subscriber Group Addressing (mode 0x1), 

· Unique Device Addressing (mode 0x2, 0x3), 

· Domain Addressing (mode 0x4) 

Following constrains on Token Delivery Response message SHALL be followed: 

· BCRO SHALL NOT be signed, but MAC SHALL be used
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