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1 Reason for Change

The current ‘Service Response’ message is missing the functionality of price negotiation between the user and the broadcast service provider.  Specifically:
· The ‘Service Request’ message preceding this message may contain an offered price from the user for the referenced purchase item.  Therefore this message should contain a response whether that price offer is acceptable to the broadcast service provider.  Note that the negotiability for the purchase price is implicitly signalled by either the absence of the element ‘MonetaryPrice’ in the PurchaseData fragment of the SG, or the absence of the ‘Price’ sub-element of the ‘PurchaseDataReference’ in the ‘Pricing Information Response’ message.
· In case the offered price is not acceptable, towards minimizing redundant negotiations which consume interaction channel bandwidth resources, the response should be accompanied by an acceptable, counter-offer price from the BSM for the related purchase.
· The counter-offer price is accompanied by an error code, "PriceOfferTooLow" to signal that the purchase transaction is not successful but also not considered an erroneous request.

This document is part of a series of bug fix CRs on various service provisioning messages, proposed to support the price negotiability feature described in the Purchase Data fragment in the SG.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and agree to incorporate the proposed changes into the Services TS.
6 Detailed Change Proposal

Change 1:  Proposed changes to Service Response message
5.1.5.2.1 Service Response

This message is sent to the terminal from the BSM in response to the request for subscription to the Service Request message.  This message is applicable to both the DRM Profile and Smartcard Profile.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceResponse
	E
	
	
	Service Response Message

Contains the following attributes:

   requestID

   globalStatusCode

   adaptationMode

Contains the following elements:

   PurchaseItem

   DrmProfileSpecificPart


	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Service request message.
	unsignedInt

	global
Status
Code
	A
	O
	0..1
	The overall outcome of the request, according to the return codes defined in section 5.11.

· If this attribute is present and set to value “0”, the request was completed successfully. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’. 

· If this attribute is present and set to some other value than “0”, there was a generic error concerning the entire request. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’.

· If this attribute is not present, there was an error concerning one or more ‘PurchaseItem’ elements associated with the request. Further, the ‘itemwiseStatusCode’ SHALL be given per each requested ‘PurchaseItem’. 
	unsignedByte

	adaptationMode
	A
	O
	0..1
	Informs the terminal of the operational adaptation mode: Generic or BDS-specific adaptation

false– indicates Generic adaptation mode

true – indicates BDS-specific adaptation mode

Note: this attribute SHALL be present only if the ‘globalStatusCode’ indicates “Success”, and the underlying BDS is BCMCS.
	boolean

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of subscribing to or purchasing the PurchaseItem.  For the DRM Profile, if subscription or purchase is successful, rightsValidityEndTime of PurchaseItem will be present.  For either the DRM Profile or Smartcard Profile, in the case of subscription/purchase failure,  itemWiseStatusCode will be present to indicate the reason why the request is not accepted by BSM.

Contains the following attributes:

   globalDRef

   itemwiseStatusCode
Contains the following element:

   CounterPriceOffer
   SubscriptionWindow
	

	globalIDRef
	A
	M
	1
	The ID of the Purchase Item. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	itemwiseStatusCode
	A
	O
	0..1
	Specifies a status code of each PurchaseItems using GlobalStatusCode defined in the section 5.11.  
	unsignedByte

	CounterPriceOffer
	E2
	O
	0..1
	A counter-offer price from the BSM for this purchase item.  Presence of this element implies that the previous price offer from the user in the Service Request message is unacceptable to the broadcast service provider.  This attribute SHALL be presented together with an itemwiseStatusCode of "PriceOffer Too Low".
Contains the following attribute:

   currency
	decimal

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes.
	string

	SubscriptionWindow
	E2
	O
	0..1
	The time interval during which the subscription is valid.

The network SHOULD include this element for time-based subscriptions and MAY include it for pay-per-view. 

The terminal MAY use this information to determine the validity period of a subscription.

Contains the following attributes:


startTime


endTime


	

	startTime
	A
	M
	1
	NTP timestamp expressing the start of subscription. 
	unsignedInt

	endTime
	A
	O
	0..1
	NTP timestamp expressing the end of subscription. This attribute SHALL NOT be present for open-ended subscriptions.
	unsignedInt

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile, and is not applicable to the Smartcard Profile.

Contains the following attributes:

   rightsValidityEndTime

Contains the following elements:

   roap Trigger
	

	rights
Validity
EndTime
	A
	O
	0..1
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed.  This attribute will be present when BSM accept the request message. This field is expressed as the first 32bits integer part of NTP time stamps. 

Note: this element is validated if RO is broadcasted. Otherwise, this element is not necessary.
	unsignedInt

	roap Trigger
	E2
	O
	0..1
	ROAP RO Acquisition Trigger**. The device is expected to use the trigger to initiate one or more Long-Term Key Message acquisitions. 
	reference to “roapTrigger” element as defined in OMA DRM 2.0 XML namespace

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard-profile specific part. This part is MANDATORY to support for Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following elements:

LTKM

	

	LTKM
	E2
	O
	0..N
	Smartcard profile BCAST LTKM (base64-encoded MIKEY message). This element is present if the terminal and the BSM have agreed on “HTTP” as a LTKM delivery mechanism during the registration procedure (see section 5.1.6.10)
	base64Binary


Table 1: Structure of Service Response in General Service Provisioning Message 

** These (ROAP Messages) are DRM profile specific. They are defined in [DRMDRM-v2.0].
5.11 Global Status Codes

The following table lists all the possible status codes for success or error case, and their applicability to each transaction.  The table is to be used for GlobalStatusCode and roamingAuthorizationStatus in Provisioning and Roaming response messages. The codes may also be used in other response messages in other BCAST technical specifications. 
	Code
	Status

	000
	Success

The request was processed successfully.

	001
	Device Authentication Failed

This code indicates that the BSM was unable to authenticate the device, which may be due to the fact that the device is not registered with the BSM, or that inappropriate security credentials were submitted by the device.

In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication.

	002
	User Authentication Failed

This code indicates that the BSM was unable to authenticate the user, which may be due to the fact that the user is not registered with the BSM, or that inappropriate security credentials were submitted by the user.

In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication. Alternatively, if offered another opportunity, the user may re-enter the security credentials required for user authentication.

	003
	Purchase Item Unknown

This code indicates that the requested purchase item is unknown. This can happen e.g. if the device has a cached service guide with old information.

In this case, the user may re-acquire the service guide.

	004
	Device Authorization Failed

This code indicates that the device is not authorized to get Long-Term Key Messages from the RI.  For example, the device certificate was revoked in the case of the DRM Profile, or because trust relationship could not be established between the terminal and the BSM, in the case of the Smartcard Profile.

	005
	User Authorization Failed

This code indicates that the user has not subscribed to the requested broadcast service, in the case of either the DRM Profile or the Smartcard Profile.  In this case, the user may be given an opportunity to contact the BSM operator for service subscription.”.

	006
	Device Not Registered

This code indicates that the device is not registered with the RI that is used for the transaction in the case of the DRM Profile, or that the device is not registered with the BDS-SD or the BSM, in the case of the Smartcard Profile.

In this case, the device may automatically perform the registration, and, if the registration is successful, re-initiate the original transaction.

	007
	Server Error

This code indicates that there was a server error, such as a problem connecting to a remote back-end system.

	008
	Mal-formed Message Error

This code indicates that there has been a device malfunction, such as a mal-formed XML request.

In such a case, the transaction may or may not (e.g. if there is an interoperability problem) succeed if it is re-initiated later.

Note: This code can also be used between network entities

	009
	Charging Error

This code indicates that the charging step failed (e.g. agreed credit limit reached, account blocked).
The user may in such a case contact the BSM operator.

Note: This code can also be used between network entities.

	010
	No Subscription

This code indicates that there has never been a subscription for this service item, or that the subscription for this item has terminated.

The user may in such a case issue a service request for a new subscription.

	011
	Operation not Permitted

This code indicates that the operation that the device attempted to perform is not permitted under the contract between BSM and user.

The user may in this case contact BSM operator and change the contract.

Note: This code can also be used between network entities.

	012
	Unsupported version

This code indicates that the version number specified in the request message is not supported by the network. 

In case the terminal cannot fall back to another version, the user may contact the BSM operator.

Note: This code can also be used between network entities.

	013
	Illegal Device

This code indicates that the device requesting services is not acceptable to the BSM. E.g. Blacklisted.

In this case, the user may contact the BSM operator.

	014
	Service Area not Allowed

This code indicates that the device is not allowed in the requested area due to subscription limits

In this case, the user may contact the BSM operator or subscribe to the applicable service.

	015
	Requested Service Unavailable

This code indicates that the requested service is unavailable due to transmission problems.

In this case, the request may be re-initiated at a later time.

Note: This code can also be used between network entities.

	016 
	Request already Processed

This code indicates that an identical request has been previously processed. 

In this case, the user or the entity may check to see if the request had already been processed (i.e. received an LTK), if not retry the request.

	017
	Information Element Non-existent 

This code indicates that the message includes information elements not recognized because the information element identifier is not defined or it is defined but not implemented by the entity receiving the message. 

In this case related entities should contact each other.

	018 
	Unspecified

This code indicates that an error has occurred which cannot be identified.

In this case related entities should contact each other. 

	019 
	Process Delayed

Due to heavy load, request is in the queue, waiting to be processed.

In this case the user or entity should wait for the transaction to complete.

Note: If this error occurs between network entities, the system should wait for the transaction to complete.

	020
	Generation Failure

This code indicates that the request information (message) could not be generated. 

In this case the user or entity should retry later.

	021
	Information Invalid

This code indicates that the information given is invalid and cannot be used by the system.

In this case the request should be rechecked and sent again.

	022
	Invalid Request

This code indicates that the requesting key materials and messages (e.g., LTKM) are not valid and can not be fulfilled.

In this case the request should be rechecked and sent again.

	023
	Wrong Destination

This code indicates that the destination of the message is not the intended one.

In this case the request should be rechecked and sent again.

	024
	Delivery of Wrong Key Information

This code indicates that the delivered key information and messages (e.g., LTKM) are invalid.

In this case the request should be rechecked and sent again.

	025
	Service Provider ID Unknown

This code indicates a confliction when the Visited or Home Service Provider requests a message to the Home or Visited Service Provider.  

	026
	Service Provider BSM_ID Unknown

This code indicates a confliction when the Visited or Home Service Provider BSM requests a message to the Home or Visited Service Provider BSM.

	027
	Already in Use

This indicates requested setup value is already used in the Network Entity.  Response message may contain the recommended value to use.

	028
	No Matching Fragment

No fragment or SGDD matches the given request criteria.

	029
	Now Subscribed

Specifies whether the subscription did succeed. Upon reception of this status code the terminal SHALL assume the service associated with the associated purchase item can be consumed via the associated ‘Access’ fragment of the service as defined in the Service Guide [BCAST10-SG].  This status code SHALL NOT be returned if the Purchase Item in question is associated with a service that is protected by Service or Content Protection.   

	030
	User already subscribed with different purchase options
Indicates that the user tries to repurchase an already subscribed item, but with different options. This can happen when terminal loses subscription information. In this case, the terminal MAY issue an AccountInquiry request to restore the subscription information.

	031
	PriceOffer Too Low

The user offered to pay a price for a purchase item that the BSM considers too low.  The BSM MAY present a CounterPriceOffer attribute when this error code is generated.  The user is encouraged to retry the transaction with a higher PriceOffer.

	032 ~ 127
	Reserved for future use

	128 ~ 255
	Reserved for proprietary use


Table 2: Global Status Codes
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