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1 Reason for Change

OMA BCAST Smartcard Profile documents specify how the parental control should be done.

Still, some countries have some specific constraints that cannot be implemented with current specifications. For instance, in France, the fact that the user has changed channel can alter the behaviour of the parental control function. We give this specific use case here below:

· User zaps on a scrambled channel broadcasting an event of category “CSA V” i.e. an adult program in France

· The parental control function asks and verifies the pin-code

· User zaps on a Free To Air channel

· User zaps back on the scrambled channel still broadcasting an event of category “CSA V”

· The parental control function SHALL ask and verify again the pin-code

1. This scenario cannot be implemented correctly if the parental control function resides in the SIM card. Indeed, the SIM card is currently not aware of zapping actions, and is thus enable to know when to ask for the pin-code or not.

This CR thus proposes a way for the handset to signal the SIM parental control function that a zapping has occurred.

In order not to make major changes, it is proposed to use the specific command that has already been defined for BCAST purpose, and which appears in “Annex E.2 OMA BCAST COMMAND”.

The command currently has three modes:

· SPE Audit mode

· SPE Record Signalling mode 

· Recording Audit Mode

We thus propose to add a fourth mode that allows the handset to inform the SIM parental control function that a zapping has occurred. 

This CR implements the necessary changes in TS ServicesCntProtection (please refer to changes 1 to 3). 

2. Another issue may occur with parental control functionality when a user zaps quickly.

Indeed, if the user is quick enough, he may come back to the first channel before the end of the crypto-period. In this case, as the SIM card would refuse the STKM (due to anti-replay mechanism), the handset would have to use the TEK from the previously submitted STKM. But doing so, it would not ask the pin-code. This would imply that the content would be displayed with no pin-code verification, during the remaining duration of the crypto-period.

This CR thus proposes that, in this specific case, handsets SHALL submit twice the same STKM, meaning that a SIM card SHALL authorize an STKM TS that is equal to the previous one.

This CR implements the necessary changes in TS ServicesCntProtection (please refer to changes numbered 4 and 5). 

2 Impact on Backward Compatibility

- None

3 Impact on Other Specifications

- None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST working group is asked to agree this CR.

6 Detailed Change Proposal

Change 1:  Make the handset inform the SIM parental control function that a zapping has occurred – insert a new section §6.7.3.1

6.7.3.1
Zapping information by the terminal

When the parental control function is located on the Smartcard, the terminal SHALL perform the following additional action, prior to submitting the STKM to the Smartcard:

If a zapping occurred between two STKM submissions, the terminal SHALL inform the smartcard of this event using the command defined in chapter E.2.5.1

Change 2:  Add “Zapping Signaling” command in “table 96: Coding of the Reference Control P2” in §E.2.1

Table 96
: Coding of the Reference Control P2

	Coding

b8-b1
	Meaning

	0x01
	SPE Audit Mode

	0x02
	SPE Record Signalling Mode

	0x03
	Recording Audit Mode

	0x04
	Zapping Signaling mode

	0x05 -0xFF
	RFU


Change 3:  Add section for “Zapping Signaling” command description - Add new section§E.2.5

E.2.5
Zapping signaling mode

E.2.5.1
Description of the command

The Smartcard operations in this security context are supported if service n°75 (BCAST) is set to "available" in the EFUST.

The command signals the parental control function that a zapping occurred. This may impact the behaviour of the parental control function, according to the different country regulations.
Input:

‑
none
Output:

· none
E.2.5.2 Command Parameters and Data

If the P2 parameter in the OMA BCAST Command is ‘04’: Zapping Signaling mode, no command parameter is required.
Change 4:  Modify STKM processing on handset side  - Modify current §6.7.3.1

6.7.3.1
 STKM Resending Check in the Terminal
Resending the same STKM allows faster changing between channels because the terminal does not have to wait for the arrival of a new STKM before being able to access the protected content, e.g. a new STKM/TEK may only be sent every minute, but the STKM/TEK is resent every 500ms meaning that the terminal has to wait a much shorter period for the required STKM/TEK after a channel change.

When the parental control function is not located on the Smartcard, the terminal SHALL detect that a STKM has been resent by the BSM if the TEK_ID (MTK ID) field of the MBMS EXT payload is equal to the TEK ID contained in the last STKM sent by the terminal to the secure function.  The terminal SHALL NOT forward resent STKMs to the Smartcard.
When the parental control function is located on the Smartcard, the terminal SHALL detect that a STKM has been resent by the BSM if the TEK_ID (MTK ID) field of the MBMS EXT payload is equal to the TEK ID contained in the last STKM sent by the terminal to the secure function, and if there has been no zapping in the meantime (particularly no zapping on a Free Clear To Air channel).  The terminal SHALL NOT forward resent STKMs to the Smartcard.

This shall not be confused with the STKM replay detection check (described in Section Erreur ! Source du renvoi introuvable.), which uses the TS field in the STKM message. 

In MBMS for each STKM sent the TS field is increased, even if this STKM carries the same TEK as the previous STKM message.

However, in BCAST the server MAY resend the same STKM, containing the same TEK, without increasing the TS field. This avoids the need for generating new STKMs within the same crypto period.

Note: this is an improvement to the MBMS specification version 6 since BM-SC handling needs less processing for building subsequent authenticated STKM with the same key material included.

Filtering at the terminal side keeps the solution consistent with the MBMS replay protection, since in the terminal resending of the STKM/TEK is detected by checking the TEK_ID (MTK ID) field of the MBMS EXT payload.
When the parental control function is located on the Smartcard, in case the user zapped away and back to the same service in a single crypto-period: even though the terminal has already obtained the TEK, it SHALL still submit the STKM to the Smartcard for a second time. This gives the Smartcard a chance to request the pin-code, in case the parental control parameter requires it.

Change 5:  Modify STKM replay detection in the secure function - Modify current §6.7.3.5 , §6.7.3.6, §6.7.3.7

6.7.3.5 
 STKM Replay Detection in the Secure Function 

Following a successful STKM message validation check, the secure function SHALL perform the STKM replay detection check by comparing the received Time Stamp field (TS), i.e. the STKM TS, with the stored STKM replay detection counter value of the associated SEK/PEK. The conditions for success and failure are defined in the table below:
	Success
	If the received TS is greater than or equal to the stored STKM replay detection counter value, the replay detection check ends in success.

	Failure
	If the received TS is lower than the stored STKM replay detection counter value, the replay detection check ends in failure.


Note: Greater than or equal is to be taken in the meaning of RFC 1982 [RFC1982]. If the greater than or equal relation is undefined in the sense of RFC 1982 [RFC1982], the message should be considered as being replayed and shall be discarded.

Note: a single STKM replay detection counter is used per SEK/PEK ID, irrespective of the number of different instances of security policy extensions that are stored in the secure function for that SEK/PEK ID.
6.7.3.6
 Choice of the Security Policy Extension (SPE) for Processing the STKM
To select the security policy extension to use for the processing of the STKM the secure function SHALL first perform the STKM replay detection check, as defined in Section 0. 

STKM replay detection check succeeds:

If the STKM replay detection check results in success, i.e. if the STKM TS is greater than or equal to the STKM replay detection  counter, the secure function SHALL limit its choice of SPEs to those that allow access to LIVE content, i.e. 0x00, 0x02, 0x04, 0x08 and 0x0C) and SHALL continue to the Key Validity data check.

STKM replay detection check fails:

If the STKM replay detection check results in failure, i.e. if the STKM TS is less than the STKM replay detection counter, the secure function SHALL limit its choice of SPEs to those that allow the PLAYBACK of recorded content, i.e. 0x01, 0x03, 0x05, 0x07, 0x09 and 0x0D) and SHALL continue to the Key Validity data check.
Key Validity data check:

Once the STKM replay detection check has been completed the secure function SHALL complete the key validity data check by checking the received TS, i.e. the TS field in the STKM, against the Key Validity data associated to each applicable security policy extension, i.e. each LIVE or PLAYBACK security policiy extension (dependent on the result of the STKM replay detection check) associated to the SEK/PEK. For each applicable security policy extension, if the received TS is equal to or lower than “TS low” or is greater than “TS high” the SPE fails the key validity data check and the SPE is not applicable to this STKM. 

When the secure function has completed the key validity data checks for all applicable SPEs, if no SPEs have passed the key validity data check, the secure function SHALL return a an error message to the terminal. If the secure function is located on the Smartcard, the message SHALL be the status word "9865" (Key freshness failure).

If only one applicable security policy extension passed the key validity data check, the secure fucntion SHALL select that SPE for the processing of the STKM and SHALL process the message as defined in Section 0.  

If several applicable SPEs passed the key validity data check with different SPE values, the following priorities SHALL be used by the secure function to select the SPE to use to handle the incoming STKM:

For LIVE security policy extensions

1. SPE for a subscription mode (0x04) 

2. SPE for a pay-per-view (PPV) mode (0x04 or 0x08)

3. SPE for a pay-per-time (PPT) mode (0x00 or 0x02 or 0x0C)

For PLAYBACK security policy extensions
1. SPE for a subscription mode (0x05) 

2. SPE for a pay-per-play (PPP) mode (0x07 or 0x09)

3. SPE for a pay-per-time (PPT) mode (0x01 or 0x03 or 0x0D)

If a PPV or PPT permission for a given SEK/PEK exists without tokens and also with tokens, the priority SHALL be to use the LTKM without tokens.

Hence the following priority SHALL apply on the pay-per-view / pay-per-play and pay-per-time SPE:

· No tokens vs tokens PPT: SPEs 0x0C and 0x0D will take precedence over 0x00, 0x01, 0x02 and 0x03

· No tokens vs tokens PPV: SPEs 0x04 and 0x07 will take precedence over 0x08 and 0x09
The table below summarises the order of priority when choosing an LTKM SPE to use.

Table 24
: LTKM security_policy_extension Priorities
	
	LIVE
	PLAYBACK

	Highest Priority
	0x04 (subscription)
	0x05 (unlimited playback)

	
	0x04 (PPV)
	0x07 (PPP)

	
	0x08 (user token PPV)
	0x09 (user token PPP)

	
	0x0C (PPT)
	0x0D (PPT)

	
	0x00 (service token PPT)
	0x01 (service token PPT)

	Lowest Priority
	0x02 (user token PPT)
	0x03 (user token PPT)


If several applicable SPEs passed the key validity data check with the same SPE value, the following rules SHALL be used by the secure function to select the SPE to use to handle the incoming STKM:

· the secure function SHALL select the SPE with the lowest “TS Low” value;

· if there is more than one SPE with the same SPE value and “TS Low” value, the secure function SHALL select the SPE with the lowest “TS High” value;

6.7.3.7 
STKM Processing based on the LTKM security_policy_extension (SPE)
Note that the processing described below is done AFTER having successfully selecting the security policy extension to use based on the key validity check, as explained above in Section 0.
The secure function SHALL NOT send a verification message as a response to an STKM even in the case where the V-bit in the STKM message is equal to 1. 

In the following descriptions, the term “decrypted material” is used to denote the TEK and Salt key (if Salt key is available), which may be returned in the clear or wrapped by the TBK.

LTKM SPE = 0x00 (Service Token PPT Live)

	Success
	· If the live_ppt_purse is greater or equal to the cost_value, the secure function SHALL:

· set the STKM anti-replay counter to the STKM TS value, and

· decrease the live_ppt_purse by the stored cost value,

· return the decrypted material. 

	Failure
	If the live_ppt_purse is less than the cost_value, then the secure function SHALL:

· execute Section 6.7.3.11




LTKM SPE = 0x01 (Service Token PPT Playback).
	Success
	If the playback_ppt_purse is greater or equal to the cost_value, the secure function SHALL:

· decrease the playback_ppt_purse by the stored cost value,

· return the decrypted material. 

	Failure
	If the playback_ppt_purse is less than the cost_value, then the secure function SHALL:

· execute Section 6.7.3.11



LTKM SPE = 0x02 (User Token PPT Live)

	Success
	· If the user_purse is greater or equal to the cost_value, the secure function SHALL:

· set the STKM anti-replay counter to the STKM TS value, and

· decrease the user_purse by the stored cost value,

· return the decrypted material. 

	Failure
	If the user_purse  is less than the cost_value, then the secure function SHALL:

· execute Section 6.7.3.11



LTKM SPE = 0x03 (User Token PPT Playback)

	Success
	If the user_purse is greater or equal to the cost_value , the secure function SHALL:

· decrease the user_purse by the stored cost value, and

· return the decrypted material. 

	Failure
	If the user_purse is less than the cost_value, then the secure function SHALL:

· execute Section 6.7.3.11



LTKM SPE = 0x04 (Subscription and PPV Live)

	Success
	The secure function SHALL:

· set the STKM anti-replay counter to the STKM TS value, and

· return the decrypted material. 

	Failure
	· N/A


LTKM SPE = 0x05 (Subscription unlimited playback)

	Success
	The secure function SHALL:

· return the decrypted material. 

	Failure
	· N/A


LTKM SPE = 0x07 (PPP Playback)
	Success
	If the playback counter is not equal to zero AND the STKM TS is less than or equal to the current_TS_counter, then the secure function SHALL:

· set current_TS_counter to the STKM TS value and,

· decrease the playback counter by one, and

· returns the decrypted material. 

If the STKM TS is greater than to the current_TS_counter, then the secure function SHALL:

· set current_TS_counter to the STKM TS value, and

· NOT decrease the playback counter, and

· return the decrypted TEK material. 

	Failure
	If the playback counter is equal to zero AND the STKM TS is less than the current_TS_counter, then the secure function SHALL:

· execute Section 6.7.3.11.



LTKM SPE = 0x08 (User Token PPV Live).
	Success
	If the user_purse is greater or equal to the cost_value AND the STKM TS is less than the current_TS_counter, the secure function SHALL:

· set the STKM anti-replay counter to the STKM TS value, and

· set current_TS_counter to the STKM TS value and,

· decrease the user_purse by the stored cost value and,

· return the decrypted material. 

If the STKM TS is equal to or greater than the current_TS_counter, then the secure function SHALL:

· set the STKM anti-replay counter to the STKM TS value, and

· NOT decrease the user_purse, and

· return the decrypted material. 

	Failure
	If the STKM TS is less than the current_TS_counter and the user_purse is less than the cost_value, then the secure function SHALL:

· execute Section 6.7.3.11
.


LTKM SPE = 0x09 (User Token PPP Playback).

	Success
	If the user_purse is greater or equal to the cost_value, AND the STKM TS is less than or equal to the current_TS_counter, the secure function SHALL:

· set current_TS_counter to the STKM TS value and,

· decrease the user_purse by the stored cost value,

· return the decrypted material. 

If the STKM TS is greater than the current_TS_counter, then the secure function SHALL:

· set current_TS_counter to the STKM TS value, and

· NOT decrease the user_purse, and

· return the decrypted TEK material. 

	Failure
	If the STKM TS is less than the current_TS_counter and either the user_purse is less than the cost_value, then the secure function SHALL:

· execute Section 6.7.3.11



LTKM SPE = 0x0C (PPT Live)
	Success
	The kept TEK counter value SHALL be added to the TEK counter. If the kept TEK counter is NOT equal to zero, the kept TEK counter SHALL then be set to zero. If the TEK counter overflows, it SHALL be set to maximum.

If the TEK counter is greater than zero the secure function SHALL:

· set the STKM anti-replay counter to the STKM TS value, and

· decrease the TEK counter by one and,

· return the decrypted material. 

	Failure
	If the TEK counter is equal to zero, then the secure function SHALL:

· execute Section 6.7.3.11



LTKM SPE = 0x0D (PPT Playback)

	Success
	If the TEK counter is greater than zero the secure function SHALL:

· decrease the TEK counter by one and,

· return the decrypted material. 

	Failure
	If the TEK counter is equal to zero, then the secure function SHALL:

· execute Section 6.7.3.11
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