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1 Reason for Change

As support for ETSI SAC is added as an option to BCAST (i.e. not all combinations of terminal and smartcard will support it), there is a need to add signalling that a particular service requires TEK protection, in order to handle legacy terminals and smartcards in a way acceptable for customers.

This signalling is needed to be added at multiple layers:

· in the STKM in order to have a constraint enforceable by the smartcard

· in the Registration message, such the Service Provider is able to detect the a customer is using equipment that does not support the Secure Channel and to react accordingly. 

· in the webshop request, terminal can signal whether it supports the secure channel (together with the smartcard)

· in the Service Guide, to give an indication to the Terminal whether an Access needs Secure Channel support, such that terminals can indicate non-availability early, and refrain from allowing purchase of those PurchaseItems that contain Sevices/Content which require a Secure Channel

This CR is part of a bundle consisting of CRs 347 and 348 and is related to 318.

It addresses the signalling whether Secure Channel is required for accessing a Service / Content through a particular Access (as part of the KeyManagementSystem signalling).

The terminal is mandated not to offer any PurchaseItems for Purchase which contain Services or Content that are only distributed through Accesses which require the Secure Channel, unless the Secure Channel is supported. This is important as it allows the Service Provider to fulfil its legal obligation not to charge for items the consumer can not use. Further, the terminal may use this information to improve user experience, i.e. prevent the user from accessing Services that need Secure Channel support if there is none available.

2 Impact on Backward Compatibility

-
3 Impact on Other Specifications

-
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST working group is asked to agree this CR.
6 Detailed Change Proposal

Change 1:  Add a flag in KeyManagementSystem to signal the need of Secure Channel support
5.1.2.4 Access

An ‘Access’ fragment describes to the terminal how it can access a service or a schedule during the lifespan of the ‘Access’ fragment. If the service or content is protected, the fragment also contains service and content protection information.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Access
	E
	
	
	‘Access’ fragment

Contains the following attributes:

id
version
validFrom
validTo

Contains the following elements:

AccessType

KeyManagementSystem

EncryptionType

ServiceReference

ScheduleReference

TerminalCapabilityRequirement

BandwidthRequirement

ServiceClass

PreviewDataReference

NotificationReception

PrivateExt
	

	id
	A
	NM/
TM
	1
	ID of the ‘Access’ fragment. The value of this attribute SHALL be globally unique.
	anyURI

	version
	A
	NM/
TM
	1
	Version of this fragment. The newer version overrides the older one starting from the time specified by the validFrom attribute, or as soon as it has been received if no validFrom attribute is given.
	unsignedInt 

	validFrom
	A
	NM/
TM
	0..1
	The first moment when this fragment is valid. If not given, the validity is assumed to have started at some time in the past. This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt



	validTo
	A
	NM/
TM
	0..1
	The last moment when this fragment is valid. If not given, the validity is assumed to end in undefined time in the future. This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt



	AccessType
	E1
	NM/
TM
	1
	Defines the type of access.

Note: Either one of ‘BroadcastServiceDelivery’ or ‘UnicastServiceDelivery’ but not both SHALL be instantiated. Implementation in XML Schema should use <choice>.

Contains the following elements:

BroadcastServiceDelivery

UnicastServiceDelivery
	

	BroadcastServiceDelivery
	E2
	NM/
TM
	0..1
	This element is used for the indication of IP transmission.

Contains the following elements:

BDSType

SessionDescription

FileDescription
	

	BDSType
	E3
	NM/

TM
	0..1
	Identifier of the type of underlying distribution system that this ‘Access’ fragment relates to.

Contains the following element:

Type

Version 
	

	Type
	E4
	NM/

TM
	0..1
	Type of underlying BDS, possible values:

0. IPDC over DVB-H 

1. 3GPP MBMS

2. 3GPP2 BCMCS 

3 -127. reserved for future use

128 -255. reserved for proprietary use
	unsignedByte

	Version
	E4
	NM/

TM
	0..N
	Version of underlying BDS. For instance, possible values are Rel-6 or Rel-7 for MBMS and 1x or HRPD or Enhanced HRPD for BCMcS.
	string

	SessionDescription
	E3
	NM/
TM
	1
	Reference to or inline copy of a Session Description information associated with this ‘Access’ fragment that the media application in the terminal uses to access the service.

Note: a referenced ‘SessionDescription’ fragment may be delivered in two ways: via broadcast or via fetch over interaction channel. 

In the case of fetch over interaction channel, the ‘SessionDescription’ fragment can be acquired by accessing the URI (given as attribute of the different Session Description reference elements). 
Contains the following elements:

SDP

SDPRef

USBDRef

ADPRef

The presence of elements ‘SDP’, ‘SDPRef’, and USBDRef are mutually exclusive. This is enforced in the XML schema by using <choice>.
	

	SDP
	E4
	NM/
TM
	0..1
	An inlined Session Description in SDP format [RFC 4566] that SHALL either be embedded in a CDATA section or base64-encoded. 

Contains the following attribute:

encoding
	string


	encoding
	A
	NM/TM
	0..1
	This attribute signals the way the Session Description has been embedded:

· It SHALL NOT be present when the Session Description is embedded into a CDATA section.

· It SHALL be present and set to “base64” in case the Session Description is base64-encoded.
	string

	SDPRef
	E4
	NM/TM
	0..1
	Reference to a Session Description in SDP format [RFC 4566]

Contains the following attributes:

uri

idRef

If both ‘uri’ and ‘idRef’ are present, the referenced Session Description information SHALL be identical.
	

	uri
	A
	NM/
TM
	0..1
	The URI referencing an external resource containing SDP information. This URI is used for interactive retrieval.
	anyURI

	idRef
	A
	NM/
TM
	0..1
	The id of the referenced ‘SessionDescription’ fragment if the fragment is delivered over the broadcast channel in SGDU, globally unique
	anyURI

	USBDRef
	E4
	NM/TM
	0..1
	Reference to an instance of MBMS User Service Bundle Description as specified in [26.346] section 5.2.2, with the restrictions defined in section 5.1.2.5 of this spec.

Contains the following attributes:

uri

idRef

If both ‘uri’ and ‘idRef’ are present, the referenced Session Description information SHALL be identical.
	

	uri
	A
	NM/
TM
	0..1
	The URI referencing an external resource containing MBMS-USBD information. This URI is used for interactive retrieval.
	anyURI

	idRef
	A
	NM/
TM
	0..1
	The id of the referenced ‘SessionDescription’ fragment if the fragment is delivered over the broadcast channel in SGDU, globally unique
	anyURI

	ADPRef
	E4
	NM/TM
	0..1
	Reference to an AssociatedDeliveryProcedure for File and Stream Distribution as specified in [BCAST10-Distribution] section 5.3.4.

Contains the following attributes:

uri

idRef

If both ‘uri’ and ‘idRef’ are present, the referenced Session Description information SHALL be identical.
	

	uri
	A
	NM/
TM
	0..1
	The URI referencing an external resource containing AssociatedDeliveryProcedure for File and Stream Distribution. This URI is used for interactive retrieval.
	anyURI

	idRef
	A
	NM/
TM
	0..1
	The id of the referenced ’SessionDescription’ fragment if the fragment is delivered over the broadcast channel in SGDU, globally unique
	anyURI

	FileDescription
	E3


	NO/
TM
	0..1
	File metadata for file delivery sessions.

This element SHALL be provided when ALC is used. This element SHALL NOT be used in conjunction with FLUTE.

The network SHALL support ‘FileDescription’ element and all its sub-elements and attributes if ALC is used for File Distribution function.

Contains the following attributes:

Content-Type

Content-Encoding

FEC-OTI-FEC-Encoding-ID

FEC-OTI-FEC-Instance-ID

FEC-OTI-Maximum-Source-Block-Length

FEC-OTI-Encoding-Symbol-Length

FEC-OTI-Max-Number-of-Encoding-Symbols

FEC-OTI-Scheme-Specific-Info

Contains the following elements:

File
	

	Content-Type
	A
	NO/
TM
	0..1
	See RFC 3926, section 3.4.2
	string

	Content-Encoding
	A
	NO/
TM
	0..1
	See RFC 3926, section 3.4.2
	string

	FEC-OTI-FEC-Encoding-ID
	A
	NO/TM
	0..1
	See RFC 3926, section 3.4.2
	unsignedByte

	FEC-OTI-FEC-Instance-ID
	A
	NO/
TM
	0..1
	See RFC 3926, section 3.4.2
	unsignedLong

	FEC-OTI-Maximum-Source-Block-Length
	A
	NO/
TM
	0..1
	See RFC 3926, section 3.4.2
	unsignedLong

	FEC-OTI-Encoding-Symbol-Length
	A
	NO/
TM
	0..1
	See RFC 3926, section 3.4.2
	unsignedLong

	FEC-OTI-Max-Number-of-Encoding-Symbols
	A
	NO/
TM
	0..1
	See RFC 3926, section 3.4.2
	unsignedLong

	FEC-OTI-Scheme-Specific-Info
	A
	NO/TM
	0..1
	This attribute MAY be used to communicate FEC information which is not adequately represented by the other attributes related to FeC.
	base64Binary

	File
	E4
	NM/
TM
	1..N
	Parameters of a file.

Contains the following attributes:

Content-Location

TOI

Content-Length

Transfer-Length

Content-Type

Content-Encoding

Content-MD5

FEC-OTI-FEC-Encoding-ID

FEC-OTI-FEC-Instance-ID

FEC-OTI-Maximum-Source-Block-Length

FEC-OTI-Encoding-Symbol-Length

FEC-OTI-Max-Number-of-Encoding-Symbols

FEC-OTI-Scheme-Specific-Info
	

	Content-Location
	A
	NM/
TM
	1
	See RFC 3926, section 3.4.2
	anyURI

	TOI
	A
	NM/
TM
	1
	See RFC 3926, section 3.4.2
	positiveInteger

	Content-Length
	A
	NO/
TM
	0..1
	See RFC 3926, section 3.4.2
	unsignedLong 

	Transfer-Length
	A
	NO/
TM
	0..1
	See RFC 3926, section 3.4.2
	unsignedLong

	Content-Type
	A
	NO/
TM
	0..1
	See RFC 3926, section 3.4.2
	string

	Content-Encoding
	A
	NO/
TM
	0..1
	See RFC 3926, section 3.4.2
	string

	Content-MD5
	A
	NO/
TM
	0..1
	See RFC 3926, section 3.4.2
	base64Binary

	FEC-OTI-FEC-Encoding-ID
	A
	NO/TM
	0..1
	See RFC 3926, section 3.4.2
	unsignedByte

	FEC-OTI-FEC-Instance-ID
	A
	NO/
TM
	0..1
	See RFC 3926, section 3.4.2
	unsignedLong

	FEC-OTI-Maximum-Source-Block-Length
	A
	NO/
TM
	0..1
	See RFC 3926, section 3.4.2
	unsignedLong

	FEC-OTI-Encoding-Symbol-Length
	A
	NO/
TM
	0..1
	See RFC 3926, section 3.4.2
	unsignedLong

	FEC-OTI-Max-Number-of-Encoding-Symbols
	A
	NO/
TM
	0..1
	See RFC 3926, section 3.4.2
	unsignedLong

	FEC-OTI-Scheme-Specific-Info
	A
	NO/TM
	0..1
	This attribute MAY be used to communicate FEC information which is not adequately represented by the other attributes related to FeC.
	base64Binary

	UnicastServiceDelivery
	E2
	NM/

TM
	0..N
	This element indicates which server and/or protocol is used for delivery of service over Interaction Channel.

Contains the following attribute:

type

Contains the following elements:

AccessServerURL

SessionDescription


	

	type
	A
	NM/

TM
	1
	Specifies transport mechanism that is used for this access.

0 - HTTP

1 - WAP 1.0

2- WAP 2.x

3- Generic RTSP to initialize RTP delivery

4- RTSP to initialize RTP delivery as per 3GPP-PSS (3GPP packet-switched streaming service)

5- RTSP to initialize RTP delivery as per 3GPP2-MSS (3GPP2 multimedia streaming services)

6 - FLUTE over Unicast

7-127 Reserved for future use

128-255 Reserved for proprietary use

Note: Specification or negotiation of ports used for unicast service delivery is handled by the used unicast distribution mechanisms. For example, RTSP and PSS based systems (values 3 and 4) do port negotiation within the RTSP signalling exchange.
	unsignedByte

	AccessServerURL
	E3
	NM/

TM
	0..N
	Server URL which the terminal can use to construct the URL to receive the service via the Interaction Network as specified in section 5.5 and 6.5 of [BCAST10-Distribution].If there are multiple instances of AccessServerURL signalled, the terminal SHALL randomly select one of them, and keep using it for the duration of the session.
In case of HTTP, this element SHALL contain the fields ‘http’ and ‘host’ according to [RFC 2616] and MAY contain the fields ‘port’, ‘abs_path’ and ‘query’. In case of RTSP, this element SHALL contain the fields ‘rtsp’ and ‘host’ according to [RFC 2326] and MAY contain the fields ‘port’ and ‘abs_path’.  

Note that this information MAY be complemented or overridden by information signalled in the ‘contentLocation’ attribute in the ‘Schedule’ fragment, or the ‘VideoURI’, ‘AudioURI’, and ‘PictureURI’ elements in the ‘PreviewData’ fragment. See sections 5.5.2 and 6.5 in [BCAST10-Distribution] for information how the RTSP Request-URI and the HTTP URL are constructed from this element and said the ‘contentLocation’ attribute. 

If ‘type’ attribute has one of the values “3”, “4” or “5” either E3 element ‘SessionDescription’ or E3 element ‘AccessServerURL’ or both SHALL be instantiated.
	anyURI

	SessionDescription
	E3
	NM/
TM
	0..1
	Reference to or inline copy of a Session Description information associated with this ‘Access’ fragment that the media application in the terminal uses to access the service.

Note: a referenced ‘SessionDescription’ fragment may be delivered in two ways: via broadcast or via fetch over interaction channel. 

In the case of fetch over interaction channel, the ‘SessionDescription’ fragment can be acquired by accessing the URI (given as attribute of the different Session Description reference elements). 
Contains the following elements:

SDP

SDPRef

USBDRef

ADPRef

The presence of elements ‘SDP’, ‘SDPRef’, and USBDRef are mutually exclusive. This is enforced in the XML schema by using <choice>.

If ‘SessionDescription’ E3 element is instantiated, and the ‘type’ attribute has one of the values “3”, “4” or “5”, the terminal MAY use it to acquire Session Description information (including RTSP Control URL) via broadcast channel or interaction channel using ‘SDPRef’ or use inlined SDP (E4 element ‘SDP’), instead of fetching Session Description information via RTSP. Further, in this case, ‘AccessServerURL’ E3 element MAY NOT be present.


If ‘type’ attribute has one of the values “3”, “4” or “5” either E3 element ‘SessionDescription’ or E3 element ‘AccessServerURL’ or both SHALL be instantiated.
	

	SDP
	E4
	NM/
TM
	0..1
	An inlined Session Description in SDP format [RFC 4566] that SHALL either be embedded in a CDATA section or base64-encoded.

Contains the following attribute:

encoding
	string


	encoding
	A
	NM/TM
	0..1
	This attribute signals the way the Session Description has been embedded:

· It SHALL NOT be present when the Session Description is embedded into a CDATA section.

· It SHALL be present and set to “base64” in case the Session Description is base64-encoded.
	string

	SDPRef
	E4
	NM/

TM
	0..1
	Reference to a Session Description in SDP format [RFC 4566]

Contains the following attributes:

uri

idRef

If both ‘uri’ and ‘idRef’ are present, the referenced Session Description information SHALL be identical.
	

	uri
	A
	NM/
TM
	0..1
	The URI referencing an external resource containing SDP information. This URI is used for interactive retrieval. The terminal SHALL support HTTP URI for this purpose.
	anyURI

	idRef
	A
	NM/
TM
	0..1
	The id of the referenced ‘SessionDescription’ fragment if the fragment is delivered over the broadcast channel in SGDU, globally unique
	anyURI

	USBDRef
	E4
	NM/TM
	0..1
	Reference to an instance of MBMS User Service Bundle Description as specified in [26.346] section 5.2.2, with the restrictions defined in section 5.1.2.5 of this spec.

Contains the following attributes:

uri

idRef

If both ‘uri’ and ‘idRef’ are present, the referenced Session Description information SHALL be identical.
	

	uri
	A
	NM/
TM
	0..1
	The URI referencing an external resource containing MBMS-USBD information. This URI is used for interactive retrieval.
	anyURI

	idRef
	A
	NM/
TM
	0..1
	The id of the referenced ‘SessionDescription’ fragment if the fragment is delivered over the broadcast channel in SGDU, globally unique
	anyURI

	ADPRef
	E4
	NM/TM
	0..1
	Reference to an AssociatedDeliveryProcedure for File and Stream Distribution as specified in [BCAST10-Distribution] section 5.3.4.

Contains the following attributes:

uri

idRef

If both ‘uri’ and ‘idRef’ are present, the referenced Session Description information SHALL be identical.
	

	uri
	A
	NM/
TM
	0..1
	The URI referencing an external resource containing AssociatedDeliveryProcedure for File and Stream Distribution. This URI is used for interactive retrieval.
	anyURI

	idRef
	A
	NM/
TM
	0..1
	The id of the referenced ’SessionDescription’ fragment if the fragment is delivered over the broadcast channel in SGDU, globally unique
	anyURI

	KeyManagementSystem
	E1
	NM/

TM
	0..N
	Information of Key Management System(s)(KMS) that can be used to contact the BCAST Permissions Issuer and, in case of the SmartCard Profile whereby GBA is used for SMK derivation, whether GBA_U is mandatory or whether either GBA_ME or GBA_U can be used. 

Note that the BCAST Permissions Issuer can support more than one KMS.

If KeyManagementSystem is not instantiated, it means neither Service nor Content Protection is applied¨ to the access method declared by the parent fragment.

Multiple occurrences of ‘KeyManagementSystem’ elements are allowed within this fragment only if all of the ‘KeyManagementSystem’ elements  have different ‘kmsType’ attribute.

Contains the following elements:

ProtectionKeyID

PermissionsIssuerURI

TerminalBindingKeyID

Contains the following attributes:

kmsType
secureChannelRequired
protectionType
	

	kmsType
	A
	NM/

TM
	1
	Identifies the type of Key Management System(s)(KMS). Possible values:

0. oma-bcast-drm-pki  

Indicates OMA BCAST DRM profile (Public Key Infrastructure)

1. oma-bcast-gba_u-mbms

Indicates BCAST Smartcard profile using GBA_U (Symmetric Key Infrastructure)

2. oma-bcast-gba_me-mbms

Indicates BCAST Smartcard profile using GBA_ME 
3. oma-bcast-prov-bcmcs 

Indicates provisioned 3GPP2 BCMCS SKI

4 -127 Reserved for future use

128 – 255 Reserved for proprietary use
	unsignedByte

	secureChannelRequired
	A
	NO/TO
	0..1
	This attribute signals whether the protection of the interface between Terminal and Smartcard using the Secure Channel (see section ???
 of [BCAST10-ServContProt]) is required for the protection of the Service/Content delivered via this Access .  Note that this signalling is indicative; the enforcement is done in the Smartcard as described in section ???
 of [BCAST10-ServContProt].

This attribute SHALL only be used for the Smartcard Profile, i.e. in case the kmsType attribute has a value of ‘1’ or ‘2’.
If Secure Channel support is required, this attribute SHALL be instantiated and set to ‘true’. It SHALL be omitted or set to ‘false’ otherwise. 
Terminals supporting the Smartcard Profile SHALL support this attribute. For these Terminals, the following applies:
· Terminals MAY use this attribute to indicate whether the Service/Content delivered via this Access can be consumed, depending on whether or not the Secure Channel is supported by the combination of Terminal and Smartcard. 
· Further, Terminals not supporting the Secure Channel SHALL NOT offer to the user the option to purchase any PurchaseItem that includes Services or Content which are only accessible through Accesses requiring the Secure Channel.

	boolean

	protectionType
	A
	NM/

TM
	1
	Specifies the protection type offered by the KMS.

Values:

0. Content protection only, as defined by the LTKM

(protection_after_reception in STKM = 0x00 or 0x01 [BCAST10-ServContProt]) 

1. Service protection only

(protection_after_reception in STKM = 0x03 [BCAST10-ServContProt]) 

2. Content protection as defined by LTKM, plus playback of protected recording permission

(protection_after_reception in STKM = 0x02 [BCAST10-ServContProt])

3 – 127  Reserved for future use

128 – 255 Reserved for proprietary use

This attribute may also be used for presentation purpose to users, to indicate whether the content item(s), associated with the referenced Schedule by this ‘Access’ fragment, is protected or not.
	unsignedByte 

	PermissionsIssuerURI
	E2
	NM/TM
	1
	The semantics of this element are dependent on the type of the key management system. 

In case of the DRM Profile, the value of this element corresponds to the ‘RightsIssuerURL’ as defined by [DRMDRM-v2.0].

In case of the Smartcard profile, this element represents the address where the terminal performs the following three service provisioning procedures: 

· Registration Procedure 
(section 5.1.6.7 in [BCAST10-Services]),

· LTKM  Request Procedure 
(Section 5.1.6.8 in [BCAST10-Services]) and

· Deregistration Procedure (section 5.1.6.9 in [BCAST10-Services]).

In case the terminal needs to issue service provisioning messages other than three listed above, the terminal SHALL send these requests to the address given by the ‘PurchaseURL’ element of the corresponding ‘PurchaseChannel’ fragment.

For both the Smartcard and the DRM profile, if Adapted PDCF is used, the value of this element gives the value of the ‘RightsIssuerURL’ or ‘KeyIssuerURL’ as specified for the Adapted PDCF file format (section 8.3.2 in [BCAST10-ServContProt]).

In the case of the Smartcard Profile, the hostname part of the URI is the Fully Qualified Domain Name of the BSM.

In the case of (U)SIM Smartcard Profile, the path component of PermissionsIssuerURI SHALL be equal to ‘/keymanagement’, and the terminal SHALL append a ‘requesttype’ parameter to the URI, with a value set to ‘register’, ‘deregister’ or ‘msk-request’ for respectively registration,  deregistration and LTKM request procedure. In this case, the resulting Request-URI SHALL be compliant with respectively sections G.2.1, G.2.2 and G.2.3 of [3GPP TS 33.246 v7]. As specified in [3GPP TS 33.246 v7], the terminal MAY add additional URI parameters to this Request-URI.
	anyURI

	ProtectionKeyID
	E2
	NO/

TO
	0..N
	Key identifier needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.

The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem', 'PurchaseData' or 'Access' fragments, but not mixed.

Contains the following attribute:

type
	base64Binary

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID:

0: ProtectionKeyID = Key Domain ID concatenated with SEK/PEK ID, where both values are as used in the Smartcard Profile [BCAST10-ServContProt].

The Terminal MAY use the ProtectionKeyID to determine whether it already has SEK/PEK required to access the related service. The Terminal MAY use this information to indicate to the user which services can currently be accessed. The Terminal SHALL not use the SEK/PEK ID in the ProtectionKeyID to request a missing SEK.  It is possible for the Terminal to request missing SEK based on the information from the secure function after the STKM decryption has been failed.

1-127 Reserved for future use

128-255 Reserved for proprietary use 
	unsignedByte 

	TerminalBindingKeyID
	E2
	NO/

TO
	0..1
	Number identifying the Terminal Binding Key ID (TBK ID) that is needed to access the service.

If the element is absent, no TerminalBindingKey is used.

Both the network and the terminal with the Smartcard Profile SHALL support this element. It is TM for terminals with the smartcard profile.

This element does not apply to the DRM profile. 

Contains the following attribute:

tbkPermissionsIssuerURI
	unsignedInt

	tbkPermissionsIssuerURI
	A
	NO/

TM
	0..1
	Specifies the Permissions Issuer URI for the TerminalBindingKey if it is different from the ‘PermissionsIssuerURI’ sub-element of the ‘KeyManagementSystem’ element.

If the attribute is not present the same ‘PermissionsIssuerURI’ indicated for KeyManagementSystem is used to acquire both SEK / PEK and TerminalBindingKey.
	anyURI

	Encryption
Type
	E1
	NM/
TM
	0..N
	Specifies which encryption methods the terminal is to be able to support in order to utilize this Access. Contains the same value as traffic_protection_protocol signalled in STKM.

0 – IPsec

1 – SRTP

2 – ISMACryp

3 – DCF

4- 255 – Reserved for future use.

If this element is not present, this Access is not encrypted.
	unsignedByte

	ServiceReference
	E1
	NM/
TM
	0..N
	Reference to the ‘Service’ fragment(s) to which the ‘Access’ fragment belongs.

Either one of ‘ServiceReference’ or ‘ScheduleReference’, or neither, but not both SHALL be instantiated. 

Each ‘Service’ fragment SHALL be associated to at least one ‘Access’ fragment to enable the terminal to access the Service.

A single ‘Access’ fragment MAY reference to multiple ‘Service’ fragments. This is used when there are several independent descriptions of a single Service.
	

	idRef
	A
	NM/

TM
	1
	Identification of the ‘Service’ fragment which this ‘Access’ fragment is associated with.


	anyURI

	ScheduleReference
	E1
	NM/
TM
	0..N
	Reference to the ‘Schedule’ fragment(s) to which the ‘Access’ fragment belongs. 

This provides a reference to a ‘Schedule’ fragment to temporarily override the default ‘Access’ fragment of the Service addressed by the Schedule. 

Either one of ‘ServiceReference’ or ‘ScheduleReference’, or neither, but not both SHALL be instantiated. Note: Implementation in XML Schema using <choice>. 

Contains the following attribute:

idRef

Contains the following element:

DistributionWindowID
	

	idRef
	A
	NM/

TM
	1
	Identification of the ‘Schedule’ fragment which the ‘Access’ fragment relates to.
	anyURI

	DistributionWindowID
	E2
	NO/

TM
	0..N
	Relation reference to the DistributionWindowID to which the ‘Access’ fragment belongs. 

The ‘DistributionWindowID’ element declared in this element SHALL be the complete collection or a subset of the DistributionWindow ids declared in the ‘Schedule’ fragment, to which ‘idRef’ reference belongs.
	unsignedInt

	TerminalCapabilityRequirement
	E1
	NO/

TM
	0..1
	Terminal capabilities needed to consume the service or content. 

This element provides a hint to the terminal of what is needed to apply the consumption method represented by this ‘Access’ fragment. It is out of scope of this specification how the terminal applies this information.

For video and audio, the media type and the related media type attributes in the Session Description information signal the audio/video decoder. Additionally, this element provides a hint on the decoder requirements to the terminal that it can use without inspecting the Session Description information. For initiation of the media consumption session, the parameters defined in the Session Description information SHALL take priority.

It is RECOMMENDED that the complexities of the audio/video streams are described here if they differ from the complexities which can be derived from the media type attributes in the Session Description information (e.g. level

Contains the following elements:

Video

Audio

DownloadFile
	

	Video
	E2
	NO/

TM
	0..1
	Video codec capability related requirements 

Contains the following elements:

MIMEType

Complexity
	

	MIMEType
	E3
	NO/
TM
	0..1
	MIME Media type of the video. 

If the complexities that can be derived from the MIMEType element and the codec parameters below differ from the parameters defined under the ‘Complexity’ element below, then the parameters defined under the ‘Complexity’ element SHALL take priority. 

Contains the following attribute:

codec
	string

	codec
	A
	NO/
TM
	0..1
	The codec parameters for the associated MIME Media type. If the MIME type definition specifies mandatory parameters, these MUST be included in this string. Optional parameters containing information that can be used to determine as to whether the terminal can make use of the media SHOULD be included in the string. One example of the parameters defined for video/3GPP, video/3GPP2 is specified in [RFC4281].
	string



	Complexity
	E3
	NM/

TM
	0..1
	The complexity the video decoder has to deal with.

It is RECOMMENDED that this element is included if the complexity indicated by the MIME type and codec parameters differs from the actual complexity.

Contains the following elements:

Bitrate

Resolution

MinimumBufferSize
	

	Bitrate
	E4
	NO/

TM
	0..1
	The total bit-rate of the video stream. 

Contains the following attributes:

average

maximum
	

	average
	A
	NO/

TM
	0..1
	The average bit-rate in kbit/s
	unsignedShort 

	maximum
	A
	NO/

TM
	0..1
	The maximum bit-rate in kbit/s
	unsignedShort 

	Resolution
	E4
	NO/

TM
	0..1
	The resolution of the video.

Contains the following attributes:

horizontal

vertical

temporal
	

	horizontal
	A
	NM/

TM
	1
	The horizontal resolution of the video in pixels.
	unsignedShort

	vertical
	A
	NM/

TM
	1
	The vertical resolution of the video in pixels.
	unsignedShort

	temporal
	A
	NM/

TM
	1
	The maximum temporal resolution in frames per second.


	decimal

	MinimumBufferSize
	E4
	NO/

TM
	0..1
	The minimum decoder buffer size needed to process the video content in kbytes. 
	unsignedInt 

	Audio
	E2
	NO/

TM
	0..1
	The audio codec capability. 

Contains the following elements:

MIMEType

Complexity
	

	MIMEType
	E3
	NO/
TM
	0..1
	MIME Media type of the audio. 

If the complexities that can be derived from the MIMEType element and the codec parameters below differ from the parameters defined under the ‘Complexity’ element below, then the parameters defined under the ‘Complexity’ element SHALL take priority.

Contains the following attribute:

codec
	string

	codec
	A
	NO/
TM
	0..1
	The codec parameters for the associated MIME Media type. If the MIME type definition specifies mandatory parameters, these MUST be included in this string. Optional parameters containing information that can be used to determine as to whether the terminal can make use of the media SHOULD be included in the string. One example of the parameters defined for audio/3GPP, audio/3GPP2 is specified in [RFC4281].
	string



	Complexity
	E3
	NM/

TM
	0..1
	The complexity the audio decoder has to deal with.

It is RECOMMENDED that this element is included if the complexity indicated by the MIME type and codec parameters differs from the actual complexity.

Contains the following elements:

Bitrate

MinimumBufferSize
	

	Bitrate
	E4
	NO/

TM
	0..1
	The total bit-rate of the audio stream.

Contains the following attributes:

average

maximum
	

	average
	A
	NO/

TM
	0..1
	The average bit-rate in kbit/s
	unsignedShort 

	maximum
	A
	NO/

TM
	0..1
	The maximum bit-rate in kbit/s
	unsignedShort 

	MinimumBufferSize
	E4
	NO/

TM
	0..1
	The minimum decoder buffer size needed to process the audio content in kbytes. 
	unsignedInt 

	DownloadFile
	E2
	NO/

TM
	0..1
	The required capability for the download files.

Contains the following elements:

MIMEType
	

	MIMEType
	E3
	NM/

TM
	1..N
	Assuming a download service consists of a set of files with different MIME types which together make up the service, the terminal must support all of these MIME types in order to be able to present the service to the user.

The format of this string 

· SHALL follow the ‘Content-Type’ syntax defined in [RFC 2045].

· Additionally the ‘Content-Type’ MAY be augmented as defined in [RFC 4281].

In the latter case the ‘Content-Type’ SHALL begin by

· “audio/3gpp”,

· “audio/3gpp2”,

· “video/3gpp” , 

· “video/3gpp2”

Contains the following attribute: 

codec
	string

	codec
	A
	NO/

TM
	0..1
	The codec parameters for the associated MIME Media type.

If the file's MIME type definition specifies mandatory parameters, these MUST be included in this string. Optional parameters containing information that can be used to determine as to whether the terminal can make use of the file SHOULD be included in the string. One example of the parameters defined for audio/3GPP, audio/3GPP2, video/3GPP, video/3GPP2 is specified in [RFC4281].
	string

	BandwidthRequirement
	E1
	NO/
TM
	0..1
	Specification of needed network bandwidth in kbit/s to the access channel described in this fragment.

A broadcast service can include multiple accessible streams (same content) with different bandwidth, so that the terminal can make a choice depending on its current reception condition.
	unsignedInt

	ServiceClass
	E1
	NM/

TM
	1
	The ServiceClass identifies the class of service. This identification is more detailed than the ‘ServiceType’ element in the ‘Service’ fragment and allows the association of service / access combination to specific applications. 

The Terminal SHALL be able to interpret the ServiceClasses as defined in OMNA registry (see Appendix E).

Contains the following element

   ReferredSGInfo
	string

	ReferredSGInfo
	E2
	NM/
TM
	0..1
	Specifies the additional information for referred Service Guide. This element SHALL be present only when ‘ServiceClass’ is “urn:oma:bcast:oma_bsc;csg:1.0” or “urn:oma:bcast:oma_bsc:sg:1.0”.

Contains the following elements:

   BSMSelector

   SPName

   Service

   
	

	BSMSelector
	E3
	NM/

TM
	0..N
	Specifies the BSM associated with the referred Service Guide.

Contains the following attribute:

idRef
	

	idRef
	A
	NM/TM
	1
	Reference to the identifier of the BSMSelector declared within the ‘BSMList’ in the ServiceGuideDeliverDescriptor which is used for receiving this fragment.
	anyURI

	SPName
	E3
	NO/TM
	0..N
	Provides a user readable name for Service Provider, possibly multiple language. 

This element can be used to provide information to the user for selecting relevant referred Service Guide..
	string

	Service
	E3
	NM/TM
	0..1
	The value of this field is the fragment ID of the ‘Service’ fragment related to the referred Service Guide.
	anyURI

	PreviewDataReference
	E1
	NM/
TM
	0..N
	Reference to the ‘PreviewData’ fragment which specifies the preview data (Eg. picture, video clip, or low-bit rate stream).associated with this access.

It is possible that there are more than one PreviewDataReference instances associated with the same fragment, in which case, the values“of "usage" attributes of these PreviewDataReference instances SHALL be different.

Contains the following attributes:

idRef

usage 
	

	idRef
	A
	NM/

TM
	1
	Identification of the ‘PreviewData’ fragment which this fragment associated with.
	anyURI

	usage
	A
	NM/
TM
	1
	Specifies the usage of the associated preview data. Possible values: 

0. unspecified

1. Service-by-Service Switching

2. Service Guide Browsing

3. Service Preview 

4. Barker

5. Alternative to blackout

6-127. reserved for future use

128-255. reserved for proprietary use

The explanation and limitation on the above preview data usages is specified in section 5.7.
	unsignedByte 

	NotificationReception
	E1
	NM/

TM
	0..1
	Reception information for service-specific Notification Messages.  

In case of delivery over Broadcast channel,  ‘IPBroadcastDelivery’ specifies the address information for receiving Notification message.

In case of delivery over Interaction channel, ‘RequestURL’ specifies address information for subscribing notification, ‘PollURL’ specifies address information for polling notification.

If this element is present, at least one of the elements “IPBroadcastDelivery”, “RequestURL”, or “PollURL” SHALL be present. 

Contains the following elements:

IPBroadcastDelivery

RequestURL

PollURL
	

	IPBroadcastDelivery
	E2
	NM/TM
	0..1
	Provides IP multicast address and port number for reception of Notification Messages over the broadcast channel. 

The ‘port’ is MANDATORY in both Network and Terminal because a designated UDP Port has to be used to deliver the Notification Message through an on-going session or the designated session while the ‘address’ is OPTIONAL to be used for the delivery of Notification Messages through the designated multicast or broadcast session.

In case the ‘address’ attribute is not provided the destination address provided by this access fragment SHALL be assumed.

Contains the following attributes:

port

address
	

	port
	A
	NM/

TM
	1
	Service-specific Notification Message delivery UDP destination port number, delivery over broadcast channel.
	unsignedInt

	address
	A
	NM/

TM
	0..1
	Service-specific Notification Message delivery IP multicast address, delivery over broadcast channel.
	string

	RequestURL
	E2
	NM/

TM
	0..1
	URL through which the terminal can subscribe to service-specific Notification Messages.
	anyURI

	PollURL
	E2
	NM/

TM
	0..1
	URL through which the terminal can poll service-specific Notification Messages.
	anyURI

	PrivateExt 
	E1 
	NO/
TO
	0..1


	An element serving as a container for proprietary or application-specific extensions. 
	

	<proprietary elements>
	E2
	NO/TO
	0..N
	Proprietary or application-specific elements that are not defined in this specification. These elements may further contain sub-elements or attributes.
	














�Editor, this will be introduced in CR 261R0x for Chicago. Please insert appropriate section number.


�Editor, this will be introduced in CR 318 for Chicago. Please insert appropriate section number.
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