Doc# OMA-BCAST-2008-XXXX-CR_STKM_Replay_Detection_Fix.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2008-XXXX-CR_STKM_Replay_Detection_Fix.doc
Change Request



Change Request

	Title:
	STKM Replay Detection Critical Fix
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST

	Doc to Change:
	OMA-TS-BCAST_SvcCntProtection-V1_0-20080924-D.doc

	Submission Date:
	12 October 2008

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Steeve Huin, Irdeto, shuin@irdeto.com 
Laurent Piron, Nagravision, laurent.piron@nagra.com 

	Replaces:
	n/a


1 Reason for Change

In commercial deployments, availability of service is critical for mobile operators. One of the aspects required to be covered is the scenario where there scramblers (SCS) fail to retrieve to STKMs from the BSM (STKM Generator function). This may occur for example for the following realistic reasons:
1. STKM Generator software or hardware failure (especially in non redundant deployments);
2. Network link between the STKM Generator and Scramblers is down;

3. Upgrade of STKM Generator (especially in non redundant deployments).

In this scenario, the Scrambler would automatically use the last TEK as well as the last STKM for an unlimited time until the link is back. This would be a catastrophic scenario since users would not be able to access services anymore, due to the STKM Replay Detection in the secure function that would prevent decrypting the same TEK more than once from the SIM. It is expected that most device implementations will cache the latest TEKs so that zapping is optimized as well as to prevent the STKM replay protection to hinder the user experience. However, the mobile devices are not expected to cache these TEKs on a persistent storage (only in protected RAM or equivalent volatile memory). As a result, in the scenario where the STKMs cannot be provided to the scramblers, the users that restarted their Mobile TV application will fail to access the content (error will be returned by the SIM as per the current specifications, which will result in black screens).
Since it is highly undesirable that end-users are impacted by that scenario, this CR addresses this critical issue by tolerating the last STKM (for each SEK/PEK ID) to be decrypted multiple times as described in the change proposal. 

2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is requested to approve this CR which is critical to ensure availability of services in all scenarios.
6 Detailed Change Proposal

Change 1:  Fix ensuring quality of service in case of unavailable BSM
6.7.3.5       STKM Replay Detection in the Secure Function 

Following a successful STKM message validation check, the secure function SHALL perform the STKM replay detection check by comparing the received Time Stamp field (TS), i.e. the STKM TS, with the stored STKM replay detection counter value of the associated SEK/PEK. The conditions for success and failure are defined in the table below:
	Success
	If the received TS is greater or equal than the stored STKM replay detection counter value, the replay detection check ends in success.

	Failure
	If the received TS is lower than the stored STKM replay detection counter value, the replay detection check ends in failure.


Note: Less than is to be taken in the meaning of RFC 1982 [RFC1982]. If the less than relation is undefined in the sense of RFC 1982 [RFC1982], the message should be considered as being replayed and shall be discarded.

Note: A single STKM replay detection counter is used per SEK/PEK ID, irrespective of the number of different instances of security policy extensions that are stored in the secure function for that SEK/PEK ID.
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