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1 Reason for Change

The status / error code table, Table 49 in C.7, is incomplete. Some status / error codes that are described elsewhere in the specification do not have a corresponding numerical value in the table. For instance, table 6 mentions status codes “UnknownError”, “AccessDenied”, “NotFound” and “MalformedRequest” which have no corresponding numerical value assigned in table 49.This is a big risk for IOP, as implementers may choose freely different numerical codes for those undefined status values. 
This CR adds the missing codes. The values have been harmonized with ETSI TS 102 474 and IEC 62455.
It is believed that this issue is a simple oversight that occurred during spec development. The authors are aware that this CR comes very late. However, this is an obvious bug which is easy to fix, and there is no justification for not fixing it as the specification is still open.

Therefore, the group is requested to agree this CR for incorporation into the Final Draft of BCAST 1.0. 
2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are kindly asked to agree with the indicated changes in 6.

6 Detailed Change Proposal

Change 1:  Add missing codes to the status / error code table.
C.7 Status and Error Message Handling

This section describes the status and error values for use in the 1-pass protocols for broadcast devices.

The Status field is a binary value. Upon receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the protocol.

When possible, the Device SHOULD present an appropriate error message to the user
.
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An example dialogue showing an error


Figure 1: Sample notification display

Note: The error codes should be displayed as a three digit decimal number. Refer to Table 1 for an overview of possible error codes.

Table 1: Status/Error codes

	Status / Error
	value(h)
	comment

	Success
	0x00
	

	UnknownError
	0x01
	

	Abort
	0x02
	

	NotSupported
	0x03
	

	AccessDenied
	0x04
	

	NotFound
	0x05
	

	MalformedRequest
	0x06
	

	UnknownRequest
	0x07
	

	UnsupportedVersion
	0x08
	

	NoCertificateChain
	0x09
	

	SignatureError
	0x0A
	

	DeviceTimeError
	0x0B
	

	NotRegistered
	0x0C
	

	InvalidDomain
	0x0D
	

	DomainFull
	0x0E
	

	TokenConsumptionMessageError
	0x0F
	

	NoTokenConsumptionMessage
	0x10
	

	ForceInteractiveChannel
	0x11
	

	ForceOobChannel
	0x12
	

	Reserved for future use
	0x13-0xFF
	


UnknownError: indicates an internal RI system error. 
Abort: indicates that the RI rejected the device’s request for unspecified reasons.
NotSupported: indicates the Device made a request for a feature currently not supported by the RI.

AccessDenied: indicates that the device is not authorized to contact this RI.
NotFound: indicates that the requested object was not found.
MalformedRequest: indicates that the RI failed to parse the device's request.

UnknownRequest: indicates that the RI did not recognize the request type.

UnsupportedVersion: indicates that the device used a ROAP protocol version not supported by the RI.

NoCertificateChain: indicates that the RI could not verify the signature on a device request due to not having access to the device's certificate chain.

SignatureError: indicates that the RI could not verify the device's signature.

DeviceTimeError: indicates that Rights Issuer request a Device to set the Device DRM Time with a new value and report the time drift to the Rights Issuer.

NotRegistered: indicates that the device tried to contact an RI with which it has not completed a valid registration. The RI should include the RI ID attribute in the response message in which this error code is sent. The device should perform the off-line device registration protocol until a retry limit but shall have user consent to start
InvalidDomain: indicates that the request was invalid due to an unrecognized Domain Identifier.

DomainFull: indicates that no more Devices are allowed to join the Domain.

TokenConsumptionMessageError: indicates that the RI did receive a token consumption message, but that it was erroneous and that the device should redo the last token consumption message.

NoTokenConsumptionMessage: indicates that the RI did not receive a token consumption message yet, but was expecting one, because the present date/time is later than the last latest_token_consumption_time sent to the device in a token delivery response message.
ForceInteractiveChannel: indicates that the RI forces a Mixed-mode Device to exclusively use its interaction channel and not its OOB channel. 

ForceOobChannel: indicates that the RI forces a Mixed-mode Device to exclusively use its OOB channel and not its interaction channel.













� Note: It is the sequence of the defined values that is specified. The use of dashes as the delimiter is shown with an example placement to be consistent with the examples used elsewhere in this specification. The text portion of this screen is shown as an example only; there is no implied requirement to duplicate the exact wording or formatting shown. The numeric fields SHALL be included as defined above (please note: the short UDN will only be displayed after the first registration, when that data is available for display).
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