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1 Reason for Change
Some element names in section 7.1.2 are inconsistent. Formulas representing relations between the coded number and the range of latitudes and longitudes are missing. See Change 1 for details.
Procedures related to PINCODE request and unblocking in section 6.7.3.11.1 need to be clarified. It is stated that when Smartcard needs to request a PINCODE, it sends a response to terminal with one of two possible status codes: one corresponding to ‘PINCODE blocked’ and another corresponding to ‘PIN required’. Then it is said that at the reception of this response, the terminal asks the user to enter the PINCODE and sends this PINCODE to the Smartcard. It looks like this text applies when receivening any response (independently on the status code). Eventhought the next paragraph specifies unblocking of the Parental Control PINCODE, overall text flow does not seem to be consistent. Minor editorial changes are also required. See Change 2 for details.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to accept the text as a clerical change.
6 Detailed Change Proposal

Change 1:  see change track
7.1.1 Location_based_restriction Descriptor

This descriptor is for the location-based restrictions on the rendering of content based on [BCAST10-SG].  

An alternative service can be specified in the service guide [BCAST10-SG]. It is possible to specify an alternative service as a blank screen with a burnt-in text notifying the user of the blackout. In this case, the burnt-in text can be conveyed as a subtitle in 3GPP Timed Text format as described in [BCAST10-Services].

If a terminal supporting a location_based_restriction descriptor receives an STKM with this descriptor and the terminal is not able to obtain its current location or is not able to process the STKM, then the terminal MUST NOT decrypt the Traffic Key and possible Program Key contained in this STKM and MUST NOT decrypt the corresponding content.  A terminal MAY be capable of determining at least its cell ID using a native bearer signalling mechanism.  A terminal MAY in addition utilize a suitable position location protocol to determine its position.  Examples are SUPL [OMA SUPL] or MLP [OMA MLP].  In the case that a terminal is not capable of determining location information other than a cell ID, additional location information (other than a list of blacked out cell IDs) provided in the location_based_restriction Access Criteria Descriptor MAY be ignored.  In the case that the terminal is able to detect multiple cell IDs using native bearer signalling mechanisms, for the purpose of checking against a possible blackout it MAY select the same cell ID that is being used to receive the protected service.

The descriptor tag for this descriptor is 2.  The value for this descriptor is encoded as follows:

Table 35: location_based_restriction Access Criteria Descriptor

	location_based_restriction descriptor
	Length
	Type

	version
	32
	Uimsbf

	interpretation
	1
	Uimsbf

	override
	1
	Uimsbf

	reserved_for_future_use
	6
	Bslbf

	number_of_target_areas
	8
	uimsbf

	for (i=0; i < number_of_target_areas; i++) {
	
	

	    target_area_type
	4
	bslbf

	    reserved_for_future_use
	4
	bslbf

	    if (target_area_type == 0x1) {
	
	

	        shape()
	
	

	    }
	
	

	    if (target_area_type == 0x2) {
	
	

	        mobile_country_code
	24
	uimsbf

	    }
	
	

	    if (target_area_type == 0x3) {
	
	

	        name_area_length
	8
	uimsbf

	        name_area
	8*name_area_length
	bslbf

	    }
	
	

	    if (target_area_type == 0x4) {
	
	

	        zip_code_length
	8
	uimsbf

	        zip_code
	8*zip_code_length
	bslbf

	    }
	
	

	    if (target_area_type == 0x5) {
	
	

	        cell_target_area()
	
	

	    }
	
	

	    hor_acc
	16
	uimsbf

	}
	
	


interpretation – flag specifying how the restriction is interpreted.  If set to 0 (“normal”), a terminal residing within the defined area may not render the associated media streams.  If set to 1 (“spotbeam”), a terminal located outside of the defined area may not render the associated media streams.

override – flag specifying whether the location-based restriction may be ignored by a properly authorized terminal.  If set to 0, the restriction must be obeyed.  If set to 1, the restriction may be ignored if the terminal is able to obtain the necessary permissions (e.g., PPV Rights Object for the corresponding Program Key).

The override option allows the service provider to signal to the terminal that it may render restricted content regardless of its physical location, as long as the terminal has been pre-authorized to do so.  This could also be used to notify unauthorized terminals of the ability to purchase rights to circumvent the restriction.

version – tells the terminal if the contents of this descriptor have changed since the last STKM.  When the version number is the same as in previous STKMs and the terminal has already processed a descriptor with this same version number, it MAY ignore the contents of this descriptor and assume that geographical restrictions are the same as in previous STKMs with this same descriptor version number. 

number_of_target_areas – the number of TargetAreas that define the geographical area. TargetArea is specified in OMA Service Guide for Mobile Broadcast Services [BCAST10-SG] as an XML element. It is adapted here with modifications such that it can be used for blackout restrictions.

target_area_type – specifies the type of area as specified in [BCAST10-SG]. The following values are possible:

0x1 =
shapes used to represent a geographic area as defined by the shape descriptor below

0x2 =
mobile country code, 3 ASCII digits, e.g. 276 for Albania as specified in [ITU-MCC]

0x3 =
geopolitical name of area such as “Seoul” as specified in [OMA MLP]

0x4 =
zip code

0x5 = 
a set of “cell_area_values” as defined by the cell_target_area descriptor below.

shape – adapted from shapes used to represent a geographical area specified in [OMA MLP]. The value for this descriptor is encoded as follows:

Table 36: shape Descriptor

	shape descriptor
	Length
	Type

	shape_type
	4
	bslbf

	reserved_for_future_use
	4
	bslbf

	if (shape_type == 0x3) {
	
	

	    shape_polygon()
	
	

	}
	
	

	if (shape_type == 0x5) {
	
	

	    shape_circular_area()
	
	

	}
	
	

	if (shape_type == 0x7) { 
	
	

	    shape_elliptical_area()
	
	

	}
	
	


shape_type - specifies the type of shape as specified in [OMA MLP]. The following values are possible:

0x3 =
a polygon

0x5 = 
a circular area

0x7 = 
an elliptical area

Note: Some shape types defined in [OMA MLP] are not included as they are not as applicable for use in blackout restriction.

shape_polygon – a polygon, which is a connected surface defined by an outer boundary and zero or more inner boundaries. The value for this descriptor is encoded as follows:

Table 37: shape_polygon Descriptor

	shape_polygon descriptor
	Length
	Type

	outerBoundarys
	
	shape_linear_ring

	number_of_innerBoundarys
	8
	uimsbf

	for (i=0; i < number_of_innerBoundarys; i++) {
	
	

	    innerBoundarys
	
	shape_linear_ring

	}
	
	


Note: The shape_polygon, adapted from [OMA MLP], is a super-set of the polygon definition in [3GPP TS 23.032 V6].

outerBoundarys – the outer boundary of the polygon, defined by the shape_linear_ring type.

number_of_innerBoundarys – the number of inner boundaries, has to be larger than or equal to 0.

innerBoundarys – an inner boundary of the polygon, defined by the type shape_linear_ring.

shape_linear_ring – a closed, simple piece-wise linear path which is defined by a list of coordinates that are assumed to be connected by straight line segment. The value for this descriptor is encoded as follows:

Table 38: shape_linear_ring Descriptor

	shape_linear_ring descriptor
	Length
	Type

	number_of_coords
	8
	uimsbf

	for (i=0; i < number_of_coords; i++) {
	
	

	   coord()
	
	

	}
	
	


number_of_coords – the number of coordinate points that define the linear ring. The number has to be larger than or equal to 3.

coord – a geographical coordinate. In [OMA MLP], a coordinate is specified by the tuple (x, y, z). The “z” component (specifying the altitude, if present) is not included as it is not applicable for blackout restriction use. For simplicity, the “x” and “y” components are represented as latitude and longitude as defined in [3GPP TS 23.032 V6]. The value for this descriptor is encoded as follows.

Table 39: coord Descriptor

	coord descriptor
	Length
	Type

	latitude
	24
	bslbf

	longitude
	24
	bslbf


latitude – latitude coordinate, encoded as defined in [3GPP TS 23.032 V6].

longitude – longitude coordinate, encoded as defined in [3GPP TS 23.032 V6].

The definitions of latitude and longitude in [3GPP TS 23.032 V6] are quoted below for completeness:

· The latitude is coded with 24 bits: 1 bit of sign and a number between 0 and 223-1 coded in binary on 23 bits. The relation between the coded number N and the range of (absolute) latitudes X it encodes is the following (X in degrees):
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except for N=223-1, for which the range is extended to include N+1.

· The longitude, expressed in the range -180°, +180°, is coded as a number between -223 and 223-1, coded in 2’s complement binary on 24 bits. The relation between the coded number N and the range of longitude X it encodes is the following (X in degrees):
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shape_circular_area – a set of points on the ellipsoid which are at a distance from the point of origin less than or equal to the radius. The value for this descriptor is encoded as follows:

Table 40: shape_circular_area Descriptor

	shape_circular_area descriptor
	Length
	Type

	origin
	
	coord

	radius
	16
	uimsbf

	distance_unit
	2
	uimsbf

	reserved_for_future_use
	6
	bslbf


Note: shape_circular_area corresponds to the type “ellipsoid point with uncertainty circle” specified in [3GPP TS 23.032 V6].

origin – specifies the coordinate of the origin.
radius – specifies the length of radius of the circular area.

distance_unit – specifies the distance unit used. The following values are possible:


0x0 = meter


0x1 = kilometer


0x2 = yard


0x3 = mile

shape_elliptical_area – a set of points on the ellipsoid, which fall within or on the boundary of an ellipse. The value for this descriptor is encoded as follows:

Table 41: shape_elliptical_area Descriptor

	shape_elliptical_area descriptor
	Length
	Type

	origin
	
	coord

	angle
	10
	uimsbf

	semi_major
	16
	uimsbf

	semi_minor
	16
	uimsbf

	angular_unit
	2
	uimsbf

	distance_unit
	2
	uimsbf

	reserved_for_future_use
	2
	bslbf


Note: shape_elliptical_area corresponds to the type “ellipsoid point with uncertainty ellipse” specified in [3GPP TS 23.032 V6].

origin – specifies the coordinate of the origin.
angle – specifies the angle of the ellipse.

semi_major – specifies the length of the semi major.

semi_minor – specifies the length of the semi minor.

angular_unit – specifies the angular unit used. The following values are possible:


0x0 = degree


0x1 = grad

mobile_country_code – country code, 1-3 digits as specified in [OMA MLP].

name_area_length – number of bytes used to encode the name_area field.

name_area – a geopolitical name of area as specified in [OMA MLP].

zip_code_length – number of bytes used to encode the zip_code field.

zip_code – zip code represented by a character string.

cell_target_area – the target area defined by a set of cell IDs or other area identifiers. The value for this descriptor is encoded as follows:

Table 42: cell_target_area Descriptor

	cell_target_area descriptor
	Length
	Type

	cell_target_area_type
	8
	uimsbf

	descriptor_length
	20
	uimsbf

	reserved_for_future_use
	4
	bslbf

	number_of_cell_area_values
	16
	uimsbf

	for (i=0; i < number_of_cell_area_values; i++) {
	
	

	    if (cell_target_area_type == 0x0) {
	
	

	        cell_area_value_length
	8
	uimsbf

	        cell_area_value
	8*cell_area_value_length
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0x1) {
	
	

	        3gpp_mcc
	12
	bslbf

	        3gpp_mnc
	12
	bslbf

	        3gpp_lac
	16
	bslbf

	        3gpp_ci
	16
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0x2) {
	
	

	        3gpp_mcc
	12
	bslbf

	        3gpp_mnc
	12
	bslbf 

	        3gpp_lac
	16
	bslbf

	        3gpp_rac
	8
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0x3) {
	
	

	        3gpp_mcc
	12
	bslbf

	        3gpp_mnc
	12
	bslbf

	        3gpp_lac
	16
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0x4) {
	
	

	        3gpp_mcc
	12
	bslbf

	        3gpp_mnc
	12
	bslbf

	        3gpp_lac
	16
	bslbf

	        3gpp_sac
	16
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0x5) {
	
	

	        mbms_sai
	16
	uimsbf

	    }
	
	

	    if (cell_target_area_type == 0x6) {
	
	

	        3gpp2_subnet_id_length
	8
	uimsbf

	        3gpp2_subnet_id
	1*3gpp2_subnet_length
	bslbf

	        padding_bits
	(see definition below)
	

	    }
	
	

	    if (cell_target_area_type == 0x7) {
	
	

	        reserved_for_future_use
	1
	bslbf

	        3gpp2_sid
	15
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0x8) {
	
	

	        reserved_for_future_use
	1
	bslbf

	        3gpp2_sid
	15
	bslbf

	        3gpp2_nid
	16
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0x9) {
	
	

	        reserved_for_future_use
	1
	bslbf

	        3gpp2_sid
	15
	bslbf

	        3gpp2_nid
	16
	bslbf

	        3gpp2_pzid
	8
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0xA) {
	
	

	        reserved_for_future_use
	1
	bslbf

	        3gpp2_sid
	15
	bslbf

	        3gpp2_pzid
	8
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0xB) {
	
	

	        dvbh_network_id        
	16
	uimsbf

	        dvbh_cell_id
	16
	uimsbf

	        dvbh_hierarchy
	2
	bslbf

	        reserved_for_future_use
	6
	bslbf

	        number_of_subcell
	8
	uimsbf

	        for (j=0; j < number_of_subcell_id; j++) {
	
	

	            dvbh_cell_id_extension
	8
	uimsbf

	        }
	
	

	    }
	
	

	    if (cell_target_area_type == 0x6) {
	
	

	        number_of_3gpp2_cell_ids
	16
	uimsbf

	        for (j=0; j < number_of_3gpp2_cell_ids; j++) {
	
	

	            3gpp2_cell_id
	32
	uimsbf

	        }
	
	

	    }
	
	

	    if (cell_target_area_type == 0x7 || 0x8 || 0x9 || 0xA) {
	
	

	          number_of_3gpp2_cell_ids
	16
	uimsbf

	          for (j=0; j < number_of_3gpp2_cell_ids; j++) {
	
	

	                3gpp2_cell_id
	16
	bslbf

	          }
	
	

	    }
	
	

	}
	
	


cell_target_area_type – specifies the cell_target_area type as defined in [BCAST10-SG]. The following values are possible:

0x0 =
Unspecified

0x1 =
3GPP Cell Global Identifier as defined in [3GPP TS 23.003 v6]

0x2 = 
3GPP Routing Area Identifier as defined in [3GPP TS 23.003 v6]

0x3 = 
3GPP Location Area Identifier as defined in [3GPP TS 23.003 v6]

0x4 = 3GPP Service Area Identifier (SAI) as defined in [3GPP TS 23.003 v6]

0x5 = 3GPP MBMS Service Area Identity (MBMS SAI) as defined in [3GPP TS 23.003 v6]

0x6 = 3GPP2 Subnet ID as defined in [3GPP2 X.S0022-A]

0x7 = 3GPP2 SID as defined in [3GPP2 C.S0005-D]

0x8 = 3GPP2 SID+NID as defined in [3GPP2 C.S0005-D]

0x9 – 3GPP2 SID+NID+PZID as defined in [3GPP2 C.S0005-D]

0xA = 3GPP2 SID+PZID as defined in [3GPP2 C.S0005-D]

0xB = DVB-H Cell ID  (specified in section 6.3.4.1 of [BCAST10-DVBH-IPDC-Adaptation] )

descriptor_length – the length of the descriptor, in bytes.

number_of_cell_area_values – specifies the number of cell_area_value included in the target area.

cell_area_value_length – specifies the length (in bytes) of the cell_area_value field.

cell_area_value – identifies a generic cell area used when the cell_target_area_type is 0x0. The format of this value is not defined.

3gpp_mcc – Mobile Country Code used for 3GPP networks that identifies the country in which the GSM PLMN is located as defined in  [3GPP TS 23.003 v6].  Coding of this field is defined in [3GPP TS 23.003 v6].

3gpp_mnc –  Mobile Network Code used for 3GPP networks that identifies the GSM PLMN in the country defined by 3gpp-mcc as defined in  [3GPP TS 23.003 v6]. Coding of this field is defined in [3GPP TS 23.003 v6].

3gpp_lac –  Location Area Code used for 3GPP networks that identifies a location area within a PLMN  as defined in  [3GPP TS 23.003 v6].

3gpp_ci –  Cell Identity  used for 3GPP networks as defined in  [3GPP TS 23.003 v6].

3gpp_rac –  Routing Area Code used for 3GPP networks as defined in  [3GPP TS 23.003 v6].
3gpp_sac –  Service Area Code used for 3GPP networks as defined in  [3GPP TS 23.003 v6]. 

mbms_sai –  MBMS Service Area Identities used for 3GPP networks that identifies a group of cells within a PLMN as defined in  [3GPP TS 23.003 v6].

3gpp2_subnet_id_length –  number of bit of the 3gpp2_subnet_id field.

3gpp2_subnet_id –  binary representation of the subnet value for the subnet.  This field is 128 bits at most as defined in [3GPP2 X.S0022-A].

padding_bits – these bits ensure the descriptor is byte-aligned and are set to 0.  Length of this field, in bits, is given by the formula “8 - mod(3gpp2_subnet_id_length, 8)”, where mod(a,b) gives the remainder on the division of a by b.

3gpp2_sid –  System Identification; number that uniquely identify the 3GPP2 wireless system as defined in [3GPP2 C.S00005-D].

3gpp2_nid –  Network Identification; uniquely identifies a network which is subset of base stations within the wireless system as defined in [3GPP2 C.S00005-D].

3gpp2_pzid – Packet data services zone identifier of the base station as defined in [3GPP2 C.S00005-D].

dvbh_network_id  – Network Identifier of the DVB-H system as defined in [ETSI EN 300 468 V1.6.1].  This Network Identifier is transmitted in the Network Information Table (NIT) according to [ETSI EN 300 468 V1.6.1].

dvbh_cell_id – Cell Identifier of the DVB-H system as defined in [ETSI EN 300 468 V1.6.1].  This Cell Identifier is transmitted in the TPS bits of the DVB-H signal according to [ETSI EN 302 304 V1.1.1].

dvbh_hierarchy – defines the logical channel (“lp” for “low priority” or “hp” for “high priority”) that is selected for reception when hierarchical modulation is used. Coding of Hierarchy field is: 

0x0 = Not defined

0x1= low priority

0x2= high priority

dvbh_cell_id_extension – Cell Identifier extension defined in [ETSI EN 300 468 V1.6.1] and  transmitted in the Network Information Table (NIT) according to [ETSI EN 300 468 V1.6.1].

number_of_3gpp2_cell_ids – specifies the number of  3gpp2_cell_id fields included in the following loop.

3gpp2_cell_id – If cell_target_area_type = 64, then the value is Sector_ID as defined in [3GPP2 C.S0024-A].  If cell_target_area_type = 7, 8, 9, or A, then the value is BASE ID as defined in [3GPP2 C.S0002-0].

hor_acc – Horizontal accuracy in meters (as specified in [OMA MLP]).
Change 2:  see change track
6.7.3.11.1 Parental control

Enforcement of the parental control is done by checking the level_granted against the rating_value received in the STKM for the same rating_type.

In the STKM the country_code_flag SHALL be set to LTK_FLAG_FALSE.

If the parental_control access criteria are transmitted in the STKM and if the secure function is in the Smartcard, parental control enforcement SHALL be done by the Smartcard as explained below. Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] will ignore the EXT BCAST for STKMs and therefore will not support the enforcement of parental control as described in this document. In this case, the Terminal MAY choose to enforce the parental_control. Alternatively, Terminal enforcement MAY be used in parallel with the Smartcard enforcement mechanism for providing an additional, locally controlled restriction on access. Note that in this case the most restricted level from the smartcard or the terminal will apply.

It is out of scope of the BCAST 1.0 specification how parental control applies to multiple instances of possibly different services when those have to be simultaneously treated by the terminal.  The result of the whole parental control checking process is as follows:
	Failure
	If the processing of the parental_control access criteria ends with failure, the secure function SHALL abort the processing of the STKM.

If the secure function is located on the Smartcard, it SHALL send an Operation Status code corresponding to ‘User not authorized’ with the current rating_value (received in the STKM) and the level_granted for this rating_type stored in the Smartcard. These data are sent as a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see Appendix E).

If the secure function is located on the Smartcard, it MAY send the proactive command ‘DISPLAY TEXT’ (as described in [3GPP TS 31.111 v6] or [3GPP2 C.S0035-A]) in order to inform the user that the level_granted stored in the card for the rating_type received in the STKM does not allow to view this service as they are not authorized to view services with the associated rating transmitted in the STKM.

	Success
	If the processing of the parental_control access criteria ends with success, the secure function performs the checks as defined in previous sections if needed. This will then allow the secure function to send the decrypted material to the terminal.


Parental control management in the Smartcard:
If the secure function is in the Smartcard, the terminal SHALL implement PINCODE requested processing (described below), operation on PINCODE (described below) and associated messaging to handle parental control management with the related processing (i.e.: response of AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (as described in Appendix E), VERIFY PIN as defined in [ETSI TS 102.221]). The terminal MAY implement UNBLOCK PIN and proactive command DISPLAY TEXT.
The enforcement of the parental control is divided in several processing phases:
· Check the rating_value transmitted in the STKM against the level_granted stored in the Smartcard for the rating_type.

· Check if the PINCODE has been verified. 

· Request a PINCODE if necessary. A PINCODE provided by the user is checked against the PINCODE stored in the Smartcard. 

· Unblock a locked Parental Control PINCODE, if applicable.

The following gives details on these different steps:
· Check the rating_value transmitted in the STKM against the level_granted stored in the Smartcard for the rating_type:
The secure function SHALL first compare the rating_type received in the STKM against all of the rating_type values stored in the Smartcard.  If there is a level granted, depending on the rating_value and the rating_type, the outcome is success or failure:

	Success
	If there is a level_granted for the rating_type in the Smartcard and if it is an equal or more restrictive value than the rating_value received in the STKM, the checking of rating_value ends with success and the processing of STKM resumes. Requesting the PINCODE is not needed.

If there is no level_granted for the rating_type in the Smartcard, the user is authorized to view the content. The checking of rating_value ends with success and the processing of the STKM resumes. Requesting the PINCODE is not needed.

	Failure
	If there is a level_granted for the rating_type in the Smartcard and if it is less restrictive than the rating_value received in the STKM, the checking of rating_value ends with failure and the secure function triggers a request for the PINCODE. If the PINCODE is not defined in the Smartcard, the Smartcard aborts the processing of STKM and indicates to the user that they are not allowed to view this content.


Table 25 gives an example of comparison of the rating_value in the STKM against the level_granted stored in the Smartcard. In this example, the rating_type 9 (as defined in the OMA BCAST Parental Rating System Registry available at [OMNA]) is taken as an example.  Table 25 uses the following symbols:

X means that the secure function stops processing the STKM unless a valid PINCODE is provided.
O means that the secure function accepts processing the STKM without requesting a PINCODE.

Table 25: Example of Comparing STKM rating_value against Smartcard level_granted
	
	Smartcard level_granted

	
	none defined
	1 (least restrictive)
	2
	3
	4
	5 (most restrictive)

	STKM rating_value
	none defined
	O
	O
	O
	O
	O
	O

	
	1 (least restrictive)
	O
	O
	O
	O
	O
	O

	
	2
	O
	X
	O
	O
	O
	O

	
	3
	O
	X
	X
	O
	O
	O

	
	4
	O
	X
	X
	X
	O
	O

	
	5 (most restrictive)
	O
	X
	X
	X
	X
	O


Note that the term ‘more restrictive’ means that there are more constraints on having access to the content. This typically means the user age is higher. Note that actual numerical values of rating_value for certain rating_types do not always follow a linear scale, either from less restrictive to more restrictive or vice-versa. The corresponding logical order (from least restrictive to most restrictive) is based on the semantics of the individual rating values.  An informative example can be found in Table 130 in Appendix H.

Note that the value for “not rated” or “undefined” SHALL be treated by default as “least restrictive”, unless its semantics is explicitly stated by the rating scheme.

· Check if PINCODE has been verified:
A PINCODE is defined in the Smartcard for the parental control function.  For using this PINCODE in the VERIFY PIN and UNBLOCK PIN commands,  a key reference is assigned at the manufacture of the Smartcard.  The PINCODE function is optional in the Smartcard for the parental control.

Depending on the result of checking of rating_value against the granted_level value and if a PINCODE is defined in the Smartcard, the Smartcard SHALL check if the PINCODE has been verified previously for the same content. This verification results in the following.
	Success
	If the PINCODE has been previously verified with success the parental control ends with success and the processing of STKM resumes.  
The Smartcard SHALL NOT request that a PINCODE is entered if the PINCODE has been previously verified with success for the same content (i.e. when the SEK/PEK_ID and rating_type/rating_value pair is the same in the STKM). Information that the PINCODE has been verified SHALL be stored in the Smartcard and SHALL be reset if the content changes (SEK/PEK_ID or rating_type/rating_value change in the incoming STKM, or reception of an Event Signalling Mode command (Section E.3.5) when such command indicates a content change) if the terminal is switched off or if the transmission of STKM has been interrupted. This interruption in the transmission MAY be detected by a gap in the timestamp value in the incoming STKM (width of the gap MAY be adjusted by the service provider at the manufacture stage of the Smartcard) against the value stored in the replay counter of the SEK/PEK_ID.  As a complement to this usual detection, this interruption MAY be signaled by the terminal with the Event Signalling Mode command (Section E.3.5).

	Failure
	If the PINCODE has not been verified or the verification process ended with failure the Smartcard proceeds to request the PINCODE.


· Request a PINCODE if necessary. A PINCODE provided by the user is checked against the PINCODE stored in the Smartcard:
If the Smartcard needs to request a PINCODE, the following applies:

The Smartcard aborts the STKM processing by sending a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see Appendix Appendix E) with:

· 
· A status code corresponding to ‘PIN required’ and with the key reference corresponding to the PIN used for parental control in order to request to the terminal a PINCODE verification processing or
· A status code corresponding to 'PINCODE blocked' if the Parental control PIN has been previously blocked and with the key reference corresponding to the PIN used for parental control. This happens when the user forgets the PINCODE and has entered the wrong PINCODE 3 times in the verification process.
At the reception of the response with a status code corresponding to ‘PIN required’, the terminal asks the user to enter the PINCODE and sends this PINCODE to the Smartcard using the APDU command VERIFY PIN defined in [ETSI TS 102.221] on the PIN corresponding to the key reference value transmitted in the response of AUTHENTICATE command.

The result of the VERIFY PIN command is success or failure:
	Success
	If the VERIFY PIN ends with success, the terminal SHALL resend the STKM to the secure function in the Smartcard for processing.

	Failure
	If the VERIFY PIN ends with failure, the terminal MAY request another entry of the PINCODE. 3 false entries SHALL block the PINCODE.


· Unblock a locked Parental Control PINCODE:
If the PINCODE is blocked in the Smartcard, the terminal MAY ask the user to unblock the PINCODE. 
When unblocking the PINCODE, the terminal MAY request the user to input an UNBLOCK PIN value and a new personal PINCODE. The new PINCODE value SHALL be sent to the Smartcard using the APDU command UNBLOCK PIN, together with the UNBLOCK_PIN value, as specified in [ETSI TS 102.221]. 

The terminal MAY use the command UNBLOCK PIN defined in [ETSI TS 102.221] with the key reference received in the response of AUTHENTICATE command. 

NOTE: The acquisition of the UNBLOCK PIN value uses out-of-bound mechanism, e.g. by post or by calling to operator’s customer service center.
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