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1 Reason for Change

Parental control is a legal requirement in many countries and is therefore essential to deploy a commercial mobile TV service. Smartcard profile specifies exactly how parental control is signalled and the behaviour expected on the client side. It also includes messages for updating the PIN code and rating information on the secure function from the server-side. 
However, in DRM profile only the STKM message format for parental access control is defined. The expected behaviour on the client-side is not clearly specified. The changes described here cover how the device is expected to process and use the parental control information delivered in STKMs. The changes assume that the PINCODE and rating information are installed and modified on the client side in an out-of-bound manner not defined here. 
2 Impact on Backward Compatibility

Hopefully none. The intention of the CR is not to require existing implementations to change but to clarify parental control behaviour for future implementers. 
3 Impact on Other Specifications

none

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to accept the text as a necessary bug fix.

6 Detailed Change Proposal

Change 1: Add parental control processing section to STKM description for DRM profile 
6.1.1 STKM Processing for Parental Control 
DRM profile signals parental control information about content via access criteria in STKMs. Rating_type and level_granted information for this user is stored securely on the terminal. The usage of a parental control PINCODE is not mandatory in DRM profile and its storage location and management is outside the scope of this specification. However, if a PINCODE is used then the PIN processing behaviour SHOULD be as described in this section. 
The enforcement of parental control is divided in several processing phases:
· Check the rating_value transmitted in the STKM against the level_granted stored in the terminal for the rating_type.

· Check if the PINCODE has been verified (optional) 
· Request a PINCODE if necessary (optional) 
· Unblock a locked Parental Control PINCODE, if applicable (optional) 
Check the rating_value 
The rating_value transmitted in the STKM is checked against the level_granted stored in the terminal for the rating_type The terminal SHALL compare the rating_type received in the STKM against all of the rating_type values stored in the terminal.  If there is a level granted, depending on the rating_value and the rating_type, the outcome is success or failure:
	Success
	If there is a level_granted for the rating_type in the terminal and if it is an equal or more restrictive value than the rating_value received in the STKM, the checking of rating_value ends with success and the processing of STKM resumes. There is no need to request a PINCODE.

If there is no level_granted for the rating_type in the terminal, the user is authorized to view the content. The checking of rating_value ends with success and the processing of the STKM resumes. There is no need to request a PINCODE.
If the processing of the parental_control access criteria ends with failure, the terminal SHALL abort the processing of the STKM and if no parental control PINCODE is used the terminal SHALL indicate to the user that he is not allowed access to the content. 


	Failure
	If there is a level_granted for the rating_type in the terminal and if it is less restrictive than the rating_value received in the STKM, the checking of rating_value ends with failure and the terminal MAY trigger a request for the PINCODE (if one is used). 
If the processing of the parental_control access criteria ends with success, the terminal proceeds with other STKM processing. 


· Check if the PINCODE has been verified (optional) 
A PINCODE MAY be defined for the parental control function. If a PINCODE is defined and depending on the result of checking of rating_value against the granted_level value and, the terminal SHALL check if the PINCODE has been verified previously for the same content. This verification results in the following.
	Success
	If the PINCODE has been previously verified with success the parental control ends with success and the processing of STKM resumes.  

The terminal SHALL NOT request that a PINCODE is entered if the PINCODE has been previously verified with success for the same content (i.e. when the SEK/PEK_ID and rating_type/rating_value pair is the same in the STKM). Information that the PINCODE has been verified SHALL be stored in the terminal and SHALL be reset if the content changes (SEK/PEK_ID or rating_type/rating_value change in the incoming STKM), if the terminal is switched off or if the transmission of STKM has been interrupted. This interruption in the transmission MAY be detected by a gap in the timestamp value in the incoming STKM (width of the gap is at the discretion of the service provider or terminal manufacturer) against the value stored in the replay counter of the SEK/PEK_ID.  

	Failure
	If the PINCODE has not been verified or the verification process ended with failure the terminal proceeds to request the PINCODE.


· Request a PINCODE if necessary. A PINCODE provided by the user is checked against the stored PINCODE (optional) 
The terminal asks the user to enter the PINCODE and verifies it against the stored PINCODE. The result of the VERIFY PIN command is success or failure:
	Success
	If the VERIFY PIN ends with success, the terminal SHALL process the STKM.

	Failure
	If the VERIFY PIN ends with failure, the terminal MAY request another entry of the PINCODE.  Three false entries SHALL block the PINCODE.


· Unblock a locked Parental Control PINCODE (optional) 
When the user has entered the wrong PINCODE three times in the verification process, the PINCODE SHOULD be blocked.  In this case, the terminal MAY ask the user to unblock the PINCODE. When unblocking the PINCODE, the terminal MAY request the user to input an UNBLOCK PIN value and a new personal PINCODE. 

NOTE: The acquisition of the UNBLOCK PIN value uses out-of-band mechanism, e.g. by post or by calling to operator’s customer service center.
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