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1 Reason for Change

This CR adds a description of event signaling mode for the OMA BCAST command in the section E.3.1. The same CR applying to BCAST1.1 SPCP specification has been agreed in the context of Consistency review resolution (OMA-BCAST-v1_1-2009-0317-CR_Resolution_A008_SPCP)
2 Impact on Backward Compatibility

There is no impact on backward compatibility
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please discuss and agree the CR.
6 Detailed Change Proposal

Change 1:  Section E.3.1
E.3.1 Description of the Command

A new command has been defined in 3GPP/ETSI for OMA BCAST Smartcard Profile.  BCAST Smartcards SHALL support the command described in this section.

The command can be used in several modes:

· SPE Audit mode
· SPE Record Signalling mode 

· Recording Audit Mode

· Event Signalling Mode
Other modes may be defined in the future, for future release of OMA BCAST specification.

SPE Audit Mode is used by the terminal to retrieve in the Smartcard the SEK/PEK ID Key group or all SPE instances corresponding to a specific SEK/PEK ID Key group.
Record Signalling Mode is used by the terminal to signal to the Smartcard the recording of content and to allow the Smartcard to retrieve the SEK/PEKs used for the protection of this recorded content. This command results in flagging the corresponding SPE instance in the Smartcard as a SPE that should not be deleted by the Key management system, and could be used for further playback of the content.

Recording Audit Mode is used by the terminal to retrieve all the recordings that have been signalled in the Smartcard and their associated flagged SPEs.  How the OMA BCAST command can chain successive blocks of OMA BCAST data and OMA BCAST response data is specified below.
Event Signalling Mode is used by the terminal to inform the Smartcard of an event that can e.g.  impact the parental control decision process to specifically cater for deployment scenarios where the Smartcard does not have all the information necessary to perform such decision on its own. For BCAST1.0, one event is defined, zapping event. Other events can be specified in a future release of this specification in order to address local regulatory requirements for other event signalling (e.g. loss of signal, terminal OMA BCAST application switch-off/switch-on).

Table 96: Coding of OMA BCAST Command

	Code
	Value

	CLA
	'8X' or 'CX' or 'EX'

	INS
	'1B' 

	P1
	See Table 97  below

	P2
	See Table 98 below

	Lc
	If present, length of subsequent data field

	Data
	See below

	Le
	Length of expected response data


P1 Parameter

Parameter P1 is used to control the data exchange between the terminal and the Smartcard.  The P1 values for this OMA BCAST command are defined in Table 97 below.  (The 'X' bits represent  'Reserved for Future Use' and '-' represents 'don't care'.)

Table 97: Coding of P1
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	-
	-
	-
	x
	x
	x
	x
	x
	RFU

	1
	0
	0
	-
	-
	-
	-
	-
	First block of data

	0
	0
	0
	-
	-
	-
	-
	-
	Next block of data

	1
	0
	1
	-
	-
	-
	-
	-
	First block of response data

	0
	0
	1
	-
	-
	-
	-
	-
	Next block of response data

	1
	1
	1
	1
	1
	1
	1
	1
	No input data


As defined in [3GPP TS 31.101 v6] for the AUTHENTICATE Command with an ODD INS code, this OMA BCAST Command  can chain successive blocks of data, with a maximum size of 255 command and 256 response bytes each, required for one OMA BCAST  operation using P1 to indicate the first/next block. 

The terminal performs the segmentation of the data, and the UICC the concatenation of the data.  The first OMA BCAST Command APDU is sent with P1 indicating "First block of data".  Following OMA BCAST Command APDUs are sent with P1 indicating "Next block of data".  As long as the UICC has not received all segments of the data it SHALL answer with SW1 SW2 '63 F1'.  When all segments of the data are received, the UICC answers with SW1 SW2 '62 F3'.

The response data is retrieved from the UICC using one or more separate OMA BCAST APDUs with the same chaining mechanism as for the input data.  The UICC performs the segmentation of the data, and the terminal the concatenation of the response data.  The first OMA BCAST Command APDU is sent with P1 indicating "First block of response data". When the UICC receives this first OMA BCAST Command APDU with P1 indicating "First block of response data", it shall perform the command and calculate the response.  Following OMA BCAST Command APDUs are sent with P1 indicating "Next block of response data". As long as the UICC has not sent all segments of the response data it shall answer with SW1 SW2 '62 F1'.  When all segments of the response data are sent, the UICC shall answer with SW1 SW2 '90 00' or '91XX' if a pro-active command is pending.

If no command data is sent from the terminal to the Smartcard in the command, then P1 is set to 'FF'.  In this case, if the smartcard has data to send back to the terminal after performing the command, the smartcard answer SW1 SW2 '62 F3' to signal to the terminal that there is data available.  Then the terminal sends the same command with P1 indicating 'first block of response data' using the same chaining mechanism as described in the previous paragraph. 

P2 Parameter
Parameter P2 specifies the Mode of the OMA BCAST Command as follows:

Table 98: Coding of the Reference Control P2

	Coding

b8-b1
	Meaning

	0x01
	SPE Audit Mode

	0x02
	SPE Record Signalling Mode

	0x03
	Recording Audit Mode

	0x04
	Event Signalling Mode

	0x05 -0xFF
	RFU


Coding of Data is specified in the following sections for each mode of the command.
OMA BCAST Command Status Words

Status of the card after processing of the OMA BCAST command is coded in the status bytes SW1 and SW2.  The coding of the status bytes in the following table is specified for OMA BCAST command, in addition to the ones defined in [3GPP TS 31.101 v6].  The following table shows the possible status conditions returned (marked by an asterisk *).
Table 99: OMA BCAST Command and Expected Status Words

	Status Words
	OMA BCAST command
	Description

	90 00
	*
	Normal ending of the command

	91 XX
	*
	Normal ending of the command, with extra information from the proactive UICC containing a command for the terminal. Length 'XX' of the response data

	93 00
	
	

	98 50
	
	

	98 62
	
	

	98 64
	
	

	98 65
	
	

	98 66
	*
	Authentication error, no available memory space

	98 67
	
	

	62 00
	
	

	62 81
	
	

	62 82
	
	

	62 83
	
	

	62 F1
	*
	More data available

	62 F2
	*
	More data available and proactive command pending

	62 F3
	*
	Authentication response data available

	63 CX
	
	

	63 F1
	*
	More data expected

	63 F2
	*
	More data expected and proactive command pending

	64 00
	
	

	65 00
	
	

	65 81
	*
	Memory problem

	67 00
	*
	Wrong length

	67 XX
	
	

	68 00
	*
	No information given

	68 81
	*
	Logical channel not supported

	68 82
	*
	Secure messaging not supported

	69 81
	
	

	69 82
	*
	Security status not satisfied

	69 83
	
	

	69 84
	*
	Referenced data invalidated

	69 85
	*
	Conditions of use not satisfied

	69 86
	
	

	6A 80
	*
	Incorrect parameters in the data field

	6A 81
	*
	Function not supported

	6A 82
	
	

	6A 83
	
	

	6A 86
	*
	Incorrect parameters P1 to P2

	6A 87
	
	

	6A 88
	*
	Referenced data not found

	6B 00
	*
	Wrong parameter(s) P1-P2

	6D 00
	*
	Instruction code not supported or invalid

	6E 00
	*
	Class not supported

	6F 00
	*
	Technical problem, no precise diagnosis
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