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1 Reason for Change

This CR introduces the protection of dynamic adaptive streaming services in the service and content protection spec.
2 Impact on Backward Compatibility
No backward compatibility issues.
3 Impact on Other Specifications

No impact
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to the group to accept the change proposed in this contribution.

6 Detailed Change Proposal

Change 1:  Change in  normative reference 
2.1 Normative References

The version and release numbers specified for the 3GPP and 3GPP2 references in this section are the minimum version and release numbers that can be used. The references are not meant to be restricted to these versions and releases; subsequent versions and releases can also be used because they are required to be backward compatible.  For example, the minimum version of 3GPP TS 33.222 is the release 6 but the use of the release 7 is acceptable as well.

	[3GPP TS 23.003]
	“Numbering, Addressing and Identification”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 23.003 Release 8, 
URL: http://www.3gpp.org/

	[3GPP TS 23.032]
	“Universal Geographical Area Description (GAD)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 23.032 Release 8, 
URL: http://www.3gpp.org/

	[3GPP TS 26.346]
	“Multimedia Broadcast/Multicast Service (MBMS); Protocols and codecs”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 26.346 Release 8, 
URL: http://www.3gpp.org/

	[3GPP TS 31.101]
	“UICC-terminal interface; Physical and logical characteristics”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.101 Release 8, 
URL: http://www.3gpp.org/

	[3GPP TS 31.102]
	“Characteristics of the Universal Subscriber Identity Module (USIM) application”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.102 Release 8, 
URL: http://www.3gpp.org/

	[3GPP TS 31.103]
	“Characteristics of the IP Multimedia Services Identity Module (ISIM) application”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.103 Release 8, 
URL: http://www.3gpp.org/

	[3GPP TS 31.111]
	“Universal Subscriber Identity Module (USIM) Application Toolkit (USAT)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.111 Release 8, 
URL: http://www.3gpp.org/

	[3GPP TS 33.110]
	“Key Establishment between a Universal Integrated Circuit Card (UICC) and a Terminal”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.110 Release 8, 
URL: http://www.3gpp.org/

	[3GPP TS 33.220]
	“Generic Authentication Architecture (GAA), Generic Bootstrapping Architecture”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.220 Release 8, 
URL: http://www.3gpp.org/

	[3GPP TS 33.222]
	“Generic Authentication Architecture (GAA), Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.222 Release 8, 
URL: http://www.3gpp.org/

	[3GPP TS 33.246]
	“3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.246 Release 8, 
URL: http://www.3gpp.org/

	[3GPP TS 51.011]
	“Specification of the Subscriber Identity Module - Mobile Equipment (SIM-ME) interface”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 51.011 Release 4, 
URL: http://www.3gpp.org/

	[3GPP2 C.S0002-E]
	“Physical Layer Standard for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0002-E, Release E, Version 1.0, September 2009 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0005-E]
	“Upper Layer (Layer 3) Signaling Standard for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0005-E, Release E, Version1.0, September 2009, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0023-D]
	“Removable User Identity Module for Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0023-D, Release D, Version 1.0, June 2009.
URL: http://www.3gpp2.org/

	[3GPP2 C.S0024-B]
	“cdma2000 High Rate Packet Data Air Interface Specification”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0024-B, Release B, Version 3.0, September 2009 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0035-A]
	“CDMA Card Application Toolkit (CCAT)”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0035-A, Release A, Version 2.0, August 2007,
URL: http://www.3gpp2.org/

	[3GPP2 C.S0054-A]
	“cdma000 High Rate Broadcast-Multicast Packet Data Air Interface Specification”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0054-A, Release A, Version 1.0, February 2006 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0065-B]
	“cdma2000 Application on UICC for Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0065-B, Release B, Version 1.0, January 2010 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0069-0]
	“ISIM Application on UICC for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0069-0, Release 0, Version 1.0, February 2009
URL: http://www.3gpp2.org/

	[3GPP2 C.S0072-0]
	“Mobile Station Equipment Identifier (MEID) Support for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0072-0, Release 0, Version 1.0, July 2005
URL: http://www.3gpp2.org/

	[3GPP2 S.S0083-A]
	“Broadcast-Multicast Service Security Framework”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 S.S0083-A, Release A, Version 1.0, August 2004 
URL: http://www.3gpp2.org/

	[3GPP2 X.S0022-A]
	“Broadcast and Multicast Service in cdma2000 Wireless IP Network”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 X.S0022-A, Release A, Version 1.0, February 2007
URL: http://www.3gpp2.org/

	[BCAST10-Architecture]
	“Mobile Broadcast Services Architecture”, Open Mobile Alliance™, OMA-AD- BCAST-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST11-Architecture]
	“Mobile Broadcast Services Architecture”, Open Mobile Alliance™, OMA-AD- BCAST-V1_1, 
URL: http://www.openmobilealliance.org/

	[BCAST12-Architecture]
	“Mobile Broadcast Services Architecture”, Open Mobile Alliance™, OMA-AD- BCAST-V1_2, 
URL: http://www.openmobilealliance.org/

	[BCAST10-BCMCS-Adaptation]
	“BCAST Distribution System Adaptation – 3GPP2/BCMCS”, Open Mobile Alliance™, OMA-TS-BCAST_BCMCS_Adaptation-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST11-BCMCS-Adaptation]
	“BCAST Distribution System Adaptation – 3GPP2/BCMCS”, Open Mobile Alliance™, OMA-TS-BCAST_BCMCS_Adaptation-V1_1, 
URL: http://www.openmobilealliance.org/

	[BCAST10-Distribution]
	“File and Stream Distribution for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_Distribution-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST11-Distribution]
	“File and Stream Distribution for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_Distribution-V1_1, 
URL: http://www.openmobilealliance.org/

	[BCAST12-Distribution]
	“File and Stream Distribution for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_Distribution-V1_2, 
URL: http://www.openmobilealliance.org/

	[BCAST10-DVBH-IPDC-Adaptation]
	“BCAST Distribution System Adaptation – IPDC over DVB-H”, Open Mobile Alliance™, OMA-TS-BCAST_DVB_Adaptation-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST11-DVBH-IPDC-Adaptation]
	“BCAST Distribution System Adaptation – IPDC over DVB-H”, Open Mobile Alliance™, OMA-TS-BCAST_DVB_Adaptation-V1_1, 
URL: http://www.openmobilealliance.org/

	[BCAST11-DVBSH-IPDC-Adaptation]
	“BCAST Distribution System Adaptation – IPDC over DVB-SH”, Open Mobile Alliance™, OMA-TS-BCAST_DVBSH_Adaptation-V1_1, 
URL: http://www.openmobilealliance.org/

	[BCAST11-FLO-Adaptation]
	“Broadcast Distribution System Adaptation – Forward Link Only”, Open Mobile Alliance™, OMA-TS-BCAST_DVBSH_Adaptation-V1_1, 
URL: http://www.openmobilealliance.org/

	[BCAST10-MBMS-Adaptation]
	“BCAST Distribution System Adaptation – 3GPP/MBMS”, Open Mobile Alliance™, OMA-TS-BCAST_MBMS_Adaptation-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST11-MBMS-Adaptation]
	“BCAST Distribution System Adaptation – 3GPP/MBMS”, Open Mobile Alliance™, OMA-TS-BCAST_MBMS_Adaptation-V1_1, 
URL: http://www.openmobilealliance.org/

	[BCAST12-DVBNGH-Adaptation]
	“BCAST Distribution System Adaptation –DVB-NGH”, Open Mobile Alliance™, OMA-TS-BCAST_DVBNGH_Adaptation-V1_2, 
URL: http://www.openmobilealliance.org/

	[BCAST10-ServContProt]
	“Service and Content Protection for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_SvcCntProtection-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST11-ServContProt]
	“Service and Content Protection for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_SvcCntProtection-V1_1, 
URL: http://www.openmobilealliance.org/

	[BCAST10-Services]
	“Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_Services-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST11-Services]
	“Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_Services-V1_1, 
URL: http://www.openmobilealliance.org/

	[BCAST12-Services]
	“Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_Services-V1_2, 
URL: http://www.openmobilealliance.org/

	[BCAST13-Services]
	“Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_Services-V1_3, 
URL: http://www.openmobilealliance.org/

	[BCAST10-SG]
	“Service Guide for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_ServiceGuide-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST11-SG]
	“Service Guide for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_ServiceGuide-V1_1, 
URL: http://www.openmobilealliance.org/

	[BCAST12-SG]
	“Service Guide for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_ServiceGuide-V1_2, 
URL: http://www.openmobilealliance.org/

	[BCAST13-SG]
	“Service Guide for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_ServiceGuide-V1_3, 
URL: http://www.openmobilealliance.org/

	[BCAST10-XMLSchema-SPCP-Backend]
	“Mobile Broadcast Services – XML Schema SP/CP Backend Messages”, Open Mobile Alliance™,OMA-SUP-XSD_bcast_spcp_backend-V1_0, 
URL: http://www.openmobilealliance.org/

	[DRM Enabler-v2.0]
	OMA-DRM-V2_0 enabler, Open Mobile Alliance™, 
URL: http://www.openmobilealliance.org/

	[DRMCF-v2.0]
	“DRM Content Format V2.0”, Open Mobile Alliance™, OMA-DRM-DCF-V2_0, 
URL: http://www.openmobilealliance.org/

	[DRMDRM-v2.0]
	“DRM Specification V2.0”, Open Mobile Alliance™, OMA-DRM-DRM-V2_0, 
URL: http://www.openmobilealliance.org/

	[ETSI EN 300 468]
	ETSI EN 300 468 v1.x.x, “Digital Video Broadcasting (DVB); Specification for Service Information (SI) in DVB systems”, November 2004, 
URL: http://www.etsi.org/

	[ETSI EN 302 304]
	ETSI EN 302 304 v1.x.x, “Digital Video Broadcasting (DVB); Transmission System for Handheld Terminals (DVB-H)”, 
URL: http://www.etsi.org/ 

	[ETSI EN 303 105]
	ETSI EN 303 105 v1.x.x, “Digital Video Broadcasting (DVB); Next Generation Broadcasting System to Handheld; Physical Layer Specification(DVB-NGH)”, 
URL: http://www.etsi.org/ 

	[ETSI EN 302 755]
	ETSI EN 302 755 v1.3.x, “Digital Video Broadcasting (DVB); Frame structure channel coding and modulation for a second generation digital terrestrial television broadcasting system (DVB-T2)”, URL:http://portal.etsi.org/

	[ETSI TS 102 606]


	ETSI TS 102 606, v1.x.x, “Digital Video Broadcasting; Generic Stream Encapsulation Protocol (GSE); Part 2 Logical Link Control (LLC)”,                                                                         URL:http://portal.etsi.org/

	[ETSI TS 102.221]
	“Smart Cards; UICC-Terminal interface; Physical and Logical Characteristics”, 
URL: http://www.etsi.org/ 

	[ETSI TS 102.223]
	“Smart Cards; Card Application Toolkit (CAT)”, Release 10 or later
URL: http://www.etsi.org/

	[ETSI TS 102.484]
	“Secure Channel between a UICC and an End Point Terminal”, ETSI SmartCard Platform, 
URL: http://www.etsi.org/ 

	[ETSI TS 102 611-2]
	ETSI TS 102 611-2 v1.x.x, “Digital Video Broadcasting (DVB); IP Datacast: Implementation Guidelines for Mobility; Part 2: IP Datacast over DVB-SH”, 
URL: http://portal.etsi.org/

	[FIPS197]
	ADVANCED ENCRYPTION STANDARD (AES), Federal Information Processing Standards Publication 197, 
URL: http://csrc.nist.gov/publications/fips/

	[FIPS198]
	The Keyed-Hash Message Authentication Code (HMAC), Federal Information Processing Standards Publication 198, 
URL: http://csrc.nist.gov/publications/fips/

	[IEEE 802.16-2004]
	IEEE 802.16-2004 October 2004, Air Interface for Fixed and Mobile Broadband Wireless Access Systems – Amendment for Physical and Medium Access Control Layers for Combined Fixed and Mobile Operation in Licensed Bands, August 2004
URL: http://www.ieee.org

	[IEEE 802.16e-2005]
	IEEE 802.16-2005. Local and Metropolitan Area Networks – Part 16: Air Interface for Fixed and Mobile Broadband Wireless Access Systems, February 2006
URL: http://www.ieee.org

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, 
URL: http://www.openmobilealliance.org/

	[ISMACRYP11]
	“ISMA 1.0 Encryption and Authentication, Version 1.1”, release version, 
URL: http://www.isma.tv

	[ISMACRYP20]
	“ISMA Encryption and Authentication, Version 2.0”, 
URL: http://www.isma.tv

	[ISO-3166]
	“Codes for the representation of names of countries and their subdivisions”, 
URL: http://www.iso.org/iso/en/prods-services/iso3166ma/index.html

	[ISO/IEC 7816-4]


	“Identification cards – Integrated circuit cards; Part4: Organization, security and commands for interchange”,
URL: http://www.iso.org/

	[ITU-MCC]
	“List of Mobile Country or Geographical Area Codes”, ITU-T Telecommunication Standardization Sector of ITU Complement To ITU-T Recommendation E.212 (05/2004),

URL:  http://www.itu.int/dms_pub/itu-t/opb/sp/T-SP-E.212A-2007-PDF-E.pdf
Note: This List will be updated regularly by numbered series of amendments published in ITU Operational Bulletin. For the latest version see:

URL: http://www.itu.int/itu-t/bulletin/annex.html

	[ITU-T Recommendation E.118]
	“Series E: Overall Network Operation, Telephone Service, Service Operation and Human Factors; The international Telecommunication Charge Card”,
URL: http://www.itu.int/ITU-T/publications

	[ITU-T Recommendation E.164]
	“Series E: Overall Network Operation, Telephone Service, Service Operation and Human Factors; The international public telecommunication numbering plan”, 
URL: http://www.itu.int/ITU-T/publications

	[MPEG-CENC]
	" Information technology – MPEG systems technologies -- Part 7: Common ENCryption in ISO base media file format files", ISO/IEC JTC 1/SC29/WG11, ISO/IEC 23001-7:2012,

URL: http://www.iso.org/

	[MPEG-CENC-KeyRot]
	" Information technology – MPEG systems technologies -- Part 7: Common ENCryption in ISO base media file format files, AMENDMENT 1: AES-CBC-128 and key rotation", ISO/IEC JTC 1/SC29/WG11, ISO/IEC 23001-7:2012/DAM 1,

URL: http://www.iso.org/

	[MPEG-DASH]
	" Information technology -- Dynamic adaptive streaming over HTTP (DASH) -- Part 1: Media presentation description and segment formats", ISO/IEC JTC 1/SC29/WG11, ISO/IEC 23009-1:2012,

URL: http://www.iso.org/

	[MPEG-SEA]
	" Information technology -- Dynamic adaptive streaming over HTTP (DASH) -- Part 4: Segment encryption and authentication", ISO/IEC JTC 1/SC29/WG11, ISO/IEC 23009-4:2012,

URL: http://www.iso.org/

	[OMA MLP]
	“Mobile Location Protocol 3.2”, Open Mobile Alliance™, OMA-TS-MLP-V3_2-20051124-C, 
URL: http://www.openmobilealliance.org/

	[OMA Push]
	“OMA Push V2.1”, Open Mobile Alliance™, OMA-ERP-Push-V2_1-20051122-C, 
URL: http://www.openmobilealliance.org/

	[OMNA]
	Open Mobile Naming Authority, Open Mobile Alliance™, 
URL: http://www.openmobilealliance.org/tech/omna

	[RFC1982]
	“Serial Number Arithmetic”, R. Elz, R. Bush, August 1996, 
URL: http://www.ietf.org/rfc/rfc1982.txt

	[RFC2045]
	“Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies”, N. Freed, N. Borenstein, November 1996, 
URL: http://www.ietf.org/rfc/rfc2045.txt

	[RFC2104]
	“HMAC: Keyed-Hashing for Message Authentication”, H. Krawczyk, M. Bellare, R. Canetti, February 1997, 
URL: http://www.ietf.org/rfc/rfc2104.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, 
URL: http://www.ietf.org/rfc/rfc2119.txt


“The TLS Protocol, Version 1.0”, T. Dierks, C.Allen, January 1999, 
URL: http://www.ietf.org/rfc/rfc2246.txt
	
	

	[RFC2392]
	“Content-ID and Message-ID Uniform Resource Locators”, E. Levinson, August 1998, 
URL: http://www.ietf.org/rfc/rfc2392.txt 

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax”, T. Berners-Lee, R. Fielding, L. Masinter, August 1998, 
URL: http://www.ietf.org/rfc/rfc2396.txt 

	[RFC2401]
	“Security Architecture for the Internet Protocol”, S. Kent, R. Atkinson, November 1998, 
URL: http://www.ietf.org/rfc/rfc2401.txt

	[RFC2404]
	“The Use of HMAC-SHA-1-96 within ESP and AH”, C. Madson, R. Glenn, November 1998, 
URL: http://www.ietf.org/rfc/rfc2404.txt

	[RFC2406]
	“IP Encapsulating Security Payload (ESP)”, S. Kent, R. Atkinson, November 1998, 
URL: http://www.ietf.org/rfc/rfc2406.txt

	[RFC2451]
	“The ESP CBC-Mode Cipher Algorithms”, R. Pereira, R. Adams, November 1998, 
URL: http://www.ietf.org/rfc/rfc2451.txt

	[RFC2617]
	“HTTP Authentication: Basic and Digest Access Authentication”, J. Franks, P. Hallam-Baker, J. Hostetler, S. Lawrence, P. Leach, A. Luotonen, L. Stewart, June 1999, 
URL: http://www.ietf.org/rfc/rfc2617.txt

	[RFC3237]
	“Requirements for Reliable Server Pooling”, M. Tuexen, Q. Xie, R. Stewart, M. Shore, L. Ong, J. Loughney, M. Stillman, January 2002, 
URL: http://www.ietf.org/rfc/rfc3237.txt

	[RFC3548]
	“The Base16, Base32, and Base64 Data Encodings”, S. Josefsson, Ed., July 2003, 
URL: http://www.ietf.org/rfc/rfc3548.txt

	[RFC3566]
	“The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec”, S. Frankel, H. Herbert, September 2003, 
URL: http://www.ietf.org/rfc/rfc3566.txt

	[RFC3602]
	“The AES-CBC Cipher Algorithm and Its Use with IPsec”, S. Frankel, R. Glenn, S. Kelly, September 2003, 
URL: http://www.ietf.org/rfc/rfc3602.txt

	[RFC3629]
	“UTF-8, a transformation format of ISO 10646”, F. Yergeau, November 2003, 
URL: http://www.rfc-editor.org/rfc/rfc3629.txt

	[RFC3640]
	“RTP Payload Format for Transport of MPEG-4 Elementary Streams”, J. van der Meer, D. Mackie, V. Swaminathan, D. Singer, P. Gentric, November 2003, 
URL: http://www.ietf.org/rfc/rfc3640.txt

	[RFC3664]
	“The AES-XCBC-PRF-128 Algorithm for the Internet Key Exchange Protocol (IKE)”, P. Hoffman, January 2004, 
URL: http://www.ietf.org/rfc/rfc3664.txt

	[RFC3711]
	“The Secure Real-time Transport Protocol (SRTP)”, M. Baugher, D. McGrew, M. Naslund, E. Carrara, K. Norrman, March 2004, 
URL: http://www.ietf.org/rfc/rfc3711.txt

	[RFC3830]
	“MIKEY: Multimedia Internet KEYing”, J. Arkko, E. Carrara, F. Lindholm, M. Naslund, K. Norrman,  August 2004, 
URL: http://www.ietf.org/rfc/rfc3830.txt

	[RFC3986]
	“Uniform Resource Identifier (URI): Generic Syntax ”, T. Berners-Lee, R. Fielding, L. Masinter,  January 2005, 
URL: http://www.ietf.org/rfc/rfc3986.txt

	[RFC4281]
	“The Codecs Parameter for Bucket Media Types”, R.Gellens, D. Singer, P. Frojdh, November 2005, 
URL: http://www.ietf.org/rfc/rfc4281.txt

	[RFC4301]
	“Security Architecture for the Internet Protocol”, S. Kent and K. Seo, December 2005, 
URL: http://www.ietf.org/rfc/rfc4301.txt

	[RFC4563]
	“The Key ID Information Type for the General Extension Payload in Multimedia Internet KEYing (MIKEY)”, E. Carrara, V. Lehtovirta, K. Norrman, June 2006,
URL: http://www.ietf.org/rfc/rfc4563.txt

	[RFC4566]
	"SDP: Session Description Protocol", M. Handley, V. Jacobson, C. Perkins, July 2006, 
URL: http://www.ietf.org/rfc/rfc4566.txt

	[RFC4568]
	“Session Description Protocol (SDP) Security Descriptions for Media Streams”, F. Andreasen, M. Baugher, D. Wing, July 2006, 
URL: http://www.ietf.org/rfc/rfc4568.txt

	[RFC4771]
	“Integrity Transform Carrying Roll-Over Counter for the Secure Real-time Transport Protocol (SRTP)”, V. Lehtovirta, M. Naslund, K. Norrman, January 2007, 
URL: http://www.ietf.org/rfc/rfc4771.txt

	[RFC5159]
	“Session Description Protocol (SDP) Attributes for Open Mobile Alliance (OMA) Broadcast (BCAST) Service and Content Protection”, L. Dondeti, Ed., A. Jerichow, March 2008,
URL: http://www.ietf.org/rfc/rfc5159.txt

	[RFC5410]
	“Multimedia Internet KEYing (MIKEY) General Extension Payload for Open Mobile Alliance BCAST 1.0”, A. Jerichow, Ed., L. Piron, January 2009,
URL: http://www.ietf.org/rfc/rfc5410.txt

	[SIMULCRYPT]
	“Digital Video Broadcasting (DVB); Head-end implementation of DVB SimulCrypt”, ETSI Publication ETSI TS 103 197 V1.5.1, March 2007,
URL: http://www.etsi.org/

	[SSL30]
	“SSL 3.0 Specification”, Netscape Communications, November 1996, 
URL: http://wp.netscape.com/eng/ssl3/draft302.txt

	[TIA-1099]
	“Forward Link Only Air Interface Specification for Terrestrial Mobile Multimedia Multicast,” TIA TR47.1, May 2008.
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URL: http://www.openmobilealliance.org/

	[XBS DRM extensions-v1.1] 
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Change 2:  Add some definitions and abbreviations

3.2 Definitions

	(U)SIM
	A SIM or a USIM application residing in the memory of the UICC.

	Adaptation Set
	A set of interchangeable encoded versions of one or several media content components

	Application IDentifier (AID)
	Data element that identifies an application in a Smartcard.

	BCAST Distribution System
	A system typically but not necessarily containing the ability to transmit the same IP flow to multiple Terminal devices simultaneously. A BCAST Distribution System (BDS) typically uses techniques that achieve efficient use of radio resources. A BDS consists of Network functionality up to the IP layer and optional Service Distribution/Adaptation functionality above the IP layer. Most BDSs support broadcast/multicast distribution in the network. Some BCAST Distribution Systems have the capability to deliver the IP flows in the network via unicast.

	BCAST Permissions Issuer
	The BCAST Permissions Issuer (BCAST PI, or simply PI) is a logical entity that issues to BCAST terminals key material or consumption rules, the latter in the form of permissions and constraints.  These rules in turn allow and control a user’s consumption of live or stored content pertaining to broadcast services.  For the DRM Profile, consumption rules are defined by Generalized Rights Objects (GRO) as specified in [XBS DRM extensions-v1.1], and the BCAST Permissions Issuer is synonymous with the “Rights Issuer” in OMA DRM.  For the Smartcard Profile, such rules are defined by the contents of the EXT BCAST payload included in the LTKM, and may indicate the number of times the SEK/PEK can be used to replay content.

	BCAST Smartcard
	Smartcard that supports one of the following sets of applications:

· 3GPP USIM with support for BCAST processing, as indicated by the presence of Service n°75 (BCAST) in the USIM Service Table (EF_UST defined in [3GPP TS 31.102]); 

· 3GPP USIM with support for BCAST processing and BCAST BSIM, where support for BSIM is indicated by the presence of the BSIM AID in EF_DIR, where EF_DIR is defined in [ETSI TS 102 221];

· 3GPP2 (R-) UIM with support for BCAST processing;

· 3GPP2 CSIM with support for BCAST processing;

· 3GPP2 CSIM with support for BCAST processing and BCAST BSIM, where support for BSIM is indicated by the presence of the BSIM AID in EF_DIR, and where EF_DIR is defined in [ETSI TS 102 221].

	Broadcast Device
	A device that does not support an interactive communication channel and cannot communicate with other entities except using the broadcast channel.

Note that a Broadcast Device can still have an implicit return channel: it may present information, triggers and dialogs to the user who may “implement” the interactive channel in various ways (e.g. telephone, web portal, service desk).

	Broadcast Rights Object
	This is a Rights Object used by DRM Profile of the Service and Content Protection for rights delivered over the broadcast channel. Encoding of the BCRO is specified in [XBS DRM extensions-v1.1].

	BSIM
	BCAST application residing on the UICC.

	Content Encryption
	The cipher algorithm is applied on the data before packetization for transport or encapsulations occur.

	Content Protection
	This involves the protection of content (files or streams) during the complete lifetime of the content i.e. it is NOT an access control mechanism as it involves post-acquisition rules. Content protection is enabled for encrypted content through the use of appropriate rules or rights, e.g. using DRM Profile or Smartcard Profile based solution for file and stream distributed content. Content remains protected in the Terminal.

Usage rules are enforced at "consumption time" (based on DRM or Smartcard Profile). In addition to subscription and pay-per-view, typically associated with Service Protection, Content Protection enables more fine-grained usage rules, such as for displaying, saving in unencrypted form, printing, processing, re-distributing, etc.

	ContentProtection Element
	Element in the MPD used to identify a Key Management System scheme. This element is also the location to provide proprietary information on this KMS necessary to decrypt the Media Segments. 

	CSIM
	Acronym for ‘cdma2000 Subscriber Identify Module’ corresponding to an application defined in [3GPP2 C.S0065-0] residing on the UICC to register services provided by 3GPP2 mobile networks with the appropriate security.

	DRM Profile
	The DRM Profile uses the Service and Content Protection solution for BCAST receivers in which the long term key management and registration of devices is based on OMA DRM and the broadcast extensions [XBS DRM extensions-v1.1].

The Service & Content Protection solution for the DRM Profile is described in Section Error! Reference source not found..

	Dynamic Adaptive Streaming Service
	Media service that is delivered using the Dynamic Adaptive Streaming method described in [MPEG-DASH]

	Explicit Mapping
	Mapping between KIDs transmitted in CENC boxes and STKM_KIDs transmitted in the STKM is defined by a table transmitted in the ‘pssh’ data field.

	Generalized Rights Object
	This term is used in this document as a more generic term whenever an RO or a BCRO is meant.

	Implicit Mapping
	Mapping between KIDs transmitted in CENC boxes and STKM_KIDs transmitted in the STKM is a simple function defined in this document (KID is equal to STKM_KID padded to 16 bytes)

	Initialization Segment
	Segment containing metadata that is necessary to present the media streams encapsulated in Media Segments

	Initialization Vector
	Initial value for symmetric cryptographic algorithm.

	Interactive Device
	A device that supports an interactive communication channel and can communicate with other entities without using the broadcast channel for the communication. For example, an Interactive Device can execute interactive protocols, like the DRM 2.0 ROAP protocol or HTTP towards a Broadcast Permissions Issuer.

	ISIM
	An IP Multimedia Services Identity Module is an application defined in [3GPP TS 31.103] and [3GPP2 C.S0069-0] residing in the memory of the UICC, providing IP service identification, authentication and ability to set up Multimedia IP Services.

	Long-Term Key Message
	Collection of keys and possibly, depending on the profile, other information like permissions or other attributes that are linked to items of content or services.

	MBMS only Smartcard
	Smartcard that does not support any of the combination of applications required to be classified as a BCAST Smartcard but does support the processing defined for MBMS [3GPP TS 33.246], as indicated by the presence of Service n°69 (MBMS Security) in the USIM Service Table (EFUST defined in [3GPP TS 31.102]).

	Media Presentation Description
	formalized description for a Media Presentation for the purpose of providing a streaming service

	Media Segment
	Segment that complies with media format in use and enables playback when combined with zero or more preceding segments, and an Initialisation Segment (if any)

	MIKEY (Multimedia Internet KEYing)
	IETF defined key management protocol to support multimedia security protocols, as defined in [RFC3830]

	Program
	A logical portion of a service or content with a distinct start and end time. In the case the program is not free-to-air, it can be offered individually for purchase, such as “Pay-Per-View”, or as part of a parent service (e.g. subscription service).

	Protection System Specific Information
	Specific information and parameters of Key Management System that are transmitted in the ‘pssh’ box of the ISOBMFF file.

	Representation
	Collection and encapsulation of one or more Media Segments in a delivery format associated with descriptive metadata.

	Rights Object
	This is the Rights Object used by the DRM Profile of the Service and Content Protection for rights delivered over the interactive channel. Encoding of the RO is specified in [DRMDRM-v2.0], and some extensions are specified in [XBS DRM extensions-v1.1].

	R-UIM
	Acronym for ‘Removable User Identity Module’ corresponding to a non-UICC platform based standalone module as defined in [3GPP2 C.S0023-D] to register services provided by 3GPP2 mobile networks with the appropriate security.

	Secure Storage Entity
	The secure storage entity protects sensitive data such as cryptographic keys introduced by either the DRM Profile or the Smartcard Profile.

Only an authorized agent is allowed to access the sensitive data. 

To ensure that the sensitive data is not manipulated fraudulently, it is integrity protected. The sensitive data are also cryptographically protected to guarantee its confidentiality. 
The secure storage entity can be implemented on either the Smartcard or the terminal.

	Service Protection
	This involves protection of content (files or streams) during its delivery i.e. it is an access control mechanism only.  In the absence of any subsequent Content Protection, content is freely available (thus unencrypted) once it is securely delivered.

For the benefit of allowing Content Protection to be provided for the same service, Service Protection is limited to immediate consumption / rendering only.

	Short-Term Key Message
	Message delivered alongside a protected service, carrying key material to decrypt and optionally authenticate the service, and access rights to delivered content.

	SIM
	A Subscriber Identity Module is a standalone module defined in [3GPP TS 51.011] to register services provided by 2G mobile networks with the appropriate security.

	Smartcard
	 A non-UICC secure function platform which may contain the SIM or R-UIM module, or a UICC-based secure function platform which may contain one or more of the following applications: a 3GPP USIM, 3GPP2 CSIM or 3GPP/3GPP2 ISIM.  Note that the set of applications/modules residing on the Smartcard are typically governed by the affiliation of the Smartcard to 3GPP or 3GPP2 specifications, as indicated by the definition below for “Smartcard Profile”. 

	Smartcard Profile
	Alias for a set of Smartcard-based technologies and mechanisms which provide key establishment and key management, as well as permission and token handling for the Service and Content Protection solution for BCAST Terminals.  In particular, subscriber key establishment and both short and long term key management are based on GBA mechanisms and a Smartcard with (U)SIM/ISIM as defined by 3GPP, or based on a pre-provisioned shared secret key and a Smartcard with R-UIM/CSIM/ISIM or a UIM as defined by 3GPP2.

The Smartcard Profile is described in Section Error! Reference source not found..

	Transport Encryption
	The cipher algorithm is applied on the data that have been packetized for transport on a network.

	UICC
	A Universal Integrated Circuit Card is a physically removable secured device as defined in [3GPP TS 31.101] for communication purposes not restricted to mobile convenience only.  It is a platform to all the resident applications (e.g. USIM, BSIM, ISIM or CSIM).

	UIM
	Acronym for ‘User Identity Module’, representing a standard device or functionality which provides secure procedures in support of registration, authentication, and privacy functions in mobile telecommunications.  In the context of BCAST, the UIM refers specifically to the non-removable version of this standard device or functionality which is employed by (some) mobile terminals which operate according to 3GPP2 specifications. In addition, Smartcard Profile based service and content protection functionality can be provided on UIM-equipped BCAST Terminals.

	USIM
	A Universal Subscriber Identity Module is an application defined in [3GPP TS 31.102] residing in the memory of the UICC to register services provided by 3GPP mobile networks with the appropriate security.


3.3 Abbreviations

	3GPP
	3rd Generation Partnership Project

	3GPP2
	3rd Generation Partnership Project 2

	ADF
	Application Dedicated File

	AES
	Advanced Encryption Standard

	AID
	Application Identifier

	AU
	Access Unit

	AVC
	Advanced Video Codec

	BCD
	Binary Coded Decimal

	BCI
	Binary Content ID

	BCMCS
	Broadcast and Multicast Services

	BCRO
	Broadcast Rights Object

	BDS
	BCAST Distribution System

	BDS-SD
	BDS Service Distribution

	BM-SC
	Broadcast-Multicast Service Centre

	BSDA
	BCAST Service Distribution and Adaptation

	BSF
	Bootstrapping Server Functionality

	bslbf
	Bit String, Left Bit First 

	BSM
	BCAST Subscription Management

	CBC
	Cipher Block Chaining

	CENC
	Common ENCryption

	CSIM
	cdma2000 subscriber Identify Module

	CTR
	CounTeR mode

	DASH
	Dynamic Adaptive Streaming over HTTP

	DCF
	DRM Content Format

	DF
	Dedicated File

	DK
	Device Key

	DVB-H
	Digital Video Broadcasting – Handheld

	DVB-NGH
	Digital Video Broadcasting – Next Generation Handheld

	DVB-T2
	Digital Video Broadcast – Second Generation Terrestrial

	DVB-T2-Lite
	Digital Video Broadcast – Second Generation Terrestrial - Lite Profile

	DVB-SH
	Digital Video Broadcasting – Satellite to Handheld

	EF
	Elementary File

	eMBMS
	Evolved Multimedia Broadcast Multicast Service

	FCP
	File Control Parameters

	FLUTE
	File Delivery over Unidirectional Transport

	GBA
	Generic Bootstrapping Architecture

	GBA_ME
	ME-based GBA

	GBA_U
	GBA with UICC-based enhancements

	GMK
	Group Management Key

	GRO
	Generalized Rights Object

	H-AAA
	Home Authentication, Authorization and Accounting

	HMAC
	Hashed Message Authentication Code

	HTTP
	HyperText Transfer Protocol

	ICC
	Integrated Circuit(s) Card

	IIN
	Issuer Identifier Number

	IMPI
	IMS Private User Identity

	IMSI
	International Mobile Subscriber Identity

	IPsec
	IP Security

	ISIM
	IP Multimedia Services Identity Module

	ISMA
	Internet Streaming Media Alliance

	ISOBMFF
	ISO Base Media File Format

	KID
	Key IDentifier

	KV
	Key Validity

	LI
	Language Indication

	LSB
	Least Significant Bit

	LTE
	Long Term Evolution

	LTKM
	Long Term Key Message

	MAC
	Message Authentication Code

	MBMS
	Multimedia Broadcast Multicast Service

	ME
	Mobile Equipment

	MF
	Master File

	MII
	Major Industry Identifier

	MIKEY
	Multimedia Internet KEYing

	MJD
	Modified Julian Date

	mjdutc
	Modified Julian Date Coordinated Universal Time

	MK
	Master Key

	MKI
	Master Key Index

	MPD
	Media Presentation Description

	MPEG
	Motion Pictures Expert Group

	MRK
	MBMS Request Key

	MS
	Master Salt

	MSK
	MBMS Service Key

	MTK
	MBMS Transport Key

	MTU
	Maximum Transmission Unit

	MUK
	MBMS User Key

	NAF
	Network Application Function

	NALu
	Network Abstraction Layer Unit

	OFDM
	Orthogonal Frequency Division Multiple Access

	OMA
	Open Mobile Alliance

	OMNA
	Open Mobile Naming Authority

	PAK
	Program Authentication Key 

	PAS
	Program Authentication Seed

	PDCF
	Packetized DCF

	PEAK
	Program Encryption / Authentication Key

	PEK
	Program Encryption Key

	PIX
	Proprietary application Identifier eXtension

	PKI
	Public Key Infrastructure

	PL
	Preferred Languages

	PPT
	Pay Per Time

	PPV
	Pay Per View

	PRF
	Pseudo Random Function

	REK
	Rights Encryption Key

	RFC
	Request For Comments

	RIAK
	Right Issuer Authentication Key

	RID
	Registered application provider IDentifier

	RK
	Registration Key

	RO
	Rights Object

	ROAP
	Rights Object Acquisition Protocol

	RTP
	Real-time Transport Protocol

	R-UIM
	Removable User Identity Module

	SA
	Security Association

	SAC
	Secure Authenticated Channel

	SAK
	Service Authentication Key 

	SAS
	Service Authentication Seed

	SCK
	SmartCard Key

	SDP
	Session Description Protocol

	SEA
	Segment Encryption and Authentication

	SEAK
	Service Encryption / Authentication Key

	SEK
	Service Encryption Key

	SG
	Service Guide

	SHA-1
	Secure Hash Algorithm

	SIM
	Subscriber Identity Module

	SK
	Short-term Key (appears in 3GPP2 BCMCS specifications)

	SKI
	Symmetric Key Infrastructure

	SM
	Subscription Manager

	SMK
	Subscriber Management Key

	SPE
	Security Policy Extension

	SPI
	Security Parameters Index

	SRK
	Subscriber Request Key

	SRTP
	Secure Real-time Transport Protocol

	STKM
	Short Term Key Message

	STKM_KID
	Key Identifier in STKM

	TAK
	Traffic Authentication Key

	TAS
	Traffic Authentication Seed

	TBK
	Terminal Binding Key

	TDM
	Time-Division Multiplex

	TEK
	Traffic Encryption Key

	TK
	Temporary Key

	TKM
	Traffic Key Message

	TOI
	Transport Object Identifier

	TS
	TimeStamp

	UDN
	Unique Device Number

	UE
	User Equipment

	UICC
	Universal Integrated Circuit(s) Card

	UIM
	User Interface Module

	uimsbf
	Unsigned Integer Most Significant Bit First

	UUID
	Universal Unique Identifier

	URI
	Uniform Resource Indicator

	URL
	Uniform Resource Locator

	URN
	Uniform Resource Name

	USIM
	Universal Subscriber Identity Module 

	UTC
	Universal Time, Co-ordinated

	XBS
	Extensions for Broadcast Support


Change 3:  Add an overview of operations for adaptive streaming in section 4.4
4.4 Version 1.3

BCAST 1.3 aims to

· Define the delivery of MPEG DASH-based contents in BCAST systems and the appropriate signalling for the use of BCAST service and content protection systems to protect these MPEG DASH-based contents.
· Allow the Common ENCryption (CENC) defined by MPEG as possible encryption method to be used for BCAST
Extend the use of MBMS BDS to the last releases of 3GPP MBMS specifications for the use of BCAST over e-MBMS for LTE networks.
4.4.1 Overview of Operations for Adaptive Streaming of Content

MPEG DASH specifies formats and methods that enable the delivery of streaming service(s) from standard HTTP servers to DASH client(s).  
Each media content may have several encoded and deliverable versions (sub-sampling, different codecs, encoding bitrate, etc..) called media streams, that the DASH client in the terminal may select dynamically or statically depending on e.g. available bandwidth or the device capability, and using information retrieved in the Media Presentation Description (MPD).

The delivery of Dynamic Adaptive Streaming Services is defined for BCAST in [BCAST13-Services]. This delivery may be done over HTTP using the interaction channel or over the broadcast channel to serve a large number of Terminals with the same content. In case of DASH formatted files delivered over the broadcast channel, the DASH Media Segments and Media Presentation Description are delivered using FLUTE. The signalling of DASH files over interaction and broadcast channel is defined in [BCAST13-SG].
In case the DASH-based contents are encrypted, the Key Management System SHALL use either the DRM Profile or the Smartcard Profile as defined in this specification. The protection of DASH Services is defined in section 5.6.3 
for DRM Profile and 6.8.3 
for Smartcard Profile.
Change 4:  Add DASH streaming delivery in DRM Profile

5.6.3
Dynamic Adaptive Streaming Delivery 

Dynamic Adaptive Streaming Services may be protected using DRM Profile. In this case the following applies.
In case the Representation is delivered over broadcast channel or interaction chnnel, the protection of the Representation shall use the Protection of files as described in section 5.6.2
.. Each Media Segment of a Representation is encrypted with its own key (traffic key regularly changed for live delivery), and formatted as a DCF file as described in 5.6.2
.except that the box type of the file is of type ‘styp’ as defined in [MPEG-DASH] for DASH Media Segments, replacing the ‘ftyp’ box.
The signalling of the TEK for decrypting and verifying the integrity of the download data, the signalling of the Key Issuer URL to get appropriate licence, and the signature of the file used for integrity protection are included in specific boxes in the DCF or PDCF file as defined in 5.6.2.

If the file is transmitted in a FLUTE carousel, the same key value of the TEK SHALL be used during the whole time the file is transmitted using the same TOI in an ongoing FLUTE session. 
This protection mechanism is performed in the underlying layer of the DASH client; it is then transparent to DASH client and not reflected in the MPD associated to the DASH Representation.
Change 5:  Add DASH streaming delivery in Smartcard Profile

6.8   Layer 4: Traffic Encryption

Layer 4 corresponds to the BCAST 4-layer model key hierarchy. The protection of data in case of streaming and file delivery respectively for both service and content protection is described for the Smartcard Profile. The case of Dynamic Adaptive Streaming Services is also described in this section.
Change 6:  Add DASH streaming delivery in Smartcard Profile

6.8.3  Dynamic Adaptive Streaming Delivery
Dynamic Adaptive Streaming Services compliant to [MPEG-DASH] may be protected using Smartcard Profile as defined in section 6.15. Protection of such files MAY be done as for file delivery using DCF or using the technologies defined by MPEG such as Common ENCryption (CENC) as defined in [MPEG-CENC] or Segment Encryption and Authentication (SEA) as defined in [MPEG-SEA].
Smartcard Profile protection of Dynamic Adaptive Streaming Services using DCF is described in 6.15.1
Smartcard Profile protection of Dynamic Adaptive Streaming Services using CENC is described in 6.15.2
Smartcard Profile protection of Dynamic Adaptive Streaming Services using SEA is described in 6.15.3
Change 7:  Add Protection of DASH streaming Services using Smartcard Profile

6.15   Protection of Dynamic Adaptive Streaming Services using Smartcard Profile
Protection of dynamic adaptive streaming services MAY be done by the transport layer of BCAST delivery system, as other files transmitted other FLUTE or over HTTP. In this case the protection of these files SHALL be the protection using DCF as described below in section 6.15.1. In this case the signaling of this encryption is not reflected in the MPD, but only in the Service Guide and associated SDP as for other files. 
Protection of dynamic adaptive streaming services MAY be done at Dynamic Adaptive Streaming level by the Over-The-Top provider. In this case, there is a benefit for the provider to use the same encryption whatever the Key Management System used and supported by the Terminals. MPEG has defined two standard encryptions for this purpose, the Common ENCryption defined in |[MPEG-CENC] and the Segment Encryption and Authentication defined in [MPEG-SEA]. 
The Common ENCryption (CENC) defined by MPEG is a framework for multiple DRMs to protect file by adding Protection System Specific Information in predetermined locations to the file encrypted with Common ENCryption as defined in [MPEG-CENC]. The use of [MPEG-CENC] in combination with Smartcard Profile is described below in section 6.15.2. BCAST servers MAY support this type of encryption, BCAST Terminals that support DASH SHALL support the specific addition to support CENC with Smartcard Profile.
The Segment Encryption and Authentication (SEA) defined by MPEG in the part 4 of DASH specification [MPEG-SEA] specifies a standard encryption and the key mapping methods. The signaling of the encryption and identification of keys are done through the MPD as defined by [MPEG-SEA]. SEA allows also the Segment Authentication using standard digest and signature methods applied on the unencrypted Media Segment. BCAST servers MAY support this type of encryption and signaling. BCAST Terminals that support DASH MAY support the specific addition to support SEA with Smartcard Profile. 
6.15.1 Protection of Dynamic Adaptive Streaming Services using DCF
In case the Representation is delivered over broadcast channel, Media Segments are delivered over FLUTE as other files. In this case, protection of the Representation MAY use the Protection of files as described in section 6.8.2
.. Each Media Segment of a Representation is encrypted with its own key (traffic key regularly changed for live delivery), and formatted as a DCF file as described in 6.8.2 
except that the box type of the file is of type ‘styp’ as defined in [MPEG-DASH] for DASH Media Segments, replacing the ‘ftyp’ box. 
This protection mechanism is performed in the underlying layer of the DASH client, at the transport layer, it is then transparent to DASH client and not reflected in the MPD associated to the DASH Representation. The DASH client will receive Representations that have been decrypted at the stack level.
As defined in 6.8.2.1.
, the TEK for decrypting and verifying the integrity of the download data is indicated by the KeyID field in the Key Info box (‘obki’). The value of the KeyID, for Smartcard Profile, is defined in 6.8.2.1.
 The KeyIDType shall be set to “0x01” indicating OMA BCAST Smartcard Profile KeyID type as defined in [XBS DRM extensions-v1.1].
As defined in 6.8.2.1, 
the PermissionIssuerURI is signalled in the KeyIssuerURL field of the Key Info Box (‘obki’), and is used to acquire appropriate permissions.
The STKM message MAY be included in the Key Info box.In this case the STKMPresent flag is set to true. The TBKPresent flag and TBKIssuerURLPresent flag indicates the inclusion of Terminal Binding Key and TBKIssuerURL if Terminal Binding Key is used. 
For integrity protection, an OMADRMSignature MAY be included in the Mutable DRM Informationbox (‘mdri’) of the DCF segment file as defined in 9.4.1.

The file is transmitted in a FLUTE carousel and the same key value of the TEK SHALL be used during the whole time the file is transmitted using the same TOI in an ongoing FLUTE session.
In case the Representation is delivered over interaction channel, Media Segments are delivered over HTTP. The use of DCF files MAY be used as for described above for the broadcast channel delivery. 
6.15.2 Protection of Dynamic Adaptive Streaming Services using CENC
The Common ENCryption protection scheme (CENC) has been defined by MPEG in [MPEG-CENC] to enable decryption of the same ISOBMFF file using different Key Management Systems. It specifies encryption parameters that can be applied by a scrambling system and key mapping methods using a common Key IDentification (KID) to be used by different Key Management Systems such that the same encrypted version of a file can be combined with different Key Management System proprietary information for licensing and key retrieval stored in Protection System Specific Header box (‘pssh’). The Key Management System for each ‘pssh’ box is identified by the SystemID in that box. For live services using key rotation, MPEG has specified the use of CENC with key rotation in an amendment of [MPEG-CENC]. This amendment is described in [MPEG-CENC-KeyRot]
  This section defines Smartcard Profile specific extensions that are required to use the Common ENCryption scheme defined in [MPEG-CENC] and [MPEG-CENC-KeyRot].
BCAST Terminals that implement a DASH client SHALL implement the Common ENCryption as defined in [MPEG-CENC] and [MPEG-CENC-KeyRot] with the specific addition defined in this specification for the Smartcard Profile. Guidelines for implementation proposed by DASH Industry forum in DASH264 Interoperability Points [DASH264] and related to DRM aspects (section 4 of [DASH264]) SHOULD also apply. 
BCAST Server MAY implement the Common ENCryption as defined in [MPEG-CENC] and [MPEG-CENC-KeyRot]. BCAST Servers that implement CENC SHALL implement the specific addition defined in this specification for Smartcard Profile. Guidelines for implementation proposed by DASH Industry forum in DASH264 Interoperability Points [DASH264] and related to DRM aspects (section 4 of [DASH264]) SHOULD also apply.
6.15.2.1 Metadata defined by CENC (INFORMATIVE)
The metadata defined by Common ENCryption Scheme are boxes that complement the ISOBMFF file and are presented in the table below:
	Box
	Full name 
	Comments
	Where is defined
	Addition for Smartcard profile

	moof
	Movie fragment box
	One ‘moof’ box for each fragment in each stream
	[[ISO-14496-12]]
	

	moov
	Movie box
	One ‘moov’ box per elementary stream. 1 for each video stream, 1 for the audio stream
	[[ISO-14496-12]]
	

	pssh
	Protection System Specific header box
	specific key management systems proprietary information for licensing and key retrieval 
	[MPEG-CENC]
	6.15.2.3

	saio
	Sample Auxiliary Information Offsets box
	Contains the offsets of the IVs and encryption data
	[MPEG-CENC]
	

	saiz
	Sample  Auxiliary Information Sizes box
	Contains the size of IVs and encryption data
	[MPEG-CENC]
	

	schi
	Scheme Information box
	Contains any information the encryption system needs.
	[MPEG-CENC]
	

	schm
	Scheme Type box
	Identifies the protection scheme
	[MPEG-CENC]
	

	seig
	CENC Sample Encryption Information Group Entry box
	Contains the same information contained in ‘tenc’ box in segments for key rotation
	[MPEG-CENC]
	

	sinf
	Protection Scheme Information box
	Container where information required to understand the encryption , its parameters and type and location of key management system
	[[MPEG-CENC]
	

	stsd
	Sample Descriptions box
	Contains codec types, initialization etc
	[[ISO-14496-12]]
	

	tenc
	Track encryption box
	Contains default encryption parameters: key identifier, IV and encryption flag
	[MPEG-CENC]
	


The box hierarchy is the following:

· In the ‘moov’ box: 

· one or more ‘pssh’ boxes 

· in ‘trak::mdia::minf::stbl::stsd’: 

· the ‘sinf’ box that contains: 
· the ‘schm’ box 

· the ‘schi’ box that contains:
· the ‘tenc’ box 

· In the ‘moof’ box: 

· in the ‘traf’ box:  

· the ‘saiz’ box 
· the ‘saio’ box 
· if using key rotation, the ‘sbgp’ box 
· if using key rotation, the ‘sgpd’ box that contains: 

· the ‘seig’ box 

The Protection System Specific Header box MAY be included for live services in the Movie (‘moov‘) (in Initialization Segment) and/or Movie Fragment (‘moof‘) ( for key rotation). For On-Demand services , the Protection System Specific Header box SHALL be included in movie box. It is shown in the figure below:
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This box is defined in section 8.1 of [MPEG-CENC] amended by [MPEG-CENC-KeyRot] and contains information needed by the Key Management System to play back the content, such as decryption key acquisition information, PermissionIssuer URL for service key acquisition. There is a ‘pssh’ box for each Key Management Systems supported.

For each protected track, the Content Protection scheme is signalled in the associated Sample Description box (‘stsd’) in the Protection Scheme Information box (‘sinf’).

The CENC scheme is signalled in the Protection Scheme Information Box (‘sinf’) which contains a Scheme Type Box (‘schm’). The Sample Description box for CENC is shown in the figure below:
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For live content the Common ENCryption with key rotation as defined in [MPEG-CENC-KeyRot] [51] is used. In this case the Protection Scheme Type is ‘cbc1’ instead of ‘cenc’ in ‘schm’ box.
The Protection Scheme Information box (‘sinf’) contains also a Scheme Information box (‘schi’) which contains a Track Encryption box (‘tenc’) describing the default encryption parameters for the track (Default_IsEncrypted, Default_IV_size, Default_KID). The default values for the encryption parameters are used when the entire track is encrypted using a single key identified by the default_KID. 
CENC allows also groups of samples of a track to be encrypted with different keys, or a mix of clear and encrypted contents. In this case the encryption parameters are included in a CencSampleEncryptionInformationVideoGroupEntry (‘seig’) or CencSampleEncryptionInformationAudioGroupEntry (‘seig’) depending on the type of the track (Video or Audio). The ‘seig’ box is included in the SampleGroupDescription box (‘sgpd’)
For encryption of individual media sample, Initialization Vector associated to that encrypted sample in a protected track is included in the Sample Auxiliary Information (CencSampleAuxiliaryDataFormat) referenced by ‘saiz’ and ‘saio’ boxes.
The ‘tenc’ and ‘pssh’ information is in the content file or Initialization Segment but can also be included in the MPD as defined in section10.5. 
The inclusion of the information in the MPD instead of the content file allows faster parsing, earlier access and addition of DRMs without content modification.
6.15.2.2 KID/TEK ID mapping for Smartcard Profile 
1.1.1 When the CENC encrypted DASH service is used exclusively with Smartcard Profile KMS, the KID defined by CENC shall identify the traffic encryption key defined by the Smartcard Profile. In this case this KID defined in  [MPEG-CENC] and [MPEG-CENC-KeyRot] SHALL follow rules defined for TEK ID in Smartcard Profile and SHALL be the base64 encoded concatenation of 0x00 (7bytes) || (Key Domain ID (3 bytes) || SEK/PEK ID (4 bytes) || TEK ID (2 bytes), where the seven “0x00” bytes have been added to reach the 16-bytes KID length defined by CENC. This is referred in the rest of the document as Implicit Mapping.
When CENC uses a common Key IDentification (KID) to be used by different KMS such that the same encrypted version of a file can be combined with different KMS, a mapping between the KID transmitted in boxes defined by [CENC] such as ‘tenc’, and the Traffic Key identifier in the STKM SHALL be available. This mapping is transmitted in the data field of the ‘pssh’ box. This is referred in the rest of the document as Explicit Mapping.
DASH client in the Terminal SHALL use this mapping information in the ‘pssh’ to retrieve the corresponding TEK to decrypt the content. This key is identified by KID in the media content, and received through STKM, where it is identified by Key DomainID, SEK/PEK ID and TEK ID.
6.15.2.3 Smartcard Profile Protection System Specific Header 
The Key Management System associated to the ‘pssh’ box is identified in ‘pssh’ by the SystemID.  
For Smartcard Profile, the SystemID UUID for the Protection System Specific Header box is 
schemeIdUri = “urn:uuid:xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx (to be registered at http://dashif.org/identifiers/). 

As defined in [MPEG-CENC-KeyRot], the ‘pssh’ box contains the list of KID (Key IDentifier) for which the data field containing KMS specific data applies to. For Smartcard Profile, this list is used also for the mapping between KID and TEK ID as explained in section 6.15.2.2 above. If this mapping is needed (Explicit Mapping), at least one KID SHALL be present in the list. 
The data field of the ‘pssh’ is defined below for Smartcard Profile. 

The ‘pssh’ data field for Smartcard Profile contains 
· The list of STKM TEK ID mapping the list of KID

· The Permission Issuer URL for subscription and LTKM delivery
· The Terminal Binding Key  and TBK Issuer URL if necessary and 

· Optionally the STKM message.
aligned (8) class OMABCASTPsshDataBox extends FullBox('obpd
', version, flags) {


bit(1) KeyIssuerPresent;



// indicates that the key issuer URL is present



bit(1) STKMPresent;



// indicates that the STKM is present (only to be used for DCF)



bit(1) TBKPresent;




// indicates that the TerminalBindingKey information is present



bit(1) TBKIssuerURLPresent;



// indicates that the TBK issuer URL for TBK  is present


bit(1) STKM_KIDListPresent;



// indicates that the STKM_KID table  is present for Explicit Mapping


bit(3) rfu;





// reserved for future use


if(STKM_KIDListPresent) {



unsigned int (32) KID_count




unsigned int(8) STKM_KIDType;


// indicates the type of key id transmitted in the STKM



unsigned int(8) STKM_KIDLength; 



// STKM KID length in bytes 



for (i=0;i<KID_count;i++){





byte STKM_KID[];



// key_id transmitted in the STKM



}


}









if(KeyIssuerPresent) {




unsigned int(16) KeyIssuerURLLength; 

// KeyIssuer URL field length in bytes




char KeyIssuerURL[];


// KeyIssuer URL string



}


if (STKMPresent) { 









unsigned int(16) STKMLength;
 
// STKM field length in bytes




byte STKM[];



// STKM


}


if (TBKPresent) { 







unsigned int(32) TBK_ID; 


// TerminalBindingKeyID



if (TBKIssuerURLPresent){





unsigned int(16) TBKIssuerURLLength; 
// TBK Issuer URL field length in bytes





char TBKIssuerURL[];

// TBKIssuer URL string





}


}
} 

The OMABCASTPsshDataBox fields are described in Table 1.

Table 1: OMABCASTPsshDataBox fields

	Field name
	Type
	Purpose

	KeyIssuerPresent
	bit
	indicates that the key issuer URL is present

	STKMPresent
	bit
	indicates that an STKM is present 

	TBKPresent
	bit
	indicates that the TerminalBindingKey information is present

	TBKIssuerURLPresent
	bit
	indicates that the TBK issuer URL for TBK is present

	STKM_KIDListPresent
	bit
	indicates that the STKM_KID table  is present . This is the case for Explicit Mapping. For Implicit Mapping this table is not used and this flag is then set to FALSE

	KID_count
	unsigned int(32)
	Indicates the number of STKM_KID entries in the following table. This KID_count SHALL have the same value as the KID_count of the KID list included in the ‘pssh’(optional)

	STKM_KIDType
	unsigned int(8)
	type of STKM_KID. The STKM_KIDType is defined in [XBS DRM extensions-v1.1] for ‘obki’ box as KeyType field. For Smartcard Profile the value is 0x01. (optional)

	STKM_KIDLength
	unsigned int(8)
	length of the STKM_KID in bytes(optional)

	STKM_KID
	byte[]
	value of STKM_KID. This STKM_KID table SHALL map to the KID table in the ‘pssh’ box and STKM_KID sequence SHALL correspond to the KID sequence, i.e. STKM_KIDn maps to KIDn for n from 1 to KID_count (optional)

	KeyIssuerURLLength
	unsigned int(16)
	length of the KeyIssuerURL (optional)

	KeyIssuerURL
	char[]
	Key Issuer URL (optional)

	STKMLength
	unsigned int(8)
	length of the STKM in bytes (optional)

	STKM
	byte[]
	STKM (optional)

	TBK_ID
	unsigned int(8)
	TerminalBindingKeyID(optional)

	TBKIssuerURLLength
	unsigned int (16)
	TBK Issuer URL field length in bytes(optional)

	TBKIssuerURL
	char[]
	TBKIssuerURLstring(optional)


The STKMpresent flag MAY be set to true and the MIKEY STKM message included in the ‘obpd’ box only if all the Media Segments of the Representation or fragment related to the current ‘pssh’ box are encrypted with one key. 
6.15.3 Protection of Dynamic Adaptive Streaming Services using Segment Encryption and Authentication
Change 8:  Add CENC and SEA encryption protocols in the section 7

7.2 Constant Values

TKM_ALGO_IPSEC

0

TKM_ALGO_SRTP

1

TKM_ALGO_ISMACRYP 
2

TKM_ALGO_DCF

3
TKM_ALGO_NULL

4
TKM_ALGO_CENC_CTR
5
TKM_ALGO_CENC_CBC1
6
TKM_ALGO_SEA_CBC

7
TKM_FLAG_FALSE

0

TKM_FLAG_TRUE

1

7.3 Coding and Semantics of Attributes

protocol_version – indicates the protocol version of this STKM.

The device SHALL ignore messages that have a protocol_version number it doesn’t support. The value of the protocol_version of this message is set to 0x0 (i.e. the original format). 

Note: If set to 0x0 the format specified in this version of the specification is used. If set to anything else than 0x0, then the format is beyond the scope of this version of the specification.

protection_after_reception – 2-bit field defining the required protection beyond the Service Protection. In the case of the Smartcard Profile, these bits are ignored by the Smartcard. The coding of these bits is defined in the following table:

Table 2: Protection_after_Reception Values

	Value
	Description

DRM Profile
	Description

Smartcard Profile

	0x00
	Content Protection

Content only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, unless such access is explicitly permitted by the GRO / permissions_category.

Only the explicitly allowed types of consumption as defined in Generalized Rights Objects (GROs) that the device has for this service or program are permitted (taking also into account the impact of permissions_category value, if included in the STKM). 

An example permission in GROs is‘'Acces’' for the immediate rendering of the service or program.

If a GRO has explicit permissions / constraints, then these SHALL be respected, without taking into account the protection_after_reception value.
	same as 0x01 described below



	0x01
	Content Protection with Implicit Direct Rendering Permission

Content only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, unless such access is explicitly permitted by the GRO / permissions_category, but: 

· Direct rendering is implicitly allowed.

No Generalized Rights Object is required in the device for direct rendering; a GRO with only the service or program key but without any permissions is sufficient.

The device needs to have an GRO with the appropriate permissions (and possibly constraints) for any other type of consumption.

If a GRO has explicit permissions / constraints, then these SHALL be respected, without taking into account the protection_after_reception value.
	Content Protection with no possible use of digital output links

Content only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear. 

Two types of consumption are allowed, if appropriate SEK/PEK is present in the secure function:

· Direct rendering 

· Playback of protected recordings of this service or program or protected files

The above two types of consumption SHALL NOT be made available over digital output links.

LTKMs provide keys for access to live content, broadcast files and recordings.

When using GBA_U, recordings SHALL include STKMs. These SHALL be sent to the Smartcard for processing during playback.

	0x02
	Content Protection with Implicit Direct Rendering Permission and Playback of Protected Recording

Content only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, unless such access is explicitly permitted by the GRO / permissions_category, but implicitly, two types of consumption are allowed:

· Direct rendering, and

· Unlimited play back of protected recordings of this service or program or protected files

The above two types of consumption may also be made available over appropriately protected digital output links (see Error! Reference source not found. for examples).

If the protection_after_reception flags are not available for a protected recording, the device SHALL assume that they have the value 0x1 for that recording.

If a GRO has explicit permissions / constraints, then these SHALL be respected, without taking into account the protection_after_reception value.
	Content Protection and possible use of protected digital output links

Content only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, but implicitly, two types of consumption are allowed, if appropriate SEK/PEK is present in the secure function:

· Direct rendering, and

· Playback of protected recordings of this service or program or protected files. 

The above two types of consumption may also be made available over appropriately protected digital output links (see Error! Reference source not found. for examples).

LTKMs provide keys for access to live content, broadcast files and recordings.

When using GBA_U, recordings SHALL include STKMs. These SHALL be sent to the Smartcard for processing during playback.

	0x03
	Service Protection

Content available to terminals with the Service Protection or Content Protection function.

This specification does not impose any protection measures for the content after the removal of service protection.

If a permissions_category value is included in the STKM, it SHALL be set to 0xFF to allow exporting in plaintext.

Note that for e.g. legal or other reasons, the device still might have to protect the content in some way.

GROs provide keys for access to live content and broadcast files.
	Service Protection

Content available to terminals with the Service Protection or Content Protection function. 

This specification does not impose any protection measures for the content after the removal of service protection.

Note that for e.g. legal or other reasons, the device still might have to protect the content in some way.

LTKMs provide keys for access to live content and broadcast files.

	Note: For the DRM profile, the creation of protected recordings, except for the protected format specified by the SAVE permission, is always allowed, because the play-back (or any consumption in general) is governed by GROs or LTKMs, or by the implicit play-back of protected recordings right when the protection_after_reception field has the value 0x02.


traffic_protection_protocol – defines the protocol used for the encryption and authentication of traffic:

	TKM_ALGO_IPSEC
	IPsec ESP (transport mode; encryption: AES-128-CBC [key length 128]; authentication: HMAC-SHA1-96 [key length 160] or NULL).

	TKM_ALGO_SRTP
	SRTP (encryption: AES_128_CTR [key length 128]; authentication: HMAC-SHA1-80 [key length 160] or NULL).

	TKM_ALGO_ISMACRYP
	AU encryption (encryption: AES_128_BYTE_CTR [key length 128] (refer to [XBS DRM extensions-v1.1] for details); SRTP authentication: HMAC-SHA1-80 [key length 160] or NULL).

	TKM_ALGO_DCF
	DCF encryption (encryption: AES-128-CBC [key length 128]; authentication: HMAC-SHA1-80 [key length 160])

	TKM_ALGO_NULL
	The Content is sent with a NULL encryption (non-encrypted). The KEMAC field of the STKM message SHOULD contain no key.

Note: For BCAST1.1, the NULL encryption SHALL be used for Smartcard-Centric Audience Measurement only.

	TKM_ALGO_CENC_CTR
	CENC encryption using CTR mode (encryption: AES-128-CTR [key length 128]; 64-bit or 128-bit IV)  

	TKM_ALGO_CENC_CBC1
	CENC encryption using CBC mode (encryption: AES-128-CBC [key length 128]; 128-bit IV)  

	TKM_ALGO_SEA_CBC
	Segment Encryption and Authentication (encryption: AES-128-CBC [key length 128]; authentication: Digest: SHA-256; Signature: HMAC-SHA1) 

	Other values
	Reserved for future use


Whether or not authentication is used depends on <traffic_authentication_flag>.

traffic_authentication_flag – defines whether or not the traffic is authenticated:

	TKM_FLAG_FALSE
	Traffic authentication is not used.

	TKM_FLAG_TRUE
	Traffic authentication is used, and the algorithm depends on <traffic_protection_protocol>.


Note: For Common ENCryption traffic authentication is not used.
access_criteria_flag – indicates whether or not access criteria are defined for the program:

	TKM_FLAG_FALSE
	No access criteria are defined, implying that the terminal is allowed to access program without further restrictions (provided the necessary keys are available to the terminal).

	TKM_FLAG_TRUE
	Access criteria are defined, implying that the terminal is allowed to access the program only if the specified access criteria are met.


Access criteria cannot change during a program, i.e. as long a PEK is valid.

traffic_key_lifetime – is the lifetime of the Traffic Encryption Key, relative to the first occurrence of an SPI or MKI.

If <traffic_key_lifetime> is n, then the actual lifetime is 2n seconds.

Note: Although the allowed values for the traffic_key_lifetime span from seconds to hours, service providers should not use TKM key material to realize long term key functionality. The TKM messages should be considered and used strictly for short-term key signalling.  Also, the lifetime of traffic keys should be considerably shorter than the lifetime of service keys and program keys, to avoid users receiving the service or PPV event (encrypted with traffic keys) even after their service key or current program key has expired.

The following scenario may help in explaining the note.  The field "next_encrypted_traffic_key_materia" maybe present in the STKM.  The field is encrypted with the current Service Key or current Program Key.  If someone subscribes to a service, or someone purchases a PPV event, then the person obtains both the current TEK and the next TEK.  At the end of the service period, or the end of a PPV event, this means that the person has also a TEK for the next service period or the next PPV event.  If the person stops subscription at the end of the current service period or the end of the current PPV event, then the person still has access to the first TEK of the next service period or next PPV event.  When the maximum TEK lifetime is 1.5 minutes, a subscriber can at most have 1.5 minutes of unauthorized content, which may not be considered to be excessive.  If the traffic_key_lifetime becomes 2 hours, then the subscriber may have excessive access to unauthorized content, especially in the case of PPV events, because the person now may have 2 hours of unauthorized content.

The TEK can be changed frequently to mitigate the risk of end-users posting the key via the interactive channel so that non-members can download that key.  The cost of the attack, i.e., extracting the key, and uploading and downloading the key should be made to be more expensive than the cost of BCAST service/content.  The frequency of change depends on the value of the BCAST service/content.  For high-value PPV content, the TEK SHOULD be changed frequently whereas for low-value content, the TEK MAY be changed infrequently.  The exact frequency is a configurable value and does not have impact on interoperability.  The option to include two consecutive keys into one STKM, using next_encrypted_traffic_key_material, should be executed with care, since it allows the end user in any case to access service for 2*traffic_key_lifetime.

In the case when a Program Event is available either through subscription or as a PPV event, a STKM containing the next TEK at the end of a PPV program would allow a PPV user to view part of the next PPV event that corresponds to the next TEK.  In this case, if next_encrypted_traffic_key_material is used, it SHOULD be utilized with sufficiently short Traffic Key lifetimes so as not to provide PPV users with free access to a PPV event that has not yet been purchased.

The actual duration of the crypto period SHALL be strictly shorter than the defined lifetime of the traffic key material. Typically, an SPI or MKI appears for the first time implicitly, when the “next” traffic key material is included in a STKM. Any safety margins to cope with network and transmission delays SHALL be added by the network. A typical value for the lifetime could be three times the crypto period.

The maximal value for the crypto period duration is in practice slightly shorter than the TEK lifetime, because the TKM will include the “current” and “next” traffic key material before a change of crypto period, to allow the devices to set up the security associations.

After the lifetime has expired, the security association containing the TEK can be safely deleted by the terminal. This may help managing the security association database in the terminal or enable other optimizations.

The maximum value for the TEK lifetime is defined mainly in order to have a strict upper bound for the effect of the “sneak post view” problem: the next traffic key material is distributed under the current PEK, and allows viewers to view a program during the next crypto period. Should this possibility still be of a concern, the network MAY choose a shorter crypto period than the maximum value, or, during the crypto period where the current program ends and a new program starts, choose to distribute the current and the next traffic key material in separate STKMs, encrypted with their respective PEKs.

number_of_access_criteria_descriptors – indicates the number of Access Criteria Descriptors.
Change 9:  Add CENC and SEA encryption protocols in the section 9

9.5 Common ENCryption
For protection of DASH content MAY use CENC as defined in section 6.15.2. 
In this case two types of encryption are defined:

· The Common ENCryption using the AES-128-CTR encryption, that will be used preferably for On-Demand services, and defined in [MPEG-CENC]
· The Common ENCryption using the AES-128-CBC and key rotation that will be used preferably for live services where the encryption key is changed regularly. This type of encryption is defined in [MPEG-CENC-KeyRot]
9.5.1 Common ENCryption using CTR mode
As defined in [MPEG-CENC], the scheme ‘cenc’ describes two elementary stream encryption formats, full sample encryption and subsample encryption. Full sample encryption is where the entire sample is encrypted as a single encryption unit whereas subsample encryption is where the sample is broken into smaller units each containing a clear area and an encrypted area.
The initialization vector (IV) values for each sample are located in the Sample Auxiliary Information associated with the encrypted samples and MAY be of 64-bit (8 bytes) or 128-bit (16 bytes) size. 
No Authentication is proposed associated with CENC.

The Traffic encryption key used is identified in the ISOBMFF file in the ‘tenc’ box or ‘seig’ box by KID as explained in 6.15.2. Identification of traffic key transmitted in STKM MAY differ and in this case the mapping between KID and STKM_KID is signaled in the ‘pssh’ box as explained in 6.15.2.
Refer to [MPEG-CENC] for further details.
9.5.2 Common ENCryption using CBC mode

[MPEG-CENC-KeyRot] defines the ‘cbc1’ Protection Scheme that uses the Advanced Encryption Standard using 128-bit keys in Cipher-block chaining mode (AES-CBC-128). For Encrypted AVC Video Tracks, [MPEG-CENC-KeyRot] defines a scheme which defines a NAL unit based encryption scheme to allow access to NAL units and unencrypted NAL unit headers in an encrypted AVC stream. A simple sample-based encryption scheme is also defined.
This ‘cbc1’ scheme has been defined for live services where the key changed regularly during the media consumption.
The initialization vector (IV) values for each sample are located in the Sample Auxiliary Information associated with the encrypted samples and SHALL be of 128-bit (16 bytes) size. 

Refer to [MPEG-CENC-KeyRot] for further details
Change 10:  Add sub-section 10.5 in Signaling section 10 for the CENC signaling in MPD

10.5  Signalling of CENC in the MPD 
A ‘ContentProtection’ element has been defined in the MPD as described in [MPEG-DASH] to identify the content protection scheme. This ‘ContentProtection’ element defined by [MPEG-DASH] MAY contain extension attribute and elements, such that KMS specific information such as encryption algorithm, key distribution scheme employed MAY be included to enable the Terminal to determine whether it can possibly play the protected content. 
The signalling of CENC scheme with this ‘ContentProtection’ element MAY be performed in a Generic Content Protection Descriptor or a KMS-specific Content Protection Descriptor as described in [DASH264]. 

The Smartcard Profile specific Content Protection Descriptor is defined as followed:
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ContentProtection
	E
	
	
	Specific ‘ContentProtection’ element of MPD for Smartcard profile
Contains the following attributes:

schemeIdUri
value

Contains the following elements:
KidList
PsshData

STKMRef
	

	schemeIdUri
	A
	NM/

TM
	1
	Value: “urn:uuid:xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx (to be registered at http://dashif.org/identifiers/).
	uuid

	value
	A
	NM/TM
	1
	For Smartcard Profile and for this version of the spec the value is 
OMA_BCAST_SCP:v1.3
	string

	KidList
	E1
	NM/TM
	0..N
	Identifies the KID that the PsshData field applies to. It is used for the mapping with the STKM_KID contained in the PsshData field.
	unsignedInt

	PsshData
	E1
	NM/TM
	0..1
	Data field of the ‘pssh’ box as defined in section 6.15.5.3 containing the KMS specific parameters, i.e. STKM_KID table, KeyIsssuerURL, STKM, TBK and TBKIssuerURL

	Base64Binary

	STKMLocation
	E1
	NM/TM
	0..1
	Contains the following elements
Http
Flute

Udp

	

	Http
	E2
	NM/TM
	0..1
	Contains the following attributes

urlTemplate
kidType
alternativeUrl
	

	urlTemplate
	A
	NM/TM
	0..1
	Contains the template of the URL where the STKM MAY be requested. If this attribute is present, the URL used to find the STKM is as follow:

“@urlTemplate value”?ID=index

Where index is the STKM_KID or KID value depending on the @kidType value 
	anyURI

	kidType
	A
	NM/TM
	0..1
	Type of KID used for the URL construction

0: STKM_KID

1: KID (CENC Key Identifier)

2-255: reserved for future use
This attribute is present only if @urlTemplate is present
	unsignedByte

	alternativeUrl
	A
	NM/TM
	0..1
	This alternativeURL is used when @urlTemplate attribute is absent and contains the explicit URL where the STKM can be requested. 
	anyURI

	Flute
	E2
	NM/TM
	0..1
	Contains the following attributes
ipAddress

port

srcIpAddress
transmissionSessionID
hasFDT
transmissionObjectID
contentLocation
	

	ipAddress
	A
	NM/TM
	1
	Destination IP address of the target delivery session
	string

	port
	A
	NM/TM
	1
	Destination port of target delivery session
	unsignedShort

	srcIpAddress
	A
	NM/TM
	0..1
	Source IP address of the delivery session

In case source specific multicast scheme is applied in the transmission, then the 'srcIpAddress' attribute SHALL have as its value the IP address found in the IP-packets belonging to the IP-stream in question.

In case this attribute is omitted, there SHALL only be one source IP address from which the file delivery session originates which is defined by the combination of destination IP address, port and transmission session ID given.
	string

	transmissionSessionID
	A
	NM/TM
	1
	This is the Transmission Session Identifier (TSI) of the session at ALC/LCT level
	unsignedShort

	hasFDT
	A
	NO/TM
	0..1
	If FDT is transmitted in the transport session delivering the STKM, this attribute SHALL be set to "true". Otherwise this attribute SHALL be set to "false". The default value of this attribute is "true".

If this element is set to "false", 

(1)the FEC parameters related to transport objects delivering SGDUs in the transport session SHALL be signalled using EXT_FTI[RFC 3926]

(2) the optional compression of SGDUs SHALL be signalled using EXT_CENC [RFC 3926]. Note that EXT_CENC was originally defined in [RFC 3926] for signaling the encoding of the FDT, but is assigned to a different usage in this specification for the specific case of SGDU delivery directly using ALC.
	boolean

	transmissionObjectID
	A
	NM/TM
	1
	The Transport Object ID of the STKM. If ‘hasFDT’ is assigned with value ‘true’, then the value of ‘transportObjectID’ SHALL match the value of the TOI paired in the FDT instance with the ‘Content-Location’ having as its value the value of the ‘contentLocation’ attribute below.
	positiveInteger

	contentLocation
	A
	NM/TM
	0..1
	The location of the STKM. It corresponds to the ‘Content-Location’ attribute in the FDT.

If and only if attribute ‘hasFDT’ is instantiated, SHALL this attribute be instantiated.
	anyURI

	Udp
	E2
	NM/TM
	0..1
	Provides IP multicast address and port number for reception of STKM over the broadcast channel. 

Contains the following attributes:

port

address 
	

	port
	A
	NM/TM
	1
	STKM Message delivery UDP destination port number; delivery over Broadcast Channel.
	UnsignedShort

	address
	A
	NM/TM
	1
	STKM Message delivery IP multicast address; delivery over Broadcast Channel.
	string

	
	
	
	
	
	


The pssh parameters MAY be included in the MPD. This is useful to allow the rights evaluation to receive the content, the key identification and retrieval before availability of the Initialization Segment.  For live and On demand services, when a DASH client in the Terminal finds ‘PsshData’ element in the MPD, it SHALL take precedence over a ‘pssh’ box contained in the Initialisation Segment in the ‘moov’ or ‘moof’ boxes.
The ‘ContentProtection’ element for Smartcard Profile contains also the signalling of the location of the STKM.STKM MAY be delivered using 
· HTTP protocol and in this case the URL is signalled in the ‘Http’ element, or 
· over Flute in the same flute channel as the content and then the Transmission Session and Transmission Object Identifier is signalled in the  ‘Flute’ element, or

· on UDP using multicast and in this case the multicast address and port is signalled in the ‘Udp’ element
Carriage of ‘tenc’ parameters in the MPD is for the same reason useful. As ‘tenc’ parameters are common to all KMS signalled in the content, these parameters SHALL be included in the Generic Content Protection Descriptor as described in [DASH264]
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