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1 Reason for Change

This CR introduces a new command for the BSD/A to retrieve through the BSM  the KMS specifc ‘pssh’ data of DASH-content to be included either in ‘pssh’ box of the DASH-formatted content or in the associated MPD.  
This command is similar to the STKM request defined on this interface BSD/A – BSM (SP-4) and contains the GlobalService ID, GlobalContentID, the KID list. The pssh response contains the associated pssh data containing the mapping of Key identifiers.
2 Impact on Backward Compatibility
No backward compatibility issues.
3 Impact on Other Specifications

No impact
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to the group to accept the change proposed in this contribution.

6 Detailed Change Proposal

Change 1:  Change in  section 13.1.2. add a new section 13.1.2.5 Pssh Delivery 
5.2.1.1 Pssh Data Delivery

This paragraph describes the delivery of KMS specific Pssh data from the BSM to the BSD/A over interface SP-4 in case Common ENCryption is used to encrypt the content. The Pssh data delivered from the BSM to the BSD/A can be sent to Terminal integrated in the ISOBMFF ‘pssh’ box of the DASH Segment as described in section xxx or in the MPD as described in section xxx.
5.2.1.1.1 Message Flows from BSM to BSD/A

Tags are defined in the following table to identify a type of each message. 

The PsshData Request message is sent by the BSDA to the BSM and the Response with the Delivery of the pssh data field by the BSM to the BSD/A. The PsshData request for a specific content or fragment SHALL be sent after the corresponding STKM request. The mapping and the STKM computation is done during the STKM Request. The PsshData request will just send back this mapping, PermissionIssuerURL, TerminalBindingKey and Terminal Binding Key issuer URL,  and eventually the STKM in the PsshData.
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Figure 20 – Message Flow between BSD/A and BSM for Delivery of psshData
	Tag
	Message Type
	Key

	40
	PsshData_Request
	KID

	41
	PsshData_Response
	Pssh Data field


5.2.1.1.1.1. PsshData Request 

This message is sent from the BSD/A to the BSM for the acquisition of the Short Term Key Messages.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PsshDaraRequest
	
	
	
	Request message for PsshData to be included in the ISOBMFF ‘pssh’ box of the encrypted DASH content or in the MPD.
Contains the following attributes


 tag


 version


 messageID


  destination


  source


  time

Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID


 SPPType


 KID
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	destination 
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	time
	A
	O
	0..1
	The time when this message is sent.  This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. Used if service protection is program based. Only GlobalContent ID which is related to the GlobalService ID is allowed. 
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed. 
	anyURI

	SPPType
	E1
	M
	1
	This specifies the type of the Service protection profile used by the BSM.

0 if service protection profile == DRM Profile

1 if service protection profile == Smartcard Profile

2-127 reserved for future use

128-255 reserved for proprietary use 
	unsignedByte

	KID
	E1
	M
	1..N
	Key Identifier: The list of key Identifiers used to identified the key to encrypt the service or program
Contains the following attributes:

              keyIdentifierLength


 keyIdentifier
	

	kidLength
	A
	M
	1
	key_identifier_length
	unsignedInt

	kid
	A
	M
	1
	The key identifier
	hexBinary


5.2.1.1.1.2. PsshData Response 

After the reception of the PsshData Request message, the BSM sends this message to the BSD/A for the delivery of PsshData. 
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PsshDataResponse
	E
	
	
	This message is the response to the PsshData Request message.

Contains the following attributes


 tag


 version


 messageID


 destination


 source


 status


 time

Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID


 PsshData
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	Key Request Message ID
	string

	destination
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	status
	A
	M
	1
	Indication of the reception status of PsshData Request Message. Global Status codes are used as specified in 0.
	unsignedByte

	time
	A
	O
	0..1
	The time when this message is sent.  This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the PsshData request message.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the PsshData request message.
	anyURI

	PsshData
	E1
	M
	1
	The base64Encoded PsshData field has defiend in section xxx to be integrated in the ISOBMFF ‘pssh’ box of the DASH segment or fragment or in the MPD as defined in section XXX
 
	Base64Binary
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