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1 Reason for Change

This CR specifies the use of MPEG Segment Encryption and Authentication in BCAST.
2 Impact on Backward Compatibility
No backward compatibility issues.
3 Impact on Other Specifications

No impact
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to the group to accept the change proposed in this contribution.

6 Detailed Change Proposal

Change 1:  add section 6.15.3  Protection of Dynamic Adaptive Streaming Services using Segment Encryption and Authentication
6.15.3 Protection of Dynamic Adaptive Streaming Services using Segment Encryption and Authentication

Segment encryption scheme as defined in [MPEG-SEA] specifies a standard encryption and key mapping methods that may be used when segment protection is needed. Encryption applies to segments. Signaling to identify the encrypted segments, the keys and IV is done from the MPD.
Segment Authentication is also defined in [SEA] and is independent to the Key management system used. It applies to BCAST Network and Terminal supporting [SEA].
BCAST Server and Terminal that support Segment encryption and Authentication SHALL support the key system defined in this specification and MAY support the key system defined in [SEA].
Change 2:  add section 9.6 for Segment Encryption and Authentication in the Encryption protocols section 9

9.6 MPEG Segment Encryption and Authentication
For protection of DASH segments BCAST servers MAY use Segment Encryption and Authentication as defined in section 6.15.3. 
9.6.1 Segment encryption
The type of encryption is signaled in the MPD in encryptionSystemUri attribute of the SegmentEncryption element contained in the ContentProtection element and SHALL be AES-128-CBC identified as urn:mpeg:dash:sea:aes128-cbc. The section 6.3.2 of [SEA] applies.
Initialization Vector used for this encryption is derived from Segment number as described in section 6.4.4 of [SEA], and may use a segment number or an encrypted segment number depending of the value of sea:SegmentEncryption.@ivEncryptionFlag value as described in section 6.4.4.2 of [SEA].
The sea:CryptoPeriod.@ivUri and sea:CryptoPeriod.@iv SHALL not be present in the sea:CryptoPeriod element.
The Master Salt in the STKM is not used and SHALL not be transmitted in the STKM.
9.6.2 Segment authentication
For Segment authentication, the section 7 of [SEA] applies.
Change 3:  add section 10.6 for the signalling of Segment Encryption and Authentication in the MPD

10.6  Signalling of Segment Encryption and Authentication in the MPD 
In case the Segment Encryption and Authentication defined by MPEG in [SEA] is used, the segment encryption and authentication is done in the MPD through the ContentProtection element as defined in section 5 of [SEA].
10.6.1 SegmentEncryption element
The SegmentEncryption element defined in section 5.1.2 of [SEA] applies with the following restrictions:
The Key management system used SHALL be one defined in this current specification and signaled by the value of the @keySystemUri attribute of the sea:SegmentEncryption element contained in the ContentProtection element defined for SEA as defined in [SEA]. 
urn:oma:drms:oma-bcast:kmstype

where kmstype is defined in table 34

Example for Smartcard profile using GBA-U  @keysystemUri = urn:oma:drms:oma-bcast:oma-bcast-gba_u-mbms
 The @keyLicenceUrl value SHALL be the permissionIssuerUrl where the service keys may be requested.
10.6.2 CryptoPeriod element

The CryptoPeriod element defined in section 5.1.3 of [SEA]applies with the following restrictions:
@iv and @ivUri attributes SHALL not be present and the IV derived from the segment number as explained in section 9.6.1.
@keyUri SHALL identify the TEK-ID used for the encryption and SHALL be in the form 
@keyUri = [protocol]:URI:objectId

ObjectId is optional and its presence depends on the protocol used.

· If STKM are delivered using HTTP protocol

@keyUri= http:stkmURL
· If STKM are delivered using udp protocol

@keyUri = udp:stkmStreamURL :TEK_ID

· If STKM are delivered using FLUTE protocol
@keyUri = flute:source_IP_address:TSI:TOI
10.6.2 CryptoTimeline element

When a highly regular pattern of cryptoperiods is used, the CryptoTimeline element is used as defined in section 5.1.4 of [SEA].
The @keyUriTemplate could be for example defined as KeyDomainID||SEK/PEKID. For a cryptoperiod CP(i,d), the @keyUri will be constructed with the @keyUriTemplate and $Number$=i=TEK_ID.
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