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1 Overview

OMA BCAST WG kindly thanks ETSI TISPAN WG7 for asking BCAST WG to send BCAST TSs for mobile broadcast security and is glad to provide references to the BCAST specifications for your review.
ETSI TISPAN WG7 has highlighted certain topics for our consideration in your LSs, and in our response, BCAST would like to point to the following BCAST technical specifications:
1. Developing an architecture for IPTV service protection 

The overall BCAST functional architecture and sub-architectures of the individual BCAST functions are specified in the BCAST Architecture Document (AD) [1]. You can find the BCAST Service Protection and Content Protection functional architectures in this document.
2. Definition of appropriate entities protecting IPTV-System delivering Unicast, Multicast and Broadcast media

You can find the required information in the BCAST AD [1] and the BCAST Specification of Service Protection and Content Protection [4].

3. Providing a framework for integration of multiple DRM-Systems

OMA BCAST specifies in [4] two profiles for Service Protection and Content Protection. 
· The “DRM Profile” is based on OMA DRM 2.0 [2] with extensions for broadcast services specified in [3].
· The “Smartcard Profile” is based on 3GPP (U)SIM and 3GPP2 ((R)-UIM/CSIM. 
4. Using appropriate Key management Systems 

BCAST specifies a 4-layer key hierarchy that is implemented differently in the two profiles. Please refer to [4] for details.
References

Note that all versions of the OMA BCAST specification documents can be found in the following directory: http://www.openmobilealliance.org/ftp/Public_documents/BCAST/Permanent_documents. Further note that all documents below except [2] are current drafts, to be re-published soon. The latest released versions of these documents can always be found under http://www.openmobilealliance.org/Technical/release_program/bcast_v1_0.aspx. 

[1] Mobile Broadcast Services Architecture, Draft Version 1.0. Open Mobile Alliance, http://www.openmobilealliance.org/ftp/Public_documents/BCAST/Permanent_documents/OMA-AD-BCAST-V1_0-20080424-D.zip 
[2] DRM Specification, Approved Version 2.0. Open Mobile Alliance, http://www.openmobilealliance.org/ftp/Public_documents/DRM/Permanent_documents/OMA-TS-DRM_DRM-V2_0_1-20080226-A.zip 
[3] OMA DRM v2.0 Extensions for Broadcast Support, Draft Version 1.0. Open Mobile Alliance, http://www.openmobilealliance.org/ftp/Public_documents/BCAST/Permanent_documents/OMA-TS-DRM_XBS-V1_0-20080522-D.zip
[4] Service and Content Protection for Mobile Broadcast Services, Draft Version 1.0. Open Mobile Alliance, http://www.openmobilealliance.org/ftp/Public_documents/BCAST/Permanent_documents/OMA-TS-BCAST_SvcCntProtection-V1_0-20080509-D.zip
2 Proposal

TISPAN WG7’s ongoing development of an appropriate IPTV service protection model is a very interesting topic from the OMA BCAST perspective.  BCAST WG kindly asks TISPAN WG 7 to keep us informed on your future work progress.

3 Requested Action(s)

None
4 Conclusion

OMA BCAST WG looks forward to continued cooperation with TISPAN WG7 on IPTV service protection..
With best regards,
Sung Oh Hwang

Chair, OMA Mobile Broadcast Service Working Group
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