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1 Overview

OMA BCAST WG and DRM WG thank 3GPP SA4 for informing us of the latest change on “Transparent end-to-end Packet-switched Streaming” and for asking our opinion. In general, BCAST WG and DRM WG are happy with the enhancement of PSS, and would like to indicate how this enhancement could eventually relate to OMA DRM and OMA BCAST enablers, and also to suggest some text clarifications on the enhancement itself (captured in the “Proposal” section).
3GPP SA4 CR S4-090948 hints that the Annex K of 3GPP PSS is now obsolete. Note however that entire sections of OMA DRM v2.0 and v2.1specifications (such as section 7.2 of DRM-DCF and sections C1.1 and C1.2 of DRM-DRM) are based on the Annex K of 3GPP PSS Rel 6, which in turn contains references to OMA DRM v2.0 enabler. OMA DRM v2.0 and v2.1 are published approved enablers, frozen to the addition or deletion of functionalities, and cannot be changed with respect to 3GPP PSS Annex K or Annex X.

On the other hand, we kindly inform 3GPP SA4 that the DRM WG is now working on a new 2.2 release of OMA DRM enabler. For this new release are planned enhancements on DRM-protected streaming as well as alignments of the PDCF File Format (defined in section 7.1 of DRM-DCF) with the Adapted PDCF defined in OMA BCAST enabler. Since those two formats are the baseline of a streaming protection method very similar to the ones defined in new PSS Annex X, the DRM WG pays much attention to this new Annex X, and may revisit the way OMA DRM v2.2 specifications are referencing 3GPP PSS Annexes (Annex K and/or Annex X).

The BCAST WG, now working on the final completion of BCAST 1.1 enabler, wondered also if the new PSS Annex X could be of interest for a future release of BCAST enabler. This might be, since so far OMA BCAST specifies security mechanisms for the protection of broadcast streams (either based on Smartcard profile or on DRM profile), but none for the protection of unicast streams. However we foresee already that such a work in BCAST might go beyond what defines new PSS Annex X:

· For service and content protection, OMA BCAST defines not only a DRM profile but also a Smartcard profile, each profile defining its own STKM format. So for a BCAST Smartcard profile terminal, the unicast key stream would carry Smartcard profile STKMs, not DRM profile STKMs.
· For a BCAST DRM profile terminal, the version of STKMs could be higher than 1.0

· For a BCAST DRM profile terminal, service_flag (and eventually also program_flag) in the STKM would probably be set.
· Switching between broadcast streams and unicast streams carrying similar content would demand special attention.
2 Proposal

We reviewed the new PSS Annex X, and would suggest some clarifications:

· Section X.1.3.3 could explicitly state that the BCAST STKM format is the one of BCAST DRM profile. Referencing section 5.5 of BCAST TS Service and Content Protection (SPCP) is certainly unambiguous, but one has to open this technical specification to figure out if the STKM format is the one of Smartcard profile or the one of DRM profile.

· In this section also, it is recommended to clarify if the STKM traffic_authentication_flag can eventually be set (and if not, if 3GPP PSS considers some authentication method other than BCAST TS SPCP section 9.3.2).
· Section X.2 (SDP signaling), could indicate how to populate the following SDP parameters

-
kmstype : should be 'oma-bcast-drm-pki'

-
bcastversion: should be '1.0'

-
baseCID / srvCIDExt: they are mandatory to be provided in case of BCAST DRM profile. Since in the new PSS Annex X, the service_flag in the STKM is not set, will these SDP parameters be present or not? Are they of some use to enforce the linkage between the unicast service and a Device RO ID?
· In section X.4.1 and 4.2, the ISMACrypKMSID parameter in the SDP has the same value “OMA2” for both DRM 2.0 and DRM 2.1. This should be clarified.

3 Requested Action(s)

BCAST WG and DRM WG kindly ask SA4 to consider our proposal.
4 Conclusion

OMA BCAST WG and DRM WG are looking forward to continued cooperation on this issue.
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