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1. Scope

Editor’s note: This section defines the scope of this enabler, i.e. of this specification document and the complementing documents. It should not overlap with chapter 4, Introduction. Text may be derived from WI description and charter.

2. References

The policy for reference lists is:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”, Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[BCAST FSD]
	“OMA BCAST File Distribution and Stream Distribution Specification for Mobile Broadcast Services”

[Note: should we have references to other BCAST Technical Specs, or do we assume the reference exist by context?]

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[OMA DM]
	“Enabler Release Definition for OMA Device Management v1.2”, OMA-ERELD-DM-V1_2_0

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

<< If doc includes normative material keep the next two paragraphs.  DELETE THIS COMMENT >>

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<< OR if doc is informative just keep the next line.  DELETE THIS COMMENT>>

This is an informative document, which is not intended to provide testable requirements to implementations.

<< If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  DELETE THIS COMMENT >>

	
	

	
	

	Service Item
	A generic name for service or service bundle, that is advertised in the Service Guide and can be ordered by the user. 

	Rights Object
	To be defined

	Rights Issuer
	To be defined


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	BSD/A
	BCAST service distribution/adaptation

	BSM
	BCAST Subscription Management

	BSP-C
	Broadcast service provisioning Client Function

	BSP-M
	Broadcast service provisioning Management Function

	CID
	Content ID

	IMEI
	International Mobile Equipment Identity

	RI
	Rights Issuer

	RO
	Rights Object


4. Introduction

<< From a market perspective...  

What can you do with this specification?

What problem does this solve?

How can this specification be applied?

Consider the target audience and provide deployment examples as possible.

DELETE THIS COMMENT >>

This specification, together with the other specification comprising the Mobile Broadcast Services Enabler, define a technological framework for the generation, management and distribution of mobile broadcast services over different broadcast distribution systems. This includes for example the description of such services (service guide), service and content protection, file and stream distribution, provisioning, personalization and interaction. The mobile broadcast services enabler comprises the following specifications: (list to be added). Adaptations to specific broadcast distribution systems are possible, and will be specified in one specification document per broadcast distribution system. Part of the enabler are adaptation specifications for DVB-H [reference], 3GPP MBMS [reference], and 3GPP2 BCMCS [reference].

In general, the availability of both broadcast channel and interaction channel are assumed for the BCAST enabler. However, both broadcast channel and interaction channel may be temporarily unavailable, for example due to lack of radio coverage. Further, devices without access to an interaction channel are possible within the BCAST architecture and specifications. However, such devices may have limited functionality. Optimizations for devices without interactive channel are optional to implement in devices with interactive channel and are optional to use (for details see the SCR tables).

5. Mobile Broadcast Services

<text>

5.1 Service Provisioning

This section describes the messages used in service provisioning between a connected device and the BSM. The proposed messages should be synchronized with the BCAST-AD once the AD work progresses further.
5.1.1 Protocol

All the messages defined below are XML documents. The XML Schemas are to be defined. The exact format of the parameters described below will be defined in XML schema and that will be submitted as a separate CR.
The Broadcast Service Provisioning Management function SHALL support HTTP POST to be used for service order requests over the Interactivity channel.

The Broadcast Service Provisioning Management function MAY support HTTPS POST to be used for service order requests over the Interactivity channel.

The Broadcast Service Provisioning Client function SHALL support HTTP POST and MAY support HTTPS POST for service order requests over the Interactivity channel.

The device needs to know the URL for HTTP or HTTPS sessions. It is expected that this is supported by information contained in the Service Guide.

Note: messages over MMS, SMS need to be specified.
5.1.2 HTTP Binding

Request messages are sent as HTTP content of type “application/xml”. A specific OMA-BCAST content-type should be defined. Responses are always sent as part of the “200 OK” response to the original request. The content type is “application/xml” if the response has only one payload, or “multipart/mixed” in case of multiple payload (e.g. if the response includes one or more ROAP triggers)**. In the latter case, the content type of a single payload of the multipart content will be “application/xml” for the messages defined here, and “application/vnd.oma.drm.roap-trigger+xml” for the ROAP triggers**.

5.1.3 Message Authentication

Message authentication will use the methods specified by the underlying protection mechanism.

5.1.4 Error Codes

The following table lists all the possible status codes for error case, and their applicability to each transaction. “X” means that the error code may be returned in the response to a particular request.

In the following paragraphs, “M” stands for “Mandatory” and “O” for “Optional”.

Table 1: Occurrence of Error Codes in Response Messages

	Code
	Error Situation
	Pricing
	Service Order
	Renewal
	Unsubscribe
	Token

	0
	Authentication Failed

This code indicates that the BSM was unable to authenticate the user or the device, which may be due to the fact that the user or the device is not registered with the BSM.

In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication.
	X
	X
	X
	X
	X

	1
	Service Item Unknown

This code indicates that the requested service item is unknown. This can happen e.g. if the device has a cached service guide with old information.

In this case, the user may re-acquire the service guide.
	X
	X
	
	
	

	2
	Device Not Authorized

This code indicates that the device is not authorized to get ROs from the RI, e.g. because the device certificate was revoked.

In this case, the user may contact the BSM operator.
	
	X
	X
	
	X

	3
	Device Not Registered

This code indicates that the device is not registered with the RI that is used for the transaction.

When this code is sent, the response message includes a registration trigger that allows the device to register.

In this case, the device may automatically perform the registration, and, if the registration is successful, re-initiate the original transaction.
	
	X
	X
	
	X

	4
	Server Error

This code indicates that there was a server error, such as a problem connecting to a remote back-end system.

In such a case, the transaction may succeed if it is re-initiated later.
	X
	X
	X
	X
	X

	5
	Device Error

This code indicates that there has been a device malfunction, such as a mal-formed XML request.

In such a case, the transaction may or may not (e.g. if there is an interoperability problem) succeed if it is re-initiated later.
	X
	X
	X
	X
	X

	6
	Charging Error

This code indicates that the charging step failed (e.g. agreed credit limit reached, account blocked) and therefore the requested RO cannot be provided.

The user may in such a case contact the BSM operator.
	
	X
	
	
	X

	7
	No Subscription

This code indicates that there has never been a subscription for this service item, or that the subscription for this item has terminated.

The user may in such a case issue a service request for a new subscription.
	
	
	X
	X
	

	8
	Operation not Permitted

This code indicates that the operation that the device attempted to perform is not permitted under the contract between BSM and user.

The user may in this case contact BSM operator and change the contract.
	X
	X
	X
	X
	X

	9
	Unsupported version

This code indicates that the version number specified in the request message is not supported by the network. 

In this case, the user may contact the BSM operator.
	X
	X
	X
	X
	X


5.1.5 Interactive service guide retrieval

5.1.5.1 Service Guide Request

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Interface
Version
	E
	M
	1
	Version of this interface supported by the terminal. The interface version number described by this specification is 1.
	Integer

	UserID
	E
	M
	1
	The user identity known to the BSM.
	String

	User
Language
	E
	O
	1
	The user’s preferred language. Response messages will be expressed in this language if possible. If unspecified, a system default is assumed.
	Two-letters code as defined in [RFC-3066].

	DeviceID
	E
	M
	1
	A unique device identification known to the BSM (e.g. the International Mobile Equipment Identity, IMEI).
	String

	BsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
	Integer

	BsdaInfo
Url
	E
	M
	1
	The URL through which the BSM can retrieve service information from BSD/A. Received by the device via the service guide.
	AnyURI

	Service
ItemID
	E
	M
	1..N
	Identifiers of the service items of which the user wants to know the price.
	String

	RequestID
	E
	O
	1
	Identifier for the Service Guide request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section 5.2.3.
	Base64-encoded binary


5.1.5.2 Service Guide Response

If the operation succeeded, the response contains the following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 2.
	Integer

	BsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
	Integer

	RequestID
	E
	O
	1
	Identifier for the corresponding Service Guide request message.
	Integer

	Service
Guide
Fragment
	E
	M
	1..N
	Service guide fragments containing information for the requested service items. The format is specified in Add reference to service guide specification.
	Complex Type

	Authentication
	E
	O
	1
	The message authentication, created as described in section 5.2.3.
	Base64-encoded binary


If the operation failed, the response contains the following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 2.
	Integer

	BsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
	Integer

	ItemWise
Status
Code
	E
	M
	1..N
	A list of item-specific error codes (see Table 2).
	Integer

	Service
ItemID
	A
	M
	1
	For each status code, the ID of the service item to which the particular error is related.
	String

	RequestID
	E
	O
	1
	Identifier for the corresponding Service Guide request message.
	Integer

	Authentication
	E
	O
	1
	The message authenticaton, created as described in section 5.2.3.
	Base64-encoded binary


.

5.1.6 Interactive service ordering

5.1.6.1 Service Request

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Interface
Version
	E
	M
	1
	Version of this interface supported by the terminal. The interface version number described by this specification is 1.
	Integer

	UserID
	E
	M
	1
	The user identity known to the BSM.
	String

	User
Language
	E
	O
	1
	The user’s preferred language. Response messages will be expressed in this language if possible. If unspecified, a system default is assumed.
	Two-letters code as defined in [RFC-3066].

	DeviceID
	E
	M
	1
	A unique device identification known to the BSM (e.g. the International Mobile Equipment Identity, IMEI).
	String

	RequestID
	E
	O
	1
	Identifier for the Service request message.
	Integer

	BroadCast
Bearer
	E
	O
	1
	Lists each broadcast bearer supported by the device. Defined values are “dvbh”, “mbms”, “bcmcs”. The device is allowed to include more identifiers, however depending on the bearers supported by the network they may be ignored.
	String

	Service
Protection
Protocol
	E
	O
	1
	Lists each service protection protocol supported by the device, including the mandatory ones. Defined values: “ipsec”, “srtp”. The device is allowed to include more identifiers, however depending on the protocols supported by the network they may be ignored.
	String

	Broadcast
Mode
	E
	O
	1
	Indicates whether or not the device supports the optional broadcast mode of operation for rights acquisition, in addition to the interactive mode of operation.
	“yes” or “no”

	BsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
	Integer

	BsdaInfo
Url
	E
	M
	1
	The URL through which the BSM can retrieve service information from BSD/A. Received by the device via the service guide.
	AnyURI

	BsdaKey
Url
	E
	M
	1
	The URL from which an RI can receive keys from the BSD/A. Received by the device via the service guide.
	AnyURI

	RiID
	E
	O
	1
	Globally coordinated ID of the Rights Issuer (integer).
	Integer

	RiURL
	E
	O
	1
	The Rights Issuer URL, from which BSM can retrieve the ROAP triggers** that will be delivered to the device.
	AnyURI

	Service
Item
	E
	M
	1..N
	A list of items the user wants to order. 
	Complex type

	Item ID
	E1
	M
	1
	The service item ID. Item IDs are advertised in the service guide and are inserted in this message in the same format.
	String

	Order
Option
	E1
	O
	1
	The order option identifier. Possible order options are advertised in the service guide.
	String

	Price
	E1
	O
	1
	The price known to the user.
	Decimal

	Currency
	A
	O
	1
	The currency in which the price is expressed. If missing, a system default is assumed.
	Currency code as specified in [ISO4217]

	Authentication
	E
	O
	1
	The message authentication, created as described in section 5.2.3.
	Base64-encoded binary


5.1.6.2 Service Response

If the operation succeeded, the response contains the following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 2.
	Integer

	BsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
	Integer

	Rights
Validity
EndTime
	E
	O
	0..N
	The last time and date of validity of the RO, after which it has to be renewed
	DateTime

	Service
ItemID
	A
	M
	1
	The ID of the service item to which the validity end time is related.
	String

	RequestID
	E
	O
	1
	Identifier for the corresponding Service request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section 5.2.3.
	Base64-encoded binary

	Trigger
	E
	M
	1
	ROAP RO Acquisition Trigger**. The device is expected to use the trigger to initiate one or more RO acquisitions.
	MIME part


If the operation failed, the response contains the following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 2.
	Integer

	bsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
	Integer

	ItemWise
Status
Code
	E
	M
	1..N
	The error code relative to a particular service item.
	Integer

	Service
ItemID
	A
	M
	1
	The ID of the service item to which this error code is related.
	String

	RequestID
	E
	O
	1
	Identifier for the corresponding Service request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section 5.2.3.
	Base64-encoded binary

	Trigger
	E
	O
	1
	If the service order failed because the device was unregistered, the response includes a ROAP Registration Trigger**. The device is expected to use the trigger to initiate a registration and repeat the service order once it is registered.
	MIME part


5.1.6.3 Service Completion

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Interface
Version
	E
	M
	1
	Version of this interface supported by the terminal. The interface version number described by this specification is 1.
	Integer

	RoID
	E
	M
	1..N
	A list containing the IDs of one or more ROs received by the device.
	String

	Auhtentication
	E
	O
	1
	The message authentication, created as described in section 5.2.3.
	Base64-encoded binary


5.1.6.4 Subscription RO Renewal Request

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Interface
Version
	E
	M
	1
	Version of this interface supported by the terminal. The interface version number described by this specification is 1.
	Integer

	UserID
	E
	M
	1
	The user identity known to the BSM
	String

	User
Language
	E
	O
	1
	The user’s preferred language. Response messages will be expressed in this language if possible. If unspecified, a system default is assumed.
	Two-letters code as defined in [RFC-3066].

	DeviceID
	E
	M
	1
	A unique device identification known to the BSM (e.g. the International Mobile Equipment Identity, IMEI).
	String

	BsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
	Integer

	BsdaKey
Url
	E
	M
	1
	The URL from which an RI can receive keys from the BSD/A. Received by the device via the service guide.
	AnyURI

	RiID
	E
	O
	1
	Globally coordinated ID of the Rights Issuer (integer).
	Integer

	RiURL
	E
	O
	1
	The Rights Issuer URL, from which BSM can retrieve the ROAP triggers** that will be delivered to the device.
	AnyURI

	Service
ItemID
	E
	M
	1..N
	A list of identifiers of subscriptions the user wants to renew.
	String

	RequestID
	E
	O
	1
	Identifier for the Subscription request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section 5.2.3.
	Base64-encoded binary


5.1.6.5 Subscription Renewal Response

If the operation succeeded, the response contains the following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 2.
	Integer

	BsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
	Integer

	Rights
Validity
EndTime
	E
	M
	1..N
	The last time and date of validity of the RO, after which it has to be renewed again.
	DateTime

	Service
ItemID
	A
	M
	1
	The ID of the service item to which the validity end time is related.
	String

	RequestID
	E
	O
	1
	Identifier for the corresponding Subscription request message.
	Integer

	Authenticaiton
	E
	O
	1
	The message authentication, created as described in section 5.2.3.
	Base64-encoded binary

	Trigger
	E
	M
	1
	ROAP RO Acquisition Trigger**. The device is expected to use the trigger to initiate one or more RO acquisitions.
	MIME part


If the operation failed, the response contains the following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 2.
	Integer

	BsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
	Integer

	ItemWise
Status
Code
	E
	M
	1..N
	The error code relative to a particular service item.
	Integer

	Service
ItemID
	A
	M
	1
	The ID of the service item to which this error code is related.
	String

	RequestID
	E
	O
	1
	Identifier for the corresponding Subscription request message.
	Integer

	Authenticaiton
	E
	O
	1
	The message authentication, created as described in section 5.2.3.
	Base64-encoded binary

	Trigger
	E
	O
	1
	If the service order failed because the device was unregistered, the response includes a ROAP Registration Trigger**. The device is expected to use the trigger to initiate a registration and repeat the service order once it is registered. The trigger is attached to the response as an additional MIME part.
	Complex type


5.1.6.6 Subscription RO Renewal Completion

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Interface
Version
	E
	M
	1
	Version of this interface supported by the terminal. The interface version number described by this specification is 1.
	Integer

	RoID
	E
	M
	1..N
	A list containing the IDs of one or more ROs received by the device.
	String

	Auhtentication
	E
	O
	1
	The message authentication, created as described in section 5.2.3.
	Base64-encoded binary


5.1.6.7 Unsubscribe Request

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Interface
Version
	E
	M
	1
	Version of this interface supported by the terminal. The interface version number described by this specification is 1.
	Integer

	UserID
	E
	M
	1
	The user identity known to the BSM
	String

	User
Language
	E
	O
	1
	The user’s preferred language. Response messages will be expressed in this language if possible. If unspecified, a system default is assumed.
	Two-letters code as defined in [RFC-3066].

	DeviceID
	E
	M
	1
	A unique device identification known to the BSM (e.g. the International Mobile Equipment Identity, IMEI).
	String

	BsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
	Integer

	Service Item ID
	E
	M
	1..N
	ID of the service item(s) the user wants to unsubscribe from.
	String

	RequestID
	E
	O
	1
	Identifier for the Unsubscribe request message.
	Integer

	Auhtentication
	E
	O
	1
	The message authentication, created as described in section 5.2.3.
	Base64-encoded binary


5.1.6.8 Unsubscribe Response

If the operation succeeded, the response contains the following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 2.
	Integer

	BsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
	Integer

	Unsubscribe
InfoMessage
	E
	M
	1..N
	For each subscription that was successfully removed, a message (in free text form) indicating when the cancellation of the subscription will become effective.
	String

	Service
ItemID
	A
	M
	1
	The ID of the service item to which the message is related.
	String

	RequestID
	E
	O
	1
	Identifier for the corresponding Unsubscribe request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section 5.2.3.
	Base64-encoded binary


If the operation failed, the response contains the following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 2.
	Integer

	BsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
	Integer

	ItemWise
Status
Code
	E
	M
	1..N
	The error code(s) relative to a particular service item.
	Integer

	Service
ItemID
	A
	M
	1
	The ID of the service item to which this error code is related.
	String

	RequestID
	E
	O
	1
	Identifier for the corresponding Unsubscribe request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section 5.2.3.
	Base64-encoded binary

	Trigger
	E
	O
	1
	If the “unsubscribe” request failed because the device was unregistered, the response includes a ROAP Registration Trigger**. The device is expected to use the trigger to initiate a registration and repeat the request once it is registered.
	MIME part


Note that if the user has already renewed the subscription, the removal of the subscription will become effective only after an additional subscription period.

5.1.6.9 Token Purchase Request

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Interface
Version
	E
	M
	1
	Version of this interface supported by the terminal. The interface version number described by this specification is 1.
	Integer

	UserID
	E
	M
	1
	The user identity known to the BSM
	String

	User
Language
	E
	O
	1
	The user’s preferred language. Response messages will be expressed in this language if possible. If unspecified, a system default is assumed.
	Two-letters code as defined in [RFC-3066].

	DeviceID
	E
	M
	1
	A unique device identification known to the BSM (e.g. the International Mobile Equipment Identity, IMEI).
	String

	bsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
	Integer

	BsdaKey
Url
	E
	M
	1
	The URL from which an RI can receive keys from the BSD/A. Received by the device via the service guide.
	AnyURI

	RiID
	E
	O
	1
	Globally coordinated ID of the Rights Issuer (integer).
	Integer

	RequestID
	E
	O
	1
	Identifier for the Token Purchase request message.
	Integer

	RiURL
	E
	O
	1
	The Rights Issuer URL, from which BSM can retrieve the ROAP triggers** that will be delivered to the device.
	AnyURI

	Charging
Type
	E
	O
	1
	The type of charging (pre-paid or post-paid) the user wishes to use. The BSM will verify that the requested charging type is available for this user.
	Accepted values: “prepaid”, “postpaid”.

	Requested
Token
Amount
	E
	M
	1
	The amount of new tokens requested by the device (integer). In case of pre-paid, the amount of tokens requested is subtracted from the user’s credit. In case of post-paid, it is verified that the amount of tokens requested doesn’t exceed the user’s credit limit.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section 5.2.3.
	Base64-encoded binary


5.1.6.10 Token Purchase Response

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Status
Code
	E
	M
	1
	The outcome of the request, according to the return codes defined in Table 2.
	Integer

	BsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
	Integer

	RequestID
	E
	O
	1
	Identifier for the corresponding Token Purchase request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section 5.2.3.
	Base64-encoded binary

	Trigger
	E
	O
	1
	If the token purchase succeeded, the response includes a ROAP Trigger** as an additional payload. The device is expected to use the trigger to initiate one or more token acquisitions. The type of the trigger is yet to be decided.
If the token purchase failed because the device was unregistered, the response includes a ROAP Registration Trigger** as an additional payload. The device is expected to use the trigger to initiate a registration and repeat the token purchase once it is successfully registered.

	MIME part


**These (ROAP messages) are OMA DRMv2.0 specific. Other service protection mechanisms will map their own proprietary messages to the corresponding fields.

5.2 Terminal Provisioning

The Terminal SHALL support OMA Device Management  [OMA DM] to enable Terminal Provisioning and Management functions to be able to configure and update service parameters and data.

The interfaces as outlined in BCAST Architecture [BCAST AD] are listed in table x below. 

	Interfaces
	Reference Point
	Description

	TP-7
	BCAST-7
	Terminal provisioning and management over the bi-directional Interaction Network as specified in [OMA DM]. 

	TP-5
	BCAST-5
	Terminal provisioning and management over Broadcast Distribution System. The provisioning messages as specified in section 5.x.1 below, are encapsulated and distributed in a mechanism specified for the OMA File Delivery [BCAST FSD].

	TP-4
	BCAST-4
	NOTE: Interface carrying the provisioning messages as specified in  [OMA DM] is to be specified.


Table x, Interfaces of Terminal Provisioning

The above interfaces are normatively specified as follows.

· Interface TP-7 SHALL support exchange of terminal provisioning and management messages as specified in [OMA DM]

· Interface TP-5 SHALL carry the OMA DM provisioning messages [OMA DM] within OMA File Delivery [BCAST FSD]; detailed specification how the binding is done is given in section 5.x.1.

· Interface TP-4 SHALL consist of OMA DM provisioning messages [OMA DM]. The delivery mechanism of these messages is not specified.

5.2.1 Carrying OMA Device Management messages within OMA File Delivery

OMA DM provisioning messages SHALL be delivered as files using the OMA File Delivery [BCAST FSD].

A file SHALL be of following type: 

· application/vnd.syncml.dm+wbxml
This is the WBXML encoded OMA DM message [OMA DM].

The type of the file SHALL be declared using the internal mechanism of the OMA File Delivery. The specification is [TBD].
The OMA DM provisioning messages that are carried within OMA File Delivery system SHALL be formatted and handled similarly as specified in OMA DM Bootstrap profile [OMA DM]: 

The optional compression SHALL be performed on transport layer and apply to the structure unit as a whole. In that case the optional compression SHALL be declared using the internal mechanism of the OMA File Delivery. The specification is [TBD].
The existence and access description to the OMA File Delivery session carrying the OMA DM messages MAY be signalled through the Service Guide. The specification is [TBD].
5.3 Interaction

In general, the availability of the interaction channel is assumed. However, the interaction channel may be temporarily unavailable, for example due to lack of radio coverage. Further, devices without access to an interaction channel are possible; however, such devices may have limited functionality.

5.3.1 Protocols for Service Interaction Function

This section describes the protocols which are provided by the Service Interaction Function of the BCAST enabler at the interface between BSI-G and BSI-C through SI-8. 

Please note that this section only specifies the protocols to be used for the Service Interaction Function. The use of the interaction channel by other functions (e.g. Service Guide Function) is defined in the respective other parts of the TS and is not part of this section.

A service making use of the interaction function MAY use any of the following protocols. 

The available interaction protocols for a service are signalled in the Service Guide according to section X.Y in the BCAST Service Guide specification. If a terminal does not support any of the interaction protocols specified here, it SHALL not offer the interactive parts of the service to the user.

Regarding support of the protocols in the terminal for use by the Service Interaction Function, the following rules apply:

· The terminal SHALL support the following protocols: IP, TCP, HTTP.

· The terminal MAY support the following protocols: SMS, IPSEC, UDP, MMS, WAP, HTTPS, SIP.
· If a terminal supports SMS, it SHALL offer SMS as an interaction protocol to BCAST services.
· Furthermore, the terminal MAY offer the user an option to initiate a voice call from the service application of an interactive broadcast service. In this case, the terminal SHALL prompt the user before actually making the call.

5.3.2 Interactive service and program guide retrieval

<text>

5.3.3 Interactive service ordering

<text>

5.3.4 Interaction for service and content protection

<text>

5.3.5 Service related interaction and feedback

<text>

5.4 Personalization

<text> 

5.5 Security and Privacy

<text>

5.5.1 Authentication

<text>

5.5.2 Authorization

<text>

5.5.3 Other Security Functions

5.5.4 Privacy

<text>

5.6 Charging

<text>

5.7 Mobility

Editors note: the terms “mobility” and “roaming” need to be defined (see definition from OMA Dictionary)

Editors note: should be added to AD as well.

5.7.1 Between service areas of a BDS

5.8 Roaming

<text>

5.8.1 Between different Broadcast Distribution Systems

<text>

5.8.2 Between Broadcast, Multicast and Unicast Distribution

<text>

6. Application to Example Services                  (Informative)

Editor’s note: this section may contain a walk-through for selected services that clarifies how the service can be generated, managed, and delivered, end-to-end.
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.1 SCR for TBD Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for TBD Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF


Appendix C. <Additional Information, if required>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.
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