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1 Reason for Change

This CR provides gap analysis for OMA identity access management in the cloud computing environment.  
2 Impact on Backward Compatibility

This CR has no impact on the backward compatibility.
3 Impact on Other Specifications

N/A 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance enabler form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the changes proposed  below be incorporated into the white paper.
6 Detailed Change Proposal

 6.4.3.2 Gap in the OMA Identity Access Management for Cloud Computing  
The following gap analysis is more specific to identity and access management:

1) Organizations considering federated identity management in the cloud should understand the various challenges and possible solutions to address those challenges with respect to identity lifecycle management, authentication methods, token formats, and non-repudiation. In particular, token formats need to be considered in OMA enabler security to support federated identity management in the cloud. Cloud providers should have the flexibility to accept the standard federation formats from different identity providers.  Some type of federation gateway should be considered in the OMA security architecture. For example, the function of OSG may need to be enhanced to address this issue.
2) OMA enablers must address authentication-related challenges such as credential management, strong authentication, delegated authentication, and trust across all types of cloud delivery models.  SEC CF 1.1 supports delegated authentication for Web services, in which OSG will act as a trusted party to authenticate SECA implemented in User Agent for Requesting Resource residing in the web server.  Currently only OpenID with GBA (the profile of GBA interworking with OpenID) is supported for the delegated authentication.  Extension to non-GBA based delegated authentication mechanisms needs to be addressed.  
3) Access control and user profile management are more challenging with cloud services because the information sources may be hosted somewhere other than the cloud service that needs them.  The OMA WI Autho4API(Authorization Framework for Network API) intends to address delegated authorization for the third party application to access user resources by referencing and profiling IETF OAuth2.0.  Further investigation is needed to determine if this WI will address all access control issues in the cloud environment.
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