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1 Reason for Change

In order to meet compliance and security requirements, enterprises often need some access into the infrastructure of their cloud service providers. However, service providers are often unable to allow this due to cost and IP challenges.
Another challenge for security experts is understanding of how auditing cloud-based services differ from auditing traditional enterprise services. One of the biggest issues is  auditors’ lack of understanding of how the cloud differs from traditional enterprise IT. Auditors are learning as quickly as their customers are. Once they figure out what to ask and potentially how to ask it, there is the issue surrounding, in many cases, the lack of transparency on the part of the provider to be able to actually provide consistent answers across different cloud providers, given the various delivery and deployment models in the cloud.
This contribution describes the conception of Cloud Audit , and  introduces the CSA relative work.  
2 Impact on Backward Compatibility

No impact

3 Impact on Other Specifications

No other specifications are affected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that changes be accepted and incorporated into the white paper.

6 Detailed Change Proposal

Change 1:  Add Chapter 7 Cloud Audit
7.X   Cloud Audit
CloudAudit addresses the issue of transparency, a major challenge within the cloud computing industry. With Cloud Computing developing as a viable and cost effective means to outsource entire systems or even entire business processes, maintaining compliance with customer’s security policy and the various regulatory and legislative requirements to which customer’s organization is subject can become more difficult to achieve and even harder to demonstrate to auditors and assessors.  We should Maintain and prove compliance when using Cloud Computing.   
In November, 2010, the CSA (Cloud Security Alliance) announced the release of its Governance, Risk Management and Compliance (GRC) Stack. It designed the GRC Stack as a toolkit for enterprises, cloud service providers, security solution providers, IT auditors and other stakeholders. The GRC Stack can be used to assess private as well as public clouds, to verify alignment with industry-established best practices, regulatory standards and other compliance requirements.
Achieving Governance, Risk Management and Compliance (GRC) goals requires appropriate assessment criteria, relevant control objectives and timely access to necessary supporting data. Whether implementing private, public or hybrid clouds, the shift to compute as a service presents new challenges across the spectrum of GRC requirements. The Cloud Security Alliance GRC Stack provides a toolkit for enterprises, cloud providers, security solution providers, IT auditors and other key stakeholders to instrument and assess both private and public clouds against industry established best practices, standards and critical compliance requirements.

The Cloud Security Alliance GRC Stack is an integrated suite of four CSA initiatives: CloudAudit, Cloud Controls Matrix, Consensus Assessments Initiative Questionnaire and the CloudTrust Protocol. 
1. Cloud Audit
CloudAudit provides a common interface to allow cloud computing service providers to automate the Audit, Assertion, Assessment and Assurance (A6) in various environments (IaaS, SaaS and PaaS). This represents the technical foundation, which facilitates transparency and trust in the private and public cloud.

2. Cloud Controls Matrix (CCM)
The CCM represents the controls framework that defines security concepts and principles aligned with CSA guidance in thirteen domains. The CCM aims to provide organizations with the necessary structure, detail and clarity regarding information security in the cloud.

3. Consensus Assessments Initiative Questionnaire (CAIQ)
The Consensus Assessments Initiative (CAI) carries out research, develops tools and forms industry partnerships to facilitate assessments of cloud computing environments. The objective of the CAI is to provide industry-accepted systems and processes for documenting security controls in the cloud. The CAIQ is a set of questions that cloud consumers and auditors should ask of a cloud service provider and is designed to identify the presence or lack of CCM controls. The questionnaire can be adjusted to suit the unique needs of each customer.
4. Cloud Trust Protocol (CTP) 

The CloudTrust Protocol (CTP) is the mechanism by which cloud service consumers (also known as “cloud users” or “cloud service owners”) ask for and receive information about the elements of transparency as applied to cloud service providers. The primary purpose of the CTP and the elements of transparency is to generate evidence-based confidence that everything that is claimed to be happening in the cloud is indeed happening as described, …, and nothing else. This is a classic application of the definition of digital trust.4 And, assured of such evidence, cloud consumers become liberated to bring more sensitive and valuable business functions to the cloud, and reap even larger payoffs. With the CTP cloud consumers are provided a way to find out important pieces of information concerning the compliance, security, privacy, integrity, and operational security history of service elements being performed “in the cloud.
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