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1 Reason for Change

The intention of this CR is to propose some modifications related to Zigbee.
It closes my action items. 
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to agree the modifications. 
6 Detailed Change Proposal

Change 1:  Creation of a section 5.5 IEEE moving IETF to 5.6
5.5 IEEE

IEEE 802.15.4 defines a standard for personal area networking over low-rate wireless.  It is currently maintained by the 802.15 working group within IEEE, and is the basis of many other application specifications including, ISA SP100.11, WirelessHART, and ZigBee.  It has most recently gained larger scale deployment in the Smart Energy space as part of the ZigBee Smart Energy 1.0 specification that has shipped 10 million devices since standardization in February 2008.  ZigBee Smart Energy 2.0 is being standardized using IETF protocols in 6lowpan, IPv6 over LowPower Wireless Personal Area Networking.

Change 2:  Populating the section 5.6 IETF
5.6 IETF

The Internet Engineering Task Force is working on a number of standards to connect the so-called internet of things, or M2M.  

5.6.1 6lowpan
6lowpan, an acronym for IPv6 over Low Power Wireless Personal Area Networking working group within the IETF that is labouring to define how IPv6 can be encapsulated and sent over IEEE 802.15.4 networks.  The base specification is defined in RFC 4944.

5.6.2 RoLL
RoLL is an an acronym for Routing over LowPower and Lossy Networks working group.  Their stated charter is Low power and Lossy networks (LLNs) are made up of many embedded devices with limited power, memory, and processing resources. They are interconnected by a variety of links, such as IEEE 802.15.4, Bluetooth, Low Power WiFi, wired or other low power PLC (Powerline Communication) links. LLNs are transitioning to an end-to-end IP-based solution to avoid the problem of non-interoperable networks interconnected by protocol translation gateways and proxies.

Change 3:  Populating the section 6
6. Potential Gaps in End-to-End M2M Standardization

Constrained embedded systems and in particular M2M and wireless personal and body area network devices,(WPAN) and (BAN) respectively, have unique computation, power and bandwidth constraints. These systems are seeing wider deployment in Smart Energy, Home Automation, Personal Home and Health Care, and more broadly the so-called Internet of Things. The environments in which they are being deployed require varying degrees of security.
Mass production economics see many benefits of placing fixed routines in hardware. The benefits are in code space, performance, battery life, and overall cost of the device. Considering the projected scale of M2M devices, Cisco estimating the smart grid alone to be 100 to 1000 times the size of the Internet today, efficencies and cost savings realized in embedding more of the lower level operations in hardware transforms into a basic requirement - technology selection should afford benefits to embedding in hardware.

Many of the environments in which these new embedded systems are being deployed have a life expectancy of 20+ years. This requires the selection of a key lifecycle management mechanisms at a security level adequate to deliver the desired security services for the lifespan of the system
	Algorithm Lifetime
	Security Strength
	Symmetric Key Size
	Integer Factorization Cryptography Key Size (e.g., RSA) Size
	Elliptic Curve Cryptography (ECC) Key Size

	Through 2010   
	80 bits   
	80   
	1024   
	160   

	Through 2030   
	112 bit   
	112   
	2048   
	256   

	Beyond 2030   
	128 bit   
	128   
	3072   
	256   

	>Beyond 2030   
	192 bit   
	192   
	7680   
	384   

	>>Beyond 2030   
	256 bit   
	256   
	15360   
	512   


Considering the expected life span of many of these systems and best industry practice we should target the 128 bit security strength, and look to define a small suite of algorithms that are best suited for the M2M environment.

BENEFITS

Primitive re-use 

Code size reduction 

Hardware implementation benefits 

Computational performance benefits 

Energy usage and battery lifepan benefits 

A complete cryptographic cipher suite should consists of primitives from which security services of identification and authentication, confidentiality, data integrity and non-repudiation can be provided. We proscribe an encryption scheme with authentication, a deterministic random number generator, a hash function, a key-agreement scheme, a digital signature scheme, and a certificate scheme that achieves a 128-bit security level, and delivers benefits identified above.
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