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1. Scope

<< Define as it relates to Open Mobile Alliance Activity.  If it adds clarity, define what is not in the scope.  DELETE THIS COMMENT >>

2. References

	[CPNS-AD]
	“Converged Personal Network Service Requirements”, Open Mobile Alliance™, OMA-AD-CPNS-V1_0, URL:http://www.openmobilealliance.org/

	[CPNS-RD]
	“Converged Personal Network Service Requirements”, Open Mobile Alliance™, OMA-RD-CPNS-V1_0, URL:http://www.openmobilealliance.org/

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

<< If needed, describe or declare any additional conventions used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  The following examples show how dictionary references should be made as well as locally defined terms.  This table should be maintained in sorted alphabetic order based on the labels of the terms.

Examples:


Entity
Use definition #1 from [OMADICT]


Interactive Service
Use definition from [OMADICT]


Local Term
The definition description would be presented directly

DELETE THIS COMMENT>>

	
	

	
	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3
Abbreviations

<< Add abbreviations as needed to the following table.  No special notation should be made regarding terms copied from the Dictionary.  This table should be maintained in alphabetic order.

DELETE THIS COMMENT >>

	3gpp
	3rd Generation Partnership Project

	3gpp2
	3rd Generation Partnership Project 2

	ETSI
	European Telecommunication Standards Isntitute

	GSMA
	GSM Association

	OMA
	Open Mobile Alliance

	
	

	
	


4. Introduction

<< Provide information to help readers understand why this document is being produced.  For example, this section could be used to:

Provide some background to the issue being covered

Describe nature of the environment that requires a paper be presented

Justify why OMA has a role to present information on the issue

DELETE THIS COMMENT >>

With the emerging growth of the wireless machin-to-machine market, there are various realted standards activities ongoing by different organizations. This white paper reviews the industry M2M standards landscape, to identify potential gaps in end to end services, and provide recommendations where OMA could add value or play a useful standards role.
5. M2M Standardization Out of OMA
5.1 3GPP

3GPP has a very active set of work items on Machine Type Communications (MTC) that span nearly all of the 3GPP working groups.  The motivation for this work is that M2M applications are expected to require very large numbers of devices to be connected to the 3GPP network, and this network was not designed for typical M2M device traffic patterns, which often involve small and frequent data transmissions.  The MTC work has identified a number of network enhancements aimed at optimizing resource usage for M2M devices and preventing congestion and overload conditions from occurring.

The 3GPP SA1 (Requirements) working group recently completed work on the Service Requirements for Machine Type Communications Stage 1 specification (TS 22.368).  The requirements are grouped around a set of MTC Features, each of which consists of requirements for network optimization that are targeted at a specific type of MTC Device.  A given MTC Device can be subscribed to one or more MTC Features based upon the needs of the applications that communicate with it.  The MTC Features specified in TS 22.368 include the following:

· Low Mobility: Many MTC Devices are either stationary or move infrequently.  If the network knows this, it can limit the amount of mobility management signaling for such devices.

· Time Controlled: This MTC Feature is intended for devices that only need to access the network at predefined times, e.g. an e-Reader device that downloads a daily newspaper at the same time each day.

· Time Tolerant: MTC device communications are often not time-critical and can safely be delayed.  The network can defer communications with time-tolerant devices to off-peak periods to smooth out traffic loads and prevent overload conditions.

· Packet Switched (PS) Only: Many MTC Devices do not require circuit-switched voice services.  The network can make use of the information that an MTC Device is PS Only to optimize communication with the device.

· Small Data Transmissions: To preserve MTC Device battery life and network resources, the network should provide efficient means for sending small amounts of data (e.g., avoiding the signaling overhead of allocating a dedicated traffic channel).

· Mobile Originated Only: If an MTC Device is always the originator of any communication with the network, it is not necessary to keep track of the device’s serving area or to page the device, enabling optimized support of such devices.

· MTC Monitoring: MTC Devices are often deployed in public, unattended areas where they are vulnerable to tampering.  The MTC Monitoring feature enables the network to monitor the status of an MTC Device and disable it if tampering is detected.

· Secure Connection: This feature provides a secure connection between an MTC Device and the entity that it communicates with.

· Group Based MTC Features: This set of features is intended for optimized support of groups of MTC Devices belonging to the same user. It includes Group Based Policing (e.g. imposing a maximum total bit rate for the communications by devices in the group) and Group Based Addressing (assigning a group address to enable broadcast communications to the members of the group).

Because it will not be possible to complete the Stage 2 and Stage 3 specification work for all these MTC Features in the Release 10 time frame, 3GPP has agreed to prioritize the MTC work.  Features to be given highest priority for Release 10 are Overload Control (including features addressing radio, signaling and core network congestion), identifiers and addressing, subscription control, and security.

SA1 is also working on a technical report on alternatives to E.164 numbering for MTC devices.  The motivation for this work is that the large predicted numbers of M2M devices may exhaust the space of numbers and addresses (e.g. MSISDNs and IMSIs) that are used in the 3GPP network.  This technical report will explore alternative forms of MTC device identifiers and addresses (e.g. IPv6 addresses and SIP URIs) that would allow each MTC device to be assigned a unique address/identifier.

SA1 has recently approved a work item for the continuation of the MTC work into Release 11.  Topics covered in this work item include direct device-to-device communications, support for MTC Devices that serve as gateways, and co-located MTC Devices (i.e. groups of devices that always move together, such as tracking sensors attached to packages in the same truck).

The 3GPP SA2 (Architecture) working group is preparing a technical report on System Improvements for Machine Type Communications (TR 23.888).  SA2 is studying the architectural aspects of support for large numbers of MTC devices and proposing solutions to implement the MTC Features that SA1 has defined in TS 22.368.  The 3GPP SA3 (Security) working group will take responsibility for MTC security aspects, either by contributions to TR 23.888 or in a separate MTC security technical report.  SA3 has also completed TR 33.812, which concerns the security aspects of remote provisioning and change of subscription for MTC Devices.

The 3GPP RAN2 working group, which is responsible for radio layer 2 and 3 signaling, is working on a technical report on RAN Improvements for Machine Type Communications.  RAN2 has identified random access channel (RACH) congestion as its initial primary area of focus.  RACH congestion occurs when large numbers of MTC devices attempt to access the network at the same time.

The 3GPP GERAN (GSM/EDGE Radio Network) has started work on a technical report that is considering possible enhancements to the GSM/EDGE network to better support MTC Devices.  The 3GPP Core Networks and Terminals (CT) groups have recently approved a work item to look into necessary improvements to the 3GPP core network protocols for MTC.

5.2 3GPP2

3GPP2 recently began work on a Study for Machine to Machine (M2M) Communications for cdma2000 Wireless Networks (S.P0141).  The present scope of S.P0141 includes reducing the operational complexity associated with M2M communication services, simplifying the handling of M2M device groups, improving M2M device battery life, and promoting the deployment of new M2M applications through new network features.

The current version of S.P0141 proposes architectural enhancements such as an M2M communication model and adaptation protocol and a new M2M terminal class so that the network can distinguish M2M devices from the traditional human-to-human devices used for voice and data communication.  The document also discusses a number of potential M2M-related enhancements to the 3GPP2 radio network, including improved coverage, radio link reliability and transmission efficiency.  It is expected that the study in S.P0141 will be completed by the end of 2010, followed by specification work to implement the proposed enhancements.

The 3GPP2 Steering Committee (SC) has recently formed an M2M Numbering Ad Hoc group to consider issues related to M2M numbering and addressing schemes across different networks, including address and number exhaustion due to large numbers of M2M devices.  The M2M Numbering Ad Hoc group is coordinating with many other standards bodies so that an industry-wide solution to the M2M addressing and numbering problem can be found.
5.3 ETSI
5.4 GSMA

GSMA has embarked on an effort to develop a cross-industry consensus around a family of low-cost Embedded Modules and a set of guidelines for their use in M2M systems. The basic goal is to reduce industry fragmentation, to improve economies of scale, and to solve ancillary regulatory and business model issues.  However, the main focus of the effort is to define a set of radio modules that address operational issues, such as module design, radio interface, remote management, UICC provisioning and authentication, and basic elements costs. In addition to guidelines for the basic family of Embedded Modules, GSMA is all developing use-case definitions for each of the following priority verticals: 

· Automotive, 

· Consumer electronics, 

· m-Health 

· Smart Metering. 

Some of the topics include but are not limited to: 

· Discussion on reducing fragmentation and cost factors, such as embedded module designs and application development frameworks ( for example, developing a minimum set of AT command requirements or APIs)

· Value-chain and business model topics, for example, UICC form factor and profiles; Security and threats for Embedded Devices and modules both for general and vertical–specific applications

· Vertical sector and industry outreach, for example, module and device requirements for additional vertical segments; Guidance for device manufacturers on embedding modules into emerging devices.

· For Embedded Devices, provisioning needs to be automated, instant and involve no manual actions, e.g. pre-provisioning, initial provisioning/Bootstrapping, etc.
· Guidance is offered in managing the certification of Embedded Devices.e.g. Regulatory certification, Industry certification, Operator specific certification, etc.
· In Embedding module design, firmware update (i.e. by updating the module via the control interface by device.), remote diagnostic, local mode system diagnostic (where remote diagnostics is not possible) and guidelines regarding the radio interface (e.g. radio coexistence and radio power) are introduced.
In conjunction with developing a guideline for embedded modules, GSMA, through the security, roaming and fraud group, is looking at reducing or eliminating constraints in the areas of:

· Billing, Accounting and Roaming

· Security

· Fraud

by reviewing and updating mobile operator business processes in order to accelerate the adoption and use of wireless connectivity in a wide range of devices. Roaming is one of the key success factors for the GSM family of technologies, and it is critical that roaming support is available for EM devices.  

Specific requirements of vertical markets, such as automotive, utilities, mobile health, etc. will be covered by future project groups once they are formed.  GSM Association is very interested in coordinating its efforts with ETSI M2M work and any efforts put forth by OMA.

5.5 IETF

5.6 TIA 

The TR-50 Smart Device Communications (SDC) committee is a recently formed Engineering Committee of the Telecommunications Industry Association (TIA). TIA is an SDO accredited by the American National Standards Institute (ANSI) and sponsors over 70 standards formulating groups in several technology areas, such as Mobile Communications Systems, Satellites, Premises Cabling and Mobile Private Radio. TIA is the North American Organizational Partner (OP) of 3GPP2. TR-50 held its first face-to-face meeting in February 2010.  The scope of TR-50’s work is the “monitoring and communication of events and information from intelligent/smart devices to other devices, applications or networks”.  The TR-50 specifications will target the application layer and will be independent  of the underlying transport layer.  TR-50 will also specify APIs to expose the SDC functionality to applications running on smart devices and on network servers that remotely monitor and control the devices.  

Figure 1 illustrates an SDC protocol layering diagram that has been discussed in TR-50.  The figure includes a gateway device that provides wide-area connectivity for Smart Devices that may be equipped only with short-range connectivity.  The SDC protocol layer shown in green can execute over different transports by means of convergence or adaptation layers (the presence of applications on the gateway device is still under discussion).  
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Figure 1 - Proposed TR-50 SDC Protocol Layering Diagram
Functionality provided by the SDC layer could include support for intermittent communications (e.g. waking up and buffering data for sleeping devices), device- and network-initiated communications, and access to Smart Devices that are behind gateway devices.  TR-50 is also considering support for object-oriented domain information models, in which Smart Devices represent their data and functionality in the form of objects with data elements, events and alarms, and operations that can be invoked remotely by network applications.  Many SDC vertical application domains, including healthcare and industrial automation, have already standardized domain information models, and the SDC protocol layer could serve as a common transport for information model data in different application domains.

TR-50 has formed a single subcommittee, TR-50.1, which is responsible for Requirements and Architecture.  The initial task of TR-50.1 is to contact other standards bodies that have prepared SDC-related use cases in various vertical application domains, including Smart Grid, Automotive/Telematics, Healthcare and Industrial Automation.  TR-50.1 will derive requirements for the SDC protocol layer from these use cases.

6. Potential Gaps in End-to-End M2M Standardization

7. OMA and M2M Standardization

7.1 Existing Work Items

7.1.1 Device Management 
Device Management refers to the management of Device configuration and other managed objects of Devices from the point of view of the Management Authorities. Device Management includes, but is not restricted to setting initial configuration information in Devices, subsequent updates of persistent information in Devices, retrieval of management information from Devices, execute primitives on Devices, and processing events and alarms generated by Devices. 

Device management allows wireless operators, service providers or corporate information management departments to carry out the procedures of configuring devices on behalf of the end user (customer). 
7.1.1.1 Version 1.2

Through device management, an external party can remotely set parameters, conduct troubleshooting servicing of terminals, install or upgrade software. In broad terms, device management consists of three parts:

· Protocol and mechanism: The protocol used between a management server and a device

· Data model: The data made available for remote manipulation, for example browser and mail settings

· Policy: The policy decides who can manipulate a particular parameter, or update a particular object in the device

The specifications in the Device Management enabler v1.2 address the first part of device management above, the protocol and mechanism. More particularly, this enabler release addresses the management of devices by specifying a protocol and management mechanism that may be exposed by an OMA DM client and targeted by an OMA DM server.

7.1.1.2  Version 1.3

OMA DM Version 1.3 makes no change to the architecture from OMA DM 1.2, but does introduce new notification and transport protocols.

7.1.1.3      DM Applicability to M2M

DM technology can be reused for some of the objectives of M2M: 

· the remote monitoring of events occurred in machine-type devices, 

· the remote provisioning and configuration of parameters for machine-type devices,
· the remote triggering of management operations for machine-type devices.
To achieve the above objective, new Management Objects may be defined for M2M according to the guidance documented in [ACMOWP].

7.1.2 Converged Personal Network Service v1.0 (CPNS v1.0)
Work on CPNS started in October 2008 to develop protocol and command sets for the converged network. CPNS SWG has finished the RD and AD specification and now is working on the TS. The Release Candidacy stage is expected to be achieved by 2011/2/8 and the Release Package Approval stage by 2011/4/30.

The motivation for this work item is that nowadays various kinds of new mobile services have been developed with increasing implementations of PAN technology such as Bluetooth, NFC, ZigBee, UWB and WiFi. These services form the converged network that converges WAN (e.g., cellular network) and PAN together. To support and invigorate these various new services and to solve the relevant IOT issues between diverse solutions and systems, the standardization work for new data services is necessary. 
The CPNS SWG has completed RD work in 2009 and the use-cases are clustered into few domains as follows: 

· Convergence of WAN and PAN. The basis of CPNS is where a PNGW and a PNE form a PN and having interaction with CPNS Server located in WAN, are able to request service/content which subsequently will be  delivered to the PNE, such as car navigation service on PNE via PN GW (e.g., mobile phone). 

· The definition of PN is a collection of devices available to a CPNS User to consume and produce Services. All devices within a PN can be linked to a PN GW. A PN is a non-static collection and will vary over time. A PN consists at a minimum of a device acting in PN GW mode and another device acting in PNE mode [CPNS RD].

· Convergence of WAN and PAN with zone based concept. The zone based concept is the case when CPNS service is provided within a specific location (e.g., restaurant and campus) and the zone may rely on a PAN infrastructure range (e.g., Bluetooth, WiFi) for its coverage. PN with PN GW and PNE is established within the zone. When new PNE enters into the zone, PN GW discovers it and creates PN to provide zone-specific services. The service/content delivery can start right after the PN is established with/without user’s request.
· Convergence of WAN and PAN with Service Group concept. The definition of Service Group is a set of PNE(s) and PN GW(s) that share common Services among them. A use case for Service Group concept could bea game service where sharing service over multiple PNs takes place. Unlike PN, the Service Group can have multiple PN GWs.
· Convergence of WAN and PAN with remote connection concept. This is the case that more than one PN are involved. With the support of CPNS Server, a PNE in a PN can provide service/content to another PNE residing in a different PN. For example, health care service may utilize this concept, where remote monitoring service monitors/diagnoses patient health and fitness information and possibly triggers an alarm when life threatening situation encounters such as detecting extremely high blood pressure. The remote connection concept can also be applied to general consumer services such as mobile phone requesting printer for its printing service and media streaming service where a mobile phone requesting specific media content from laptop that resides in a different PN. 

The CPNS SWG has completed AD work in 2010. The reference model defined in the AD is the following.
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 Figure x: CPNS Architecture Diagram

The version 1.0 of CPNS Enabler support only client-server model and peer-to-peer model is deferred to future release. 

Briefly introducing, CPNS AD defined the following functional modules: 
· CPNS Entity Discovery & PN Registration. This function enables discovery of the current operational CPNS Mode (PNE or PN GW) in a device and registration of the Personal Network for CPNS Services. NOTE: The searching for PAN devices in the physical layer is the role of PAN technologies. This Discovery function in CPNS Enabler can trigger the physical searching of PAN technologies.
· PN Management. This function provides the means to manage a Personal network, and to update PN Inventory.
· Service Group Management. This function provides the means to manage a Service Group.
· Service Publication & Discovery. The Service Publication and Discovery function provides the means by which service description is published by external entities and PNEs and subsequently can be discovered by PNEs through the CPNS server.  
· Service/Content Delivery. The Service/Content Delivery function facilitates the delivery of service/content. Sub-features include establishing a delivery channel between the source and recipient, invoking Services based on device capability, Service Control (e.g. start, stop), Service/Content  delivery modes: Push/ Pull, supporting single/ multiple channels, aggregation and distribution of content in the Service Group, support of Multiple channels to the same PNE or different PNE(s) simultaneously.

· Device Capabilities. This function is used for delivering and managing the information about CPNS device capabilities, e.g. hardware and software characteristics of each device in the PN.
· Device Management. This function enables device management for PN GW and PNE.
· Status management. This function provides a means for CPNS entities to publish, collect, subscribe to and notify the status of the CPNS entities.
· Usage Statistics Collection & Reporting. This function is used to collect, summarize, and report the use of the services in the CPNS entity and the device capabilities applied when the services are consumed. 

· Security. This function provides the means to ensure security in CPNS such as authentication, authorization, data integrity and data confidentiality. If security mechanism is provided by underlying network infrastructure (e.g., cellular system) and its security level is sufficient, the function can utilize this security mechanism.
· Charging. The charging of CPNS service is realized by the interaction with the OMA Charging Enabler.
· Non-CPNS Device Proxy. This is a proxy that allows the user to use suitable devices, e.g. devices supporting UPnP, DLNA and Bluetooth, to consume provided CPNS services.
7.1.2.1 CPNS v1.0 applicability to M2M

Note: CPNS SWG sent a LS (OMA-LS_863-CPNS_to_ETSI_M2M_on_M2M_Work_Item-20100415-A) to ETSI M2M for possible collaboration and has not received the response yet. Given that, the following applicability analysis is not exhaustive. 

Some of the objectives of ETSI M2M seem to be similar to some of the objectives of CPNS work. 

One of ETSI M2M implementations is Gateway-based, and could have some overlaps with CPNS work in OMA such as use cases for connected CE-Consumer Electronics, eHealth, automotive, and so on. 

These specific applications or use cases can be addressed by CPNS, and actually converging CE devices with cellular/WAN network and services is what CPNS is about.
In the case of CE there are a few use cases within CPNS that cover the communication between cellular/WAN networks and home consumer electronics such as TV, MP3, DVD etc through a Gateway, which can be a mobile handset or a fixed set-top box. This can be applied to the automotive case as well, in which the devices in the car can connect to the cellular/WAN networks through a mobile gateway.
As for the eHealth application, this could also be addressed by CPNS enabler and specifically is covered in the Remote PNE connection use case where multiple Personal Networks can be connected together via the CPNS server and as such would fulfil the objectives of M2M applications for eHealth:
· the remote monitoring of patient health and fitness information, 

· possibly the triggering of alarms when critical conditions are detected,

· in some cases also the remote control of certain medical treatments or parameters
7.2 Potentially Future Work

7.3 Recommendations to OMA BOD 

Draft History: 
Baseline, OMA-BOD-M2M-2010-0014R01

OMA-BOD-M2M-2010-0017

OMA-BOD-M2M-2010-0020R01

OMA-BOD-M2M-2010-0021 (with online changes agreed on Aug. 10 call)
























































































































































































( 2010 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-WhitePaper-20090101-I]
( 2010 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-WhitePaper-20090101-I]

_1337160961.vsd
Transport 1


Convergence


SDC


API


Application


Transport 2


Transport
1


Conv1


SDC


API


Application


Transport 2


Convergence


SDC


API


Application


Smart Device


Gateway


Server


Conv2



_1335354690.vsd
텍스트�

Application /Content


PNE


PN GW


CPNS-5


CPNS Server


Application /Content Server


CPNS-1


 Legend

		components specified by this enabler
		
		components not specified by this enabler

		interface specified by this enabler

		interface not specified by this enabler


Interface name


CPNS-2


CPNS-4


PN GW


CPNS Server


CPNS-3


Non-CPNS devices (e.g. UPnP, Bluetooth)


CPNS-7


CPNS-6



