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1 Reason for Contribution

This input contribution proposes content for section 5.2 in OMA-TS-MessageStore_Using_RestfulAPI-V1_0_0-20160710-D
R01: edited in F2F Singapore meeting
2 Summary of Contribution

New text proposal for section 5.2 in OMA-TS-MessageStore_Using_RestfulAPI-V1_0_0-20160710-D.
3 Detailed Proposal

New context for section 5.2
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group to discuss and agree the following new text into baseline document.
############################# First Change ##########################################
5.2 Authentication and Authorization

7. Authentication Operations

If a CPM client or server requires access to resources on the Message Storage Server using RESTful APIs, the CPM client or server MAY use OpenId Connect in conjunction with OAuth 2.0 [RFC6749] to authenticate the client and end user in case of a client and the group in case of the server.  The outcome of the authentication SHALL be an ID Token presented to the client, the JWT token as specified by [RFC 7519].  The ID Token SHALL contain a set of claims about the user, client or group that MUST be sufficient for the Message Storage Server to allow or deny access to a particular resource on the Message Storage Server.  The CPM client or server SHALL present the ID Token on every request to the Network Message Store.

7. Authorization Operations

The Message Storage Server MUST use the ID Token presented in every OMA NMS API call to enforce access to stored resources.  The ID Token presented by the CPM client or a server MUST be valid in time and MUST be signed by a valid trusted authority.   Also, the ID Token MUST contain sufficient claims to allow the Message Storage Server to be able to grant access to a stored resource or a group of resources.  In case the ID Token is invalid or the claims presented in the JWT token are insufficient to allow the CPM client access to the requested stored resource, the Message Storage Server MUST return an Error Response to the caller with sufficient information in order for the CPM client to determine why the request has been rejected.
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