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1 Reason for Change

The Universal Profile 2.0 requires the CPM Client to ba able to set the Administrator role to another CPM User. This CR introduces the framework for User Role Management in CPM.
2 Impact on Backward Compatibility

The extension uses the extensibility mechanisms of earlier versions of CPM.
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and Approve CR.
6 Detailed Change Proposal

6.8 CPM Group Session Data Management

The content type for CPM Group Session Data management events SHALL be “application/vnd.oma.cpm-groupdata+xml”.
The CPM Group Session Data management enables the CPM Client to request the CPM Controlling Function to manage the meta-data of a CPM Group Session. The Group Session Data management events are initiated by the CPM User request to set, update or remove the subject or the icon of a CPM Group Session or to set, delete or move user roles of Participants. In that case, the CPM Client supporting CPM Group Session Data management SHALL perform the requested meta-data changes to the CPM Group Session conference event information. A CPM Controlling Function that supports the CPM Group Session Data management SHALL process the received requests from the CPM Clients, authorize, perform the authorized operations and inform the Participants of the accepted changes.

The support of CPM Group Session Data management SHALL be negotiated between the CPM Client and the CPM Controlling Function, as defined in sections 7.3 “CPM Session Handling” and  9.2 “CPM Group Session Handling”.

If the CPM User request the CPM Client to perform a CPM Group Session Data management operation while the Long-lived CPM Group Session is inactive, then the CPM Client SHALL re-start the CPM Long-lived Group Session as defined in section 7.3.1.5 "Re-joining a CPM Long-lived Group Session" by using the relevant Long-lived CPM Group Session Identity. If the CPM Group Session is active and allows the application of CPM Group Session Data management, then the CPM Client SHALL use the active CPM Group Session to perform the change.

The CPM Client and the CPM Controlling Function communicate via the CPM Group Session Data management structure defined in section 6.8.1 “Data Structure of the CPM Group Session Data Management Event” contained in the body of a MSRP SEND request.
The CPM Client SHALL request a change of the CPM Group Session Data of a CPM Group Session by use of the <group-data> request element defined below. The CPM Client SHALL assign a unique ID to the request to allow the correlation of the request with a response of CPM Controlling Function.

To communicate the result of the CPM Client request, the CPM Controlling Function SHALL reply to the CPM Client by use of the <group-data> response element in the active CPM Group Session.
The successful result of processing the request is conveyed to the Participants (including the initiator’s CPM Client) via the update of Participant Information of the CPM Group Session as defined in section 7.3.10 "Participant Information".

6.8.1 Data Structure of the CPM Group Session Data Management

The CPM Group Session Data management SHALL have the following data structure:

1) A top element <cpm-event-group-management> with the following attributes and children elements:

a) SHALL have one attribute "id" of type string containing a unique request ID assigned by the CPM Client for the CPM Group Session DataGroup Session Data management request. The same unique request ID SHALL be returned by the CPM Controlling Function to the CPM Client in the response containing the result of this request.
b) MAY have a child element <group-data> element, with either one of the following child elements:

A. a <request> element which :

1) Group Session Data SHALL have one <target> element of type String that can take one of the following values:

a. "subject", which indicates that the request of the CPM Client targets the <subject> element and the <subject-ext> element data extension to the conference event package, as defined in Appendix P;

b. "icon", which indicates that the request of the CPM Client targets the <icon> element of the OMA CPM extension to the conference event package, as defined in Annex P.
c. "role", which indicates that the request of the CPM Client targets the role of a CPM user, as defined in Annex Q.1.2 "CPM User Roles".
2) SHALL have one <action> element of type String with the following enumerated values:

a. "set" indicates that the request of the CPM Client contains a new value for the element indicated in the “target” attribute;

b. "delete" indicates that the request of the CPM Client requests the CPM Controlling Function to delete the values of elements indicated in the “target” attribute.
c. "move" indicates that the request of the CPM Client moves a value of the element indicated in the "target" attribute. The "move" action SHALL be used by the CPM Client only for the target "role" to move a single role assigned to its CPM User to another CPM User. 
3) MAY have one <data> child element containing the new value of the element indicated via the <target> element. The <data> child element SHALL be present if the <action> attribute has the value "set". The <data> SHALL have one of the following child elements:

a. a <subject> element of type String containing the subject to be assigned to the CPM Long-lived Group session. The <subject> element SHALL be present if the value of the <target> attribute is set to "subject" and the value of the <action> attribute is set to "set".

b. a <icon> element containing either one of the following child elements:

i. <icon-uri> element of type anyURI containing the URI pointing to the image. The procedure for the CPM Client to determine a URI for the icon image is out of scope of this specification.

ii. <file-info> element of type String containing a content-id (CID) pointing to an additional body of the MSRP SEND message containing the image file.
1. The content-type in the MSRP SEND message SHALL be a MIME multipart/related content-type, including both the CPM Group Session Data management content-type and the content-type of the file;
2. A CPM Client that supports the <file-info> element and the population of the binary file that includes the icon, in the CPM Group Session Data management operations, SHALL populate in the SDP a=accept-types also the supported content-types for the images that can be used as CPM Group Session Data icons.
iii. <role> element containing both of the following child elements:
1. <user-role> element of type string containing a single role value as defined in Appendix Q.1.2 "CPM User Roles".

2. <participant> element of type anyURI containing the communication address of the CPM User targeting the request for change of the role.
B. a <response> element of type String, which contains the following children element:

1) SHALL have one <response-code> element of type Integer containing the value of the result following the SIP response codes rules (e.g. “200” value of result is successful, or a “403” value if the change was forbidden due to authorization reasons).
7.3.9.1
MSRP-based Media Streams
For MSRP-based Media Streams, the Client SHALL follow the rules and procedures defined in [RFC4975] and in [RFC6714] for the establishment of sessions and the exchange of CPM Chat Messages, with the following clarification:
1. When sending a CPM Chat Message, the CPM Client SHALL set the “To” header field of the CPIM message as follows.
a. If the CPM Chat Message is to be sent to one CPM user or to one non-CPM Principal within a CPM Group Session, the CPM Client SHALL set the “To” header field of the CPIM message to the address of the recipient. This applies for both CPM Chat Messages, “isComposing” notifications and for sending IMDN via MSRP during the CPM Group Session;
b. If the CPM Chat Message is to be sent to a CPM Ad-hoc Group, the CPM Client SHALL set the “To” header field of the CPIM message to the address of the CPM Controlling Function of the on-going CPM Group Session, or to the anonymous URI;
c. If the CPM Chat Message is to be sent to a CPM Pre-defined Group, the CPM Client SHALL set the “To” header field of the CPIM message to the address of the target CPM Pre-defined Group;
2. The CPM Client SHALL request delivery and interworking reports and MAY request read reports for all CPM Chat Messages using IMDN as described in sect. 5.4 “Disposition Notifications”;
3. The CPM Client SHALL send any “isComposing” messages via MSRP as described in section 5.5 “"isComposing" notifications”. In a CPM 1-1 Session the “isComposing” messages shall be sent without a CPIM wrapper;

4. When sending a CPM event, the CPM Client SHALL ensure that only events related to the CPM Session are transmitted;

5. When receiving a CPM event, the CPM Client SHALL process the CPM event accordingly and SHALL send a response back if one is required as specified in section 6.7.3 “Handling of the CPM Event Reporting requests and responses”;

6. The client SHALL take into account the maximum chunk size negotiated according to section 5.2.1, if any;

7. If the CPM Group Session Data management is supported in this CPM Group Session and the CPM Client has to set the icon, then the CPM Client SHALL include in the body of the MSRP SEND a group-data request as specified in section 6.8 “CPM Group Session Data Management”. On reception of a MSRP SEND with a group-data response as specified in section 6.8 “CPM Group Session Data Management” the CPM Client SHALL evaluate the response-code value and inform the CPM User about the outcome of the request.
9.2.12.1 Media Plane Handling for MSRP Sessions
The CPM Controlling Function relays MSRP Media Streams between originating network and terminating networks. In general, the CPM Controlling Function:

1. SHALL maintain a MSRP session for each participant who accepted the MSRP session;
2. SHALL distribute received MSRP messages to each participant who accepted the MSRP session, except for the MSRP SEND messages that include the CPM Group Session Data Content-Type.

To establish the MSRP connection, the CPM Controlling Function:

1. SHALL act as MSRP client for sending MSRP SEND request according to [RFC6135];

2. SHALL act as an "active" or “passive” endpoint as negotiated and according to[RFC6135]; and

3. SHALL establish the MSRP connection towards each participant who accepted the MSRP session according to the MSRP connection parameters in the SDP answer received in the 200 “OK” response according to[RFC6135];

Upon receiving an MSRP SEND request, the CPM Controlling Function:

1. SHALL generate and send MSRP 200 OK response to the MSRP SEND request;

2. SHALL, if the received Content-type is CPIM,  duplicate the MSRP SEND request for each CPM Group member with the following modifications according to the rules and procedures of [RFC4975]:

a. SHALL modify the To-Path header according to the MSRP URI(s) received in the answer SDP from the CPM Group member in accordance with rules and procedures of [RFC4975];
b. SHALL modify the From-Path header to the CPM Controlling Function’s own MSRP URI, according to the rules and procedures of [RFC4975];
c. SHALL send the MSRP SEND requests towards each participant who accepted the MSRP session (both CPM Users and/or non-CPM Principals) excluding the one that sent the MSRP SEND request via established MSRP connections taking into account the maximum chunk size negotiated according to section 5.2.1, if any.
3. SHALL, when receiving a CPM Group Session Data Content-Type, check if the management request is valid and if the Participant is authorized to make that CPM Group Session Data operation

a. If the request is valid and authorized, the CPM Controlling Function:

i. SHALL update the CPM Group Session information with the received changes for <subject> or for <icon> data or the <role> data of a Participant;

ii. SHALL generate notifications containing the updated information to the Participants, as described in section 9.2.14.3 “Sending Participant Information Notifications”;

b. otherwise, if the request is not valid, or is not authorized, the CPM Controlling Function SHALL generate an error response to the CPM Client;

c.  SHALL send a response back to the CPM Client in a MSRP SEND request containing the result of the operation in the <response> element, according to CPM Group Session Data <response> element structure as defined in section 6.8.1 “Data Structure of the CPM Group Session Data Management”;
d. SHALL NOT forward the received MSRP SEND to the other Participants.
9.2.14.2 Long-lived CPM Group Session
The Long-lived CPM Group Session requires the CPM Controlling Function to keep the conference information related to the CPM Group Session after the CPM Group Session became inactive, for a duration that is subject to service provider policies. This allows the CPM Controlling Function to further serve requests related to the Long-lived CPM Group Session (e.g. re-start of Long-lived CPM Group Session).
The minimum conference information kept by the CPM Controlling Function is listed below. The CPM Controlling Function:
1) SHALL keep:

a. Conversation-ID, Contribution-ID and CPM Group Session Identity;

b. last Participants Information;

c. type of the CPM Group Session (e.g. Closed or not);

2) if it supports the CPM Group Session Data management, then it SHALL keep:

a. the subject, with the Participant that has last updated it and the timestamp of the update, and

b. the icon, with the Participant that has last updated it and timestamp of the update, and
c. roles assigned to Participants.
Q.1 CPM Controlling Function Policy

The CPM Controlling Function MAY communicate to the Participant CPM Clients the policies in operation for the Participants of the CPM Group Sessions.

The following policies of the CPM Controlling Function MAY be indicated:
· Participant Removal Policy.
Q.1.1 Participant Removal Policy
The Participant Removal Policy indicates the policy applied by the CPM Controlling Function for Participants to request the removal of another Participant, as defined in sections 7.3.6 "Remove Participants from a CPM Group Session" and 9.2.6 "Removing Participant Request".

The following Participant Removal Policies are supported:

1) all Participants:
All CPM Users participating in a CPM Group Session are allowed to request removal of a Participant. This is the default value, if no Participant removal policy is indicated.

2) Administrator only:
Only CPM Users participating in a CPM Group Session with an assigned administrator role are allowed to request removal of another Participant. CPM Client(s) of the Participants that do not have the administrator role SHALL not offer to the CPM User the option to remove Participants.

3) no Participant Removal:
No CPM User participating in a CPM Group Session is allowed to request removal of another Participant. The CPM Client(s) of Participants SHALL not offer to the CPM User to the option to remove another Participant.

Q.1.2 User Role Assignment Policy
The User Role Assignment Policy indicates the assignment policy applied by the CPM Controlling Function for User Roles in a CPM Group Session.

The following User Role Assignment Policies are supported:

1) Single Administrator:
Zero or one Participants of the CPM Group Session can have the administrator role assigned. Only a CPM Client with a administrator role can move its role to another participant in the CPM Group Session. CPM Clients without administrator role are not entitled to perform CPM Group Session Data Management request with a <target> element indicating "role". 
2) Any Administrator:
Any Participant in the CPM Group Session can be assigned with the administrator role. CPM Clients assigned with the Administrator role can set or delete any User Role of any other Participant in the CPM Group Session or can move their administrator role to another Participant via a CPM Group Session Data Management request as defined in section 6.8 "CPM Group Session Data Management". CPM Clients without administrator role are not entitled to perform CPM Group Session Data Management request with a <target> element indicating "role".
If the User Role Assignment Policy is absent or if none of the Participants in a CPM Group Session is assigned with the Administrator role as defined in Appendix Q.1.2 "CPM User Roles", then no CPM Client is entitled to perform CPM Group Session Data Management request with a <target> element indicating "role".
Q.1.3 User Role Value Encoding
The supported policies are indicated via CPM well-defined keywords in the <keywords> element of the <conference-description> element of the conference event package as defined in [RFC4575]. 
The value of the <keywords> element of the conference event package of the CPM Controlling Function SHALL conform the definitions of the xml schema list element following the ABNF syntax:

keywords-value = keyword *(%x20 keyword)

keyword = well-known-keyword / token

well-known-keyword = removal-policy | admin-policy
removal-policy = rem-all / rem-admin / rem-no

rem-all = "rem-all"; indicates the "all Participants" policy

rem-admin = "rem-administrator" ; indicates the "Administrator only" policy

rem-no = "rem-nobody" ; indicates the "no Participant Removal" policy
admin-policy = single-administrator | any-administrator
single-administrator = "single-admin" ; indicates the "Single Administrator"
                                      ; policy
any-administrator = "any-admin" ; indicates the "Any Administrator" policy.
The CPM Client SHALL ignore unknown keyword values.
Appendix P. The CPM Group Session Data Management  
(Normative)
P.1 Schema Description
The following describes the XML schema used for CPM Group Session Data Management defined in section 6.8 “CPM Group Session Data Management”:
	<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="urn:oma:xml:cpm:groupdata:1.0 "
xmlns="urn:oma:xml:cpm:groupdata:1.0"

xmlns:xs="http://www.w3.org/2001/XMLSchema"
elementFormDefault="qualified"
attributeFormDefault="unqualified">
<xs:element name="cpm-group-management">

   <xs:complexType>

         <xs:sequence>

                <xs:attriute name="id" type="integer" use="required"/>

                <xs:element name="group-data" type="group-data-type" minOccurs="0"/>

                <xs:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

         </xs:sequence>

         <xs:anyAttribute namespace="##other" processContents="lax"/>

     </xs:complexType>

</xs:element>

<xs:element name="group-data-type">

      <xs:complexType>

           <xs:choice>

                       <xs:element name="request" type="request-type"/>

                       <xs:element name="response" type="response-type"/>

                       <xs:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

            </xs:choice>

            <xs:anyAttribute namespace="##other" processContents="lax"/>

       </xs:complexType>

</xs:element>

<xs:element name="request-type">

     <xs:complexType>

           <xs:sequence>

                   <xs:attribute name="target" type="target-type">

                   <xs:element name="action" type="action-type">

                   <xs:element name="data" type="data-type" minoccurs="0">

                   <xs:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

              </xs:sequence>

             <xs:anyAttribute namespace="##other" processContents="lax"/>

        </xs:complexType>

</xs:element>

<xs:element name="response-type">

        <xs:complexType>

                 <xs:sequence>

                              <xs:element name="response-code" type="xs:integer" use="required"/>

                              <xs:element name="respomse-text" type="xs:string" minOccurs="0">

                              <xs:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

                  </xs:sequence>

                  <xs:anyAttribute namespace="##other" processContents="lax"/>

           </xs:complexType>

</xs:element>

<xs:element>

       <xs:simpleType name="target-type">

              <xs:restriction base="xs:string">

                        <xs:enumeration value="subject"/>

                        <xs:enumeration value="icon"/>

                       <xs:enumeration value="role"/>

               </xs:restriction>

        </xs:simpleType>

</xs:element>
<xs:element>

       <xs:simpleType name="action-type">

              <xs:restriction base="xs:string">

                        <xs:enumeration value="set"/>

                        <xs:enumeration value="delete"/>

              <xs:enumeration value="move"/>
</xs:restriction>

        </xs:simpleType>

</xs:element>

<xs:element name="data-type">

      <xs:complexType>

              <xs:choice>

                        <xs:element name="subject" type="xs:string"/>

                        <xs:element name="icon" type="xs:icon-type"/>
                        <xs:element name="role" type="xs:role-type"/>
                        <xs:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

               </xs:choice>

               <xs:anyAttribute namespace="##other" processContents="lax"/>

         </xs:complexType>

</xs:element>

<xs:element name="icon-type">

      <xs:complexType>

              <xs:choice>

                       <xs:element name="icon-uri" type="xs:anyURI"/>

                       <xs:element name="file-info" type="xs:string"/>

                       <xs:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

              </xs:choice>

              <xs:anyAttribute namespace="##other" processContents="lax"/>

       </xs:complexType>

</xs:element>
<xs:element name="role-type">

      <xs:complexType>

              <xs:choice>

                       <xs:element name="user-role" type="xs:string"/>

                       <xs:element name="participant" type="xs:anyURI"/>

                       <xs:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

              </xs:choice>

              <xs:anyAttribute namespace="##other" processContents="lax"/>

       </xs:complexType>

</xs:element>

</xs:schema>


Table 10: CPM Group Session Data Management Schema
P.2 CPM Group Session Data Management Examples
An example of a CPM Group Session Data Management request to set a subject of a CPM Group Session is provided in the table below.
	<?xml version="1.0" encoding="UTF-8"?>
<cpm-group-management


xmlns="urn:oma:xml:cpm:groupdata:1.0"


id="7598235857">


<group-data>



<request target="subject">




<action>set</action>




<data>





<subject>Hello World</subject>




</data>



</request>


</group-data>

</cpm-group-management>


Table 11: CPM Group Session Data Management Request Set Example
An example of a CPM Group Session Data Management request to delete an icon of a CPM Group Session is provided in the table below.

	<?xml version="1.0" encoding="UTF-8"?>
<cpm-group-management


xmlns="urn:oma:xml:cpm:groupdata:1.0"


id="iuhghuwerpghaposif">


<group-data>



<request target="icon">




<action>delete</action>



</request>


</group-data>

</cpm-group-management>


Table 12: CPM Group Session Data Management Request Delete Example
An example of a CPM Group Session Data Management request to move the CPM User's administrator role to another CPM Group Session Participant is provided in the table below.

	<?xml version="1.0" encoding="UTF-8"?>
<cpm-group-management


xmlns="urn:oma:xml:cpm:groupdata:1.0"


id="5795985717498712987547">


<group-data>



<request target="role">




<action>move</action>




<data>





<user-role>Administrator</user-role>




<participant>tel:+491711234567</participant>



</data>



</request>


</group-data>

</cpm-group-management>


Table 13: CPM Group Session Data Management Request Move Example
An example of a CPM Group Session Data Management success response to the request shown in Table 11 is provided in the table below.

	<?xml version="1.0" encoding="UTF-8"?>
<cpm-group-management


xmlns="urn:oma:xml:cpm:groupdata:1.0"


id="7598235857">


<group-data>



<response>




<response-code>200</response-code>




<response-text>OK</response-text>



</response>


</group-data>

</cpm-group-management>


Table 14: CPM Group Session Data Management Response Example

Q.1.2 CPM User Roles

The CPM Controlling Function SHALL be able to assign roles to Participant CPM Users of a CPM Group session and a CPM Long-lived Group Session. The following role is defined:

A. Administrator
The Administrator role entitles a CPM User to remove Participants from A CPM Group Session or a CPM Long-lived Group Session.

The CPM User role is assigned via the <roles> element of the <user> element of the conference event package as defined in [RFC4575]. The value of the <roles> element of the conference event package of the CPM Controlling Function SHALL conform with the following ABNF syntax:

roles-value = role *("," role)

role = well-known-role / token

well-known-role = Administrator

Administrator = "Administrator"

The CPM Client SHALL ignore unknown roles values <roles> element.
The initial assignment of policy in a Group Session is a based on service provider policies.

Note: Extension for the CPM Group Data Management defined in section 6.8 "CPM Group Data Management" SHALL be allowed.

The Administrator role SHALL apply to a Participant CPM User, if:

a) the <user> element containing the <yourown> attribute as defined in Appendix M of [OMA-SIMPLE-IM] with the value "true", contains a <roles> element set to a value of "Administrator".
[image: image1.jpg]"sOMaQa

Open Mobile Alliance



