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1 Reason for Change

This contribution contains an initial specification proposal, based on OMA-COM-EVVM-2011-0185-INP_Spam_Reporting_Proposal.

2 Impact on Backward Compatibility

None, as VVM 1.3 clients cannot invoke this.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Create the IMAP transport binding and the OMA EVVM capability
7.2 Transport bindings

This section describes the protocols for each interface.
The protocols for the EVVM-1 interface SHALL be:

· IMAP as defined in [RFC3501].
The EVVM server SHALL accept IMAP connections via TCP port 143 as defined in [RFC3501] and/or via TCP port 993 for secure IMAP connections using TLS, unless specified otherwise by the service provider, see [TBD if needed].
To secure the IMAP communications channel, EVVM servers MUST support TLS 1.0, as specified in [RFC2246].
This specification contains additional conversions for IMAP servers such as flags, commands, etc. In order to ensure that the client and the server adhere to the same conventions, the IMAP server MUST indicate the capability "X-OMA-EVVM-10".
Change 2:  Create a placeholder for IMAP Keywords

7.3 Data Model
This section describes the data/payload formats and encodings that EVVM uses:

· Identifiers in section 7.3.1.

· User preferences in section 7.3.2.

· Voice in section 7.3.3.

· Notifications in section 7.3.4.
· IMAP keywords in section [editor to add cross-reference to the new section below].
Change 3:  Some details for IMAP keywords

7.3.5 IMAP keywords
The IMAP protocol [RFC3501] supports system flags and keywords. System flags cannot be re-used or extended, but keywords can be. OMA EVVM takes advantage of this, and defines the format for keywords supported by this specification.
The format of the keywords is defined using the ABNF notation specified in [RFC3051], and the format SHALL be:
keyword = "$OMAEVVM" evvm-version keyword-data
evvm-version = DIGIT *DIGIT "-" ; version number of the specification, without dots.
keyword-data = atom ; see atom in RFC3501
Consequently, all IMAP keywords defined by this specification begin with: "$OMAEVVM10-".
7.3.5.1 Spam-related keywords
TBD
Change 4:  Create a placeholder for spam reporting
7.4.3 Client-Server procedures
This section describes procedures that involve the EVVM Client and the EVVM Server and requires interactions via the EVVM-1 and/or EVVM-2 interfaces.

Minimum conformance requirements:

· The EVVM Server MUST expose the EVVM-1 interface.
· The EVVM Client MUST expose the EVVM-2 interface.
· The EVVM Server and the EVVM Client MUST support:

· 
· Spam Reporting, as defined in section [editor to add cross-reference to the new section below].
· The EVVM Server and the EVVM Client SHOULD support:

· ...

· The EVVM Server and the EVVM Client MAY support:

· ...

Change 5:  Create a placeholder for the new IMAP command

7.4.3.4 Voicemail management

7.4.3.4.1 Spam reporting
This specification allows reporting spam as well as reporting that a message (that was reported spam earlier) is no longer spam. There are two alternatives to achieve this: either by managing the IMAP keywords described in [editor to add cross-reference to the new section earlier] directly, or, by using a new command defined in this specification. Using the command yields additional benefits, such as allowing the server to perform actions automatically, according to user preferences and server provider policies, and trigger additional server and/or client-side functionalities; see examples in [editor to add cross-reference to the new section in appendix C below].
The client and the server MUST support the keywords defined in [editor to add cross-reference to the future 7.3.5.1 section].

The client and the server MUST support spam reporting by managing keywords, as described in [RFC3501].

The client and the server MUST support spam reporting by using the SPAMREP command defined below.
The SPAMREP command follows the conventions of [RFC3501].
SPAMREP command

Arguments:

directive

reference type

reference

OPTIONAL list of part identifiers

Responses:

OPTIONAL OK response: RELOCATE

OPTIONAL OK response: RELOCATING

OPTIONAL OK response: DELETE

OPTIONAL OK response: DELETING

OPTIONAL OK response: KEYWORD

Result:

OK - report accepted

NO - one or more messages do not exist on the server

BAD - the message was not reported as spam earlier

The SPAMREP command allows:

- reporting spam, and

- reporting that a message (that was reported spam earlier) is no longer spam.

The command MAY be issued one or more messages at a time, in the currently selected mailbox.

To report a spam, the directive MUST be SET.

To report that a message is no longer considered to be a spam, the directive MUST be CLEAR.
The reference type MUST indicate the format of the reference.

To use a unique identifier specified in [RFC3501], the reference type MUST be UID and the reference MUST be "A number expressing the unique identifier of the message".

To use a sequence set specified in [RFC3501], the reference type MUST be SEQ and the reference MUST be "sequence numbers corresponding to the specified message sequence number set".

To use an authorized URL specified in [RFC4467], the reference type MUST be URLAUTH and the reference MUST be an "URLAUTH-authorized URL" authorizing the entire message.

When the reference identifies one and only one message, the list of part identifiers MAY be included to improve the accuracy of spam detection.

When the reference identifies more than one message, the list of part identifiers MUST be omitted.

[There’s a lot more to be specified, will bring another CR to finish this.]
Change 6:  Add example flows to showcase possibilities for client and server-side functionalities.

Appendix C. Flows 
[informative]
C.1 Spam reporting

The flows in the following sub-sections illustrate informative examples for various scenarios that may be triggered by the spam report command defined in section 7.4.3.4.1 [Editor to make this a cross-reference].
C.1.1 Flag message

The user finds a voicemail that he deems to be spam. He invokes the appropriate functions on the client to report the message as spam. The client reports the spam using the appropriate command to the server. The server queries its internal database and an external database, such as SpamRep. No records of the message are found, so the server stores metrics at both locations for future reference. The server checks the user’s preferences and finds no guidance about handing the spam, so it checks the service provider policies - and finds no instructions. In the end, lacking any sort of guidance, the end the server stores a keyword for the message and informs that client about that. The client updates its representation of the voicemail repository and the message turns red. The user cheers.
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Figure 1: Example: Spam reporting, flag message

C.1.2 Recommend moving message
The user finds a voicemail that he deems to be spam. He invokes the appropriate functions on the client to report the message as spam. The client reports the spam using the appropriate command to the server. The server queries its internal database and an external database, such as SpamRep. Records of the message are found, so the server updates the stored metrics at both locations for future reference. The server checks the user’s preferences and finds no guidance about handing the spam, so it checks the service provider policies - and finds no instructions. In the end, lacking any sort of guidance, the end the server stores a keyword for the message and recommends to the client to move the message to another mailbox. The client updates its representation of the voicemail repository and the message turns red. The client asks the user whether he wants to move the message. The user says yes, and in turn, the client copies the voicemail to the spambox, deletes the original voicemail and the message disappears from the current view. The client asks the user whether he wants to perform this action from now on automatically. The user says yes, and in turn, the client stores a user preference on the server. The user cheers.
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Figure 1: Example: Spam reporting, recommend moving message

C.1.3 Automatically move message
The user finds a voicemail that he deems to be spam. He invokes the appropriate functions on the client to report the message as spam. The client reports the spam using the appropriate command to the server. The server queries its internal database and an external database, such as SpamRep. Records of the message are found, so the server updates the stored metrics at both locations for future reference. The server checks the user’s preferences and finds that the user has a preference to move the spam to the spambox automatically. The server copies the message to the spambox, stores the appropriate keyword(s) for the message, deletes the original message and informs the client that the message is being relocated. The client understands that it needs to reconcile, therefore it performs the necessary steps and updates its representation of the voicemail repository and the message disappears from the current view. The user cheers in admiration.
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Figure 1: Example: Spam reporting, server moves message
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