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1 Reason for Change

Now that we have a separate subsection, Security Considerations, describing security in Section 6, Architectural Model, all the security contents in the remaining subsections of Section 6 should be removed and rearranged in Section 6.4, Security Considerations. This CR reorganizes the security contents in Section 6 in light of the above considerations.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The EVVM group is recommended to review and agree to the proposed changes.
6 Detailed Change Proposal

Change 1:  Update Section 6.3.1.1, EVVM Client.
5. EVVM Client

The EVVM Client resides in a Device. It is used to access network-based EVVM functional components and to manage voicemails, greetings and user preferences. User can use multiple EVVM Clients (which may reside on multiple devices) to access EVVM-based services.

The EVVM Client is responsible for:

· Establishing connections as necessary while the user provisioning status is active, authenticating the user, maintaining and closing established connections as necessary:

· Providing information for mutual authentication between the EVVM User and the EVVM Server prior to accessing the EVVM-based service.
· Providing information for mutual authentication between other EVVM functional entities and supporting resources, if applicable (e.g., VM storage, user preferences), prior to using resources and managing user’s data.
· Coping with intermittent connectivity or bearer-switching-caused interruption (including suspending and resuming).

· Client capability management via the XDM Enabler [6.3.1.10.1]

· Service preference management via the XDM Enabler [6.3.1.10.1]

· User preference management:

· EVVM preferences via the XDM Enabler [6.3.1.10.1]

· Folder management:

· Selecting the current folder.

· Voicemail handling:

· Creating a voicemail from:

· voice, 

· text,

· references to voicemails stored in the EVVM Voice Mail Storage Server.

· Sending voicemail, optionally indicating a future time for the voicemail to be released by the EVVM Server

· Requesting to send a new or a stored voicemail to the recipient(s)

· Requesting to send a voicemail to the recipient including emotion indication (e.g., happy, sad, angry)

· Requesting to forward a voicemail or part(s) of it to the recipient(s)

· Requesting to forward a transcription of the voicemail or parts of it to the recipient(s)

· Requesting to forward voicemail to SMS, MMS and/or Email recipient(s) , optionally including a request for delivery or read report

· Requesting to recall a voicemail

· Supporting international email addresses.

· Requesting delivery and read report

· Voicemail management:

· Creating a voicemail from voice or text.

· Obtaining a list of voicemail(s), e.g., inbox, spambox.

· Fetching the blocked information and informing EVVM Server to unblock a previously blocked user. 

· Deleting a voicemail.

· Retrieving voicemail with emotion indication

· Retrieving a voicemails as 

· voicemail only

· transcribed text only

· voicemail and transcribed text together

· Greeting (audio or text) and voice signature management, with or without contact information attachment:

· Creating greetings and voice signatures

· Associating with a caller identifier

· Associating with a group

· Associating with a language

· Associate with a time-of-day, days of the week or calendar dates.

· Uploading greetings and voice signatures.

· Obtaining list of greetings and voice signatures.

· Retrieving greetings and voice signatures.

· Deleting greetings and voice signatures.

· Replacing existing greetings and voice signatures.

· Creating Groups for greetings and voice signatures

· Content adaptation:

· Requesting on-demand text to voice conversion.

· Requesting on-demand voicemail transcription.

· Starting/stopping automatic voicemail transcription.

· Notifications:

· Querying subscriber provisioning status.

· Service activation/deactivation.

· Recall status notification (success or failure notification to recalling and/or recipient user) 

· Turning notifications on/off.

· Receiving and consuming notifications including the emotion indication if present.

· Receiving network-initiated deactivation notification.

· Support for multiple identifiers

· Authenticating using any one of the identifiers

· Performing operations using selected identifiers

· 
· 
· 
· 
· 
· Spam Management:

· Reporting voicemail as a spam.
· Informing EVVM Server that a previously reported spam is no longer a spam.

· Managing a set of parameters that will be used to identify a voicemail as spam.
Change 2:  Update Section 6.3.1.2, EVVM Server.
5. EVVM Server

The EVVM Server resides in a Server Domain. It stores resources and provides access to these resources to other EVVM functional components.

A remote EVVM Server is an EVVM Server residing in another (remote) EVVM Server Domain and supports full set or a subset of EVVM functions described in this document. The local EVVM Server interacts with the remote EVVM Servers to allow EVVM Users of the local EVVM Server Domain to interact with EVVM Users of the other (remote) EVVM Server Domain.

The EVVM Server MUST provide storage either internally, externally or both, see [TBD, new section in appendix with figure]. The interface between the EVVM Server and its internal storage is an implementation issue, and as such, it is out of the scope of this specification. The interface between the EVVM Server and its external storage MUST be CPM-MSG, as defined in [OMA CPM TS MS], see section 7.4.5.

The EVVM Server is responsible for:

· Serving connection requests, authenticating the EVVM user and the EVVM Client, maintaining and closing established connections as requested.

· Providing information (e.g. EVVM User credentials) for mutual authentication between other EVVM functional entities and supporting resources, if applicable (e.g., VM storage, user preferences), prior to using resources and managing user’s data.
· Providing internal storage for voicemails, greetings and voice signatures 

· Interacting with external storage for voicemails, greetings and voice signatures.

· Support the storage of the following user preferences (either in external or in internal storage, not both):

· Preferred media formats.

· Processing and validation of requests originated from the EVVM Client and the TUI.

· Applying the device/client capabilities, user preferences and service provider policies to requests from the EVVM Client and the TUI, as applicable.

· Disclosing the server capabilities to the client:

· List of supported media formats

· Performing requested operations, if permitted:

· Client capability management via the XDM Enabler [6.3.1.10.1]

· Server capability management via the XDM Enabler [6.3.1.10.1]

· EVVM preferences via the XDM Enabler [6.3.1.10.1]

· Voicemail handling:

· Fetching, from the EVVM Voice Mail Storage Server, the referenced media and replacing the references included in the voicemail.

· Sending voicemail to the recipient(s) upon receiving a request

· If present, including emotion indication.

· Sending voicemail at the future time specified by the EVVM Client.

· Delivering voicemail with appropriate codec

· If needed, performing on-the-fly transcription to the preferred media format(s).

· If roaming, respecting delivery while roaming preference.

· Receiving voicemail:

· Rejecting with respect to the white and black lists

· Accepting with respect to the white and black lists

· Recording an incoming voicemail 

· Storing the recorded voicemail to the Voice Mail Storage Server

· Storing incoming voicemail(s)

· Inserting images as attachments to a voicemail (e.g., display of logos, advertisements) based on service provider’s policy and with prior consent of the VM receiving user.

· Forwarding an already stored voicemail to the recipient(s) respecting white list/black list

· Sending Delivery/Read Status information according to user preference. Supporting international email addresses.

· Supporting international email addresses.

· Recalling voicemail that was previously sent.

· Support for multiple identifiers

· Allowing associating multiple identifiers with one specific user
· Authenticating the user using his/her selected identifier
· Performing operations using selected EVVM user identifier

· Allowing using all associated identifiers during an authenticated/authorized session

· Delivery and/or read report handling:

· Receiving a read report, indicating when the corresponding voicemail forwarded as MMS/Email was read by the recipient.

· Receiving a delivery report, indicating when the corresponding voicemail forwarded as SMS/MMS/Email was properly delivered to its destination.

· Notifying the EVVM Client of a received read and/or delivery report, according to user preferences.

· Greeting and voice signature management:

· Storing greetings (voice or text) and voice signatures including contact information attachment, if present.

· Notifying and resolving conditional greeting conflicts based on user’s preferences.

· Playing the appropriate greetings based on EVVM user’s preference:

· Based on caller identifier

· Based on group

· Based on language

· Based on time-of-day, days of the week or calendar dates

· Content adaptation:

· Realizing voicemail transcription according to user preference.

· Providing transcribed text to the client.

· Realizing text to voice conversion according to user preference.

· Providing converted voice to the client.

· Notifications:

· Delivering subscriber status.

· Dispatching event notifications or not (according to user preferences) 

· If roaming, respecting notification setting while roaming preference and preferred roaming notification type.

· Delivering voicemail recall status notifications to recalling and/or recipient EVVM User(s).

· Providing authentication information in the notifications.
· Spam Management:
· Identifying incoming voicemails as spam and storing them in the spam folder.
· Processing spam report received from EVVM Client.
· Handling the spam voicemail according to the spam report, user preference and service provider policies
· Reporting the result of the requested operation to the EVVM Client and the TUI, as applicable.

· Receiving and processing information from the EVVM Client that a previously reported spam is no longer a spam

· Responding to the EVVM Client’s request to retrieve the blocked information.

· Receiving request from the EVVM Client to unblock a user that was previously blocked from leaving a voicemail.

· Forwarding transcribed text to the recipient(s).

· Sending notification to the appropriate EVVM Client(s) that the EVVM User is no longer provisioned for EVVM services i.e. network initiated deactivation.

· 
· 

· 
· 
· 
· 
· Supporting EVVM operations in multi-device environment.

· Communicating with remote EVVM Servers in remote Server Domain, to transfer:

· Voicemails.
· Reports (delivery reports, read reports).
· Interworking with Standard non-OMA VM Service according to service provider’s policies:
· Identifying voicemail’s destination as a Standard non-OMA VM service and forwarding the voicemail to its destination.
· Identifying destination of report (e.g., delivery report, read report) as a Standard non-OMA VM service and forwarding the report to its destination.
· Receiving voicemails from Standard non-OMA VM Service;
· Receiving reports (delivery reports, read reports) from Standard non-OMA VM Service
Change 3:  Update Section 6.4, Security Considerations.
4. Security Considerations

The EVVM Enabler provides the following security aspects:

· Authentication,

· Security of voicemails,

· Security of notifications,

· Security of voicemail interworking.

4. Authentication

EVVM supports associating multiple identifiers with the user’s voicemail box. The EVVM user SHALL be authenticated by EVVM Server using any one of these identifiers. Once one of his/her identifiers is authenticated, all the other associated identifiers SHALL be considered as authenticated.

The EVVM Client SHALL authenticate the EVVM Server and vice versa according to [OMA SEC CF].

Similar mutual authentications are expected to take place between EVVM functional components and their corresponding interacting components of the supporting enablers, e.g., EVVM Server and Message Storage Server.

The mutual authentication SHOULD be performed between EVVM Server and EVVM Forwarding Gateway and is subject to:

· Service provider’s policy.
· Service provider’s deployment
The mutual authentication SHOULD be performed between EVVM Server and the EVVM Non-OMA Standard VM Service and is subject to:

· Service provider’s policy.
· Service provider’s deployment
The mutual authentication SHALL be performed between EVVM Servers and is subject to:

· Service provider’s policy.
· Service provider’s deployment.
Security of Voice Mails
The EVVM Enabler ensures the security of EVVM voicemail contents as a supplement to the security mechanism of VVM 1.3.

Regarding voicemail contents, the EVVM Enabler SHALL support the following security-related functionalities:

· Encrypting the whole voicemail or part of it for its confidentiality,

· Preserving the integrity of the whole voicemail or part of it,

· Ensuring the non-repudiation for the whole voicemail or part of it.

4. Security of Notifications

6.4.3.1 Security of Push Notifications

The EVVM Enabler SHALL be able to ensure the security of push notifications according to the request of the EVVM user.

The encryption algorithm and encryption key used to encrypt the push message should be negotiated between the EVVM Client and the EVVM Server. Encryption credentials should be identified per client.
5. Security of SMS Notifications
Each STATUS SMS message SHALL be encrypted to preserve its confidentiality. Each SYNC SMS message MAY be encrypted to preserve its confidentiality.

The encryption algorithm and encryption key used to encrypt the STATUS/SYNC SMS message should be negotiated between the EVVM client and the EVVM server.

4. Security of voicemail interworking

While forwarding a voicemail as a MMS/EMAIL/SMS message, the EVVM Enabler SHALL transfer the data confidentiality and/or integrity, if present, to the non-EVVM services if the non-EVVM services support the data confidentiality and/or integrity also.
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