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1 Reason for Change

This contribution is to complete security considerations in Architecture stage to implement the following security requirements.
6.1.8 Security

	Label
	Description
	Release

	ISC-SEC-001
	The ISC Enabler SHALL provide a mechanism to protect ISC User from receiving an unwanted message (by the recipient), according to the user preferences (e.g., black list, block advertisements) and the service provider policy.
	ISC V1.0

	ISC-SEC-002
	The ISC Enabler SHALL provide capabilities of content screening (e.g., blocking, allowing, or amending content) prior to delivery of the content to the ISC User, according to the service provider policy.
	ISC V1.0

	ISC-SEC-003
	The ISC Enabler SHALL provide a security mechanism to deny access by unauthorized Principals. 
	ISC V1.0

	ISC-SEC-004
	The ISC Enabler SHALL support a security mechanism to preserve the integrity and confidentiality of communication and content viewing when the ISC User accesses the ISC network-based functionality.
	ISC V1.0


Table 1: High-Level Functional Requirements – Security

6.1.8.1 Authentication

	Label
	Description
	Release

	ISC-AUC-001
	The ISC Enabler SHALL support a Principal to be authenticated by the service provider’s domain.
	ISC V1.0

	ISC-AUC-002
	The ISC Enabler SHALL support a Principal to authenticate the service provider’s domain.
	ISC V1.0

	ISC-AUC-003
	The ISC Enabler MAY leverage the authentication capabilities of the underlying IP network to authenticate a Principal.
	ISC V1.0

	ISC-AUC-004
	The ISC Enabler MAY leverage the authentication capabilities of the underlying IP network to allow a Principal to authenticate the service provider’s domain.
	ISC V1.0


Table 2: High-Level Functional Requirements – Authentication
6.1.8.2 Authorization

	Label
	Description
	Release

	ISC-AUT-001
	The ISC Enabler SHALL verify, if applicable by the service provider policy, whether a Principal is authorized to perform the action(s) it requested.
	ISC V1.0

	ISC-AUT-002
	The ISC Enabler MAY provide a mechanism to prevent unauthorized access to an ISC User’s related contents/information stored on his/her device(s) (e.g. lost or stolen device).
	ISC V1.0

	ISC-AUT-003
	The ISC Enabler SHALL prevent unauthorized access to ISC User’s related contents/information stored in the network.
	ISC V1.0

	ISC-AUT-004
	The ISC Enabler SHALL support the ISC User to manage authorisation rules (e.g. to retrieve/search/modify the ISC User’s published contents) that allow others to obtain information from his/her published contents.
	ISC V1.0

	ISC-AUT-005
	The ISC Enabler SHALL support the ISC User to manage default authorization rule to be applied to any ISC User that are not explicitly identified within the authorization rules.
	ISC V1.0


Table 3: High-Level Functional Requirements – Authorization

6.1.8.3 Data Integrity

	Label
	Description
	Release

	ISC-INT-001
	The ISC Enabler SHALL ensure data integrity of the ISC User’s data (e.g. content viewing, communication).
	ISC V1.0


Table 4: High-Level Functional Requirements – Data Integrity

6.1.8.4 Confidentiality

	Label
	Description
	Release

	ISC-CON-001
	The ISC Enabler SHALL support confidentiality of data (e.g., content, communication) exchange.
	ISC V1.0


Table 5: High-Level Functional Requirements – Confidentiality
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree this CR.
6 Detailed Change Proposal
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Change 2:  Security Considerations
5.4 Security Considerations

· 
· 
· 
· 
· 
· 
· 
· 
5.4.1 Authentication

Mutual authentication between ISC Server and ISC Client is expected on the interface ISC-1 as a prerequisite to authorization, described in section 5.4.2. After mutual authentication, the key shared between ISC Server and ISC Client will be obtained and used for confidentiality and integrity for data transportation, described in 5.4.3.

ISC Server shall authenticate ISC Client based on one of the following mechanisms:

· username and password;

· authentic user information provided by underlying trusted network;
· ISC Server uses the authentic user information (e.g., subscriber identifier, keys negotiated between the user and network after network access authentication) as credentials;
· certificates.
As for the first two mechanisms described above, TLS in [OMA SEC_CF-V1_1] should be used when sending requests using password authentication or authentic user information authentication.

ISC Client shall authenticate ISC Server based on certificates.

Mutual authentication between ISC Server and Content Provider, which is expected on interfaces ISC-2 and ISC-3, is subject to service provider policy. The possible mechanisms are available in [OMA SEC_CF-V1_1].
5.4.2 Authorization

ISC Servers support at least one of the following authorization mechanisms:
· black/white list;

· access control list.

ISC Servers support ISC Users define their own authorization rules according to above mechanisms.

With authorization mechanisms, ISC Users can

· authorize other ISC Users to perform the action(s) their requested;

· authorize other ISC Users to access their contents/information stored in the network according to their rules.

5.4.3 Confidentiality and Integrity
After mutual authentication between ISC Server and ISC Client, shared keys will be obtained and used for:

· Confidentiality and integrity for users information/interaction transportation, possible mechanisms are available in [OMA SEC_CF-V1_1];
· Confidentiality for content transportation over protocols (e.g., HTTP, RTP), possible mechanisms are available in [OMA SEC_CF-V1_1] or in [RFC3711].
Confidentiality and integrity for data transportation between ISC Server and Content Provider, is subject to service provider policy. The possible mechanisms are available in [OMA SEC_CF-V1_1] or in [RFC3711].
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