Doc# OMA-COM-ISC-2013-0184-CR_TS__Security[image: image3.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-COM-ISC-2013-0184-CR_TS__Security
Change Request


Change Request

	Title:
	TS Security 
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA ISC

	Doc to Change:
	OMA-TS-ISC-V1_0-20130827-D.doc

	Submission Date:
	23 Sep,2013

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Li Zhongxing, ZTE Corporation, li.zhongxing@zte.com.cn
Alex Yao, ZTE Corporation, yao.lizhe@zte.com.cn

Huang Cheng, ZTE Corporation, huang.cheng5@zte.com.cn

	Replaces:
	n/a


1 Reason for Change

This CR defines Security mechanism which are need for ISC Enabler in section 9.1.3”Security”.

This contribution addresses the requirement s as below

	ISC-AUC-001
	The ISC Enabler SHALL support a Principal to be authenticated by the service provider’s domain.
	ISC V1.0

	ISC-AUC-002
	The ISC Enabler SHALL support a Principal to authenticate the service provider’s domain.
	ISC V1.0

	ISC-AUC-003
	The ISC Enabler MAY leverage the authentication capabilities of the underlying IP network to authenticate a Principal.
	ISC V1.0

	ISC-AUC-004
	The ISC Enabler MAY leverage the authentication capabilities of the underlying IP network to allow a Principal to authenticate the service provider’s domain.
	ISC V1.0

	ISC-INT-001
	The ISC Enabler SHALL ensure data integrity of the ISC User’s data (e.g. content viewing, communication).
	ISC V1.0

	ISC-CON-001
	The ISC Enabler SHALL support confidentiality of data (e.g., content, communication) exchange.
	ISC V1.0

	ISC-SEC-003
	The ISC Enabler SHALL provide a security mechanism to deny access by unauthorized Principals. 
	ISC V1.0

	ISC-SEC-004
	The ISC Enabler SHALL support a security mechanism to preserve the integrity and confidentiality of communication and content viewing when the ISC User accesses the ISC network-based functionality.
	ISC V1.0

	ISC-AUT-001
	The ISC Enabler SHALL verify, if applicable by the service provider policy, whether a Principal is authorized to perform the action(s) it requested.
	ISC V1.0

	ISC-AUT-003
	The ISC Enabler SHALL prevent unauthorized access to ISC User’s related contents/information stored in the network.
	ISC V1.0


2 Impact on Other Specifications

None.
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

Group is requested to review and agree the proposed changes.
5 Detailed Change Proposal

Change 1:  Add section  9.1.3 “Security”
9. System Concepts
9.1.3 Security
The Security mechanism provides protection to the ISC Enabler environment.

General
The ISC Enabler Service environment SHOULD rely on /reuse security features/mechanisms provided by the underlying SIP/IP Core, to e.g. secure environment and authenticate users. Such dependence will be assumed as the basis for the security architecture .The SIP/IP Core is assumed to provide to user authentication and (optionally) confidentiality protection of SIP signalling as defined in [3GPP TS 33.203].When  the SIP/IP core correspond to 3GPP/3GPP2 IMS, and the User Equipment contains USIM/ISIM or UIM/R-UIM mutual authentication between the  ISC User and the SIP/IP Core SHALL be applied as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0]. All ISC Users SHALL be securely authenticated to allow reliable access control to ISC services.
Secured Client Registration and ISC Service Usage Authentication 
The SIP security measures applied to client registration and service usage authentication as described in section 9.1.2
“Signalling over the SIP/IP Core” also apply to the ISC Client registration and authentication of the service used by the ISC User according to [RFC3261].
Originator Address 
The ISC Client MAY include the address of the sending ISC User when sending ISC requests and ISC responses.

The ISC Enabler expects that the SIP/IP core serving the ISC Client provides an authenticated address of the ISC User in ISC request and response.
Authentication between ISC Server and ISC Clients
Mutual authentication between ISC Server and ISC Client is expected on the interface ISC-1 as a prerequisite to authorization when the ISC Client requests to access services provided by the ISC Server or the ISC Server requests to access content /information stored on the ISC Client.
  In some scenes, after mutual authentication, the key shared between ISC Server and ISC Client will be obtained and used for confidentiality and integrity for data transportation.
ISC Server shall authenticate ISC Client based on the following mechanisms
· checking the Principal’s address
· using–shared key authentication mechanisms 
· Authentic user information provided by underlying trusted net work ;
· the authentic user information (e.g. ,subscriber identifier ,keys negotiated between the user and network after net work access authentication )as credentials 
· checking user name and password 
·  A mixture of the above of the above methods
A  ISC Client authenticates an ISC Server based on the following mechanisms
· checking the ISC Server’s certificate 
· When the ISC Server authenticates itself towards the ISC Client using certificate based TLS authentication, the ISC Client shall support certificated based on a Public Key Infrastructure (PKI) for which the ISC Client is pre-configured with a root or intermediate CA certificate in the signing chain of the certificate.

·  Using pre-shared key authentication mechanisms.
·  authentic information provided by underlying trusted net work 
· A mixture of the above methods
As for the two authentication mechanisms described above, TLS in [OMA SEC_CF-V1_1] should be used when sending request using password authentication or authentic user information authentication.
Mutual Authentication between ISC Server and Content Provider

Mutual authentication between ISC Server and Content Provider, which is expected on interfaces ISC -2 and ISC -3, is subject to service provider policy. The possible mechanisms are available in [OMA SEC_CF-V1_1].
Content Storage Security
On receiving  a request from a ISC Client to access communication–related content, different type of contents including the viewing/views contents, user generated contents(live/non–live),and Associated Contents stored in the ISC Server in the network，TLS/PSK-TLS can be used according to [RFC2246], [RFC4279], [OMA-SEC_CF-AD], [3GPP TS33.210] and [RFC3501] as following, if requested by the ISC User and allowed by service provider policies.

· An ISC Server authenticates an ISC Client by checking the Principal’s address/or by using pre–shared key authentication mechanisms or by using username and password.
· An ISC Client authenticates an ISC Server by checking the ISC Server’s certificate or by using pre-shared key authentication mechanisms.
If integrity and confidentiality of the message/content are requested by the Principal and subject to service provider policies, the message /content are encrypted with integrity protection before transporting them between an ISC Client and an ISC Server.
In addition to the use of TLS/PSK-TLS, the ISC Server checks against the access control list if a Principal has the right to access the resources stored in the ISC Server.
Confidentiality and Integrity Protection 
The security mechanism SHALL be provided by the SIP/IP Core to support integrity and confidentiality protection of SIP Signalling.
When the SIP/IP Core Corresponds with 3GPP IMS or 3GPP2 MMD networks, the integrity and confidentiality protection mechanism are specified in [3GPP-TS_33.203]/ [3GPP2-S.R0086].
Data Confidentiality and Integrity between ISC Client and ISC Server 
After mutual authentication between ISC Server and ISC Client, shared keys will be used for:

· Confidentiality and integrity for Users information /interaction transportation, possible mechanisms are available in [OMA SEC_CF-V1_1]
· Confidentiality for content transportation over protocols (e.g. HTTP, RTP), possible mechanisms are available in [OMA SEC_CF –V1_1] or in [RFC 3711]
If integrity and confidentiality of communication data and content viewing data are requested by the ISC User and this is allowed by the service provider policies.TLS/PSK-TLS or SRTP will be performed during communication and content viewing process in accordance with [RFC2246], [RFC4279], [OMA-SEC-CF- V1_1] ,[RFC3711] and [3GPP TS 33.203]/ [3GPP2 S.R0086-0].

Change 2:  Add Flows of authentication between  ISC Server and ISC Client in Appendix  D

Appendix D Flows (informative)

D.2 Authentication
The flows in this section depicts examples of authentication between ISC Server and ISC Client 
D.2.1 ISC Server Authentication
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Figure XXX: Authentication to ISC Client
The above figure describes how an ISC Server authenticates to an ISC Client, The major steps include:
1. Accessing an ISC Client requires authentication, therefore an ISC Server sends an authentication request to the ISC Client. The request includes the credentials to be used for authentication.

2. The ISC Client verifies the supplied authentication credentials.

3. The ISC Client sends back its response to the requestor. The response includes status information about the transaction.
D.2.2 ISC Client Authentication
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Figure XXX: Authentication to ISC Server
The above figure describes how an ISC Client authenticates to an ISC Server. The major steps include:
1. Accessing an ISC Server requires authentication, therefore an ISC Client sends an authentication request to the ISC Server. The request includes the authentication information (e.g. ISC User password, ISC User Address, ISC Client Address) to be used for authentication.

2. The ISC Server verifies the ISC Client identity.
3. The ISC Server sends back its response to the requestor. The response includes status information about the transaction.
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