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1 Reason for Change

a) Justification:
There is a following privacy hole in the current PoC2 CP spec.

The CF sends the SIP NOTIFY request to the PoC Clients which have subscribed to the conference state event package when receiving a SIP 183 "Session Progress" response from the terminating side PF (i.e. Automatic Answer Mode in the case of On-demand Session). At this point in time, since the CF does not know whether the Invited PoC Client’s Privacy header type is “id” (i.e, anonymous) or not, the CF shows the identity of the Invited PoC Client by default until it receives the SIP final 200 “OK” response from the terminating side PF even though the Invited PoC Client wishes to keep its privacy (i.e. anonymous).
Following excerpt from RFC 3325 shows that the default behaviour when the Privacy header is not available and it is that the identity is shown.

RFC 3325 “Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Networks” says the following:

If no Privacy header field is present in a request, elements in this Trust Domain MUST act as if no privacy is requested.

b) Clauses affected:
7.2.1.2, 7.2.1.3
c) Summary of change:
The CF does not send the SIP NOTIFY request when receiving a SIP 183 "Session Progress" response from the terminating side PF and consequently the CF will send the SIP NOTIFY request when receiving the SIP final 200 “OK” response from the terminating PF side.
d) Consequence if not approved:
Privacy cannot be ensured.
e) Reason for revision:
N/A
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the proposed changes be included in next version of the PoC2 CP.
6 Detailed Change Proposal
7.2.1.2. Ad-hoc PoC Group and 1-1 PoC Session setup request

Upon receiving of an initial SIP INVITE request the PoC Server:

· 1. SHALL check whether the Conference-factory-URI contained in the Request URI is allocated and perform the actions specified in subclause 7.5.1 "Conference-factory URI does not exist" if it is not allocated;

· 2. SHALL check whether the Accept-Contact header includes the PoC feature tag '+g.poc.talkburst' and if it does not the PoC Server SHALL return a SIP 403 "Forbidden" response. Otherwise, continue with the rest of the steps;

· 3. SHALL perform actions to verify the Authenticated Originator's PoC Address of the Inviting PoC User and authorize the request, and if it is not authorized the PoC Server SHALL return a SIP 403 "Forbidden" response. Otherwise, continue with the rest of the steps;

· 4. SHALL validate that the Media Parameters and at least one codec offered in the SIP INVITE request are acceptable by the PoC Server and if not reject the request with a SIP 488 "Not Acceptable Here" response. Otherwise, continue with the rest of the steps;

· 5. SHALL check from the MIME resource-lists body that the maximum number of Participants allowed in an Ad-hoc PoC Group Session is not exceeded. If exceeded, PoC Server SHALL return SIP 486 "Busy Here" response and include a Warning header as specified in [RFC3261] with the warning code 399 and the warning text  set to '102 Too many participants'. Otherwise, continue with the rest of the steps; 

NOTE 1:  With regards to 'MAX-ADHOC-GROUP-SIZE' parameter, the initiator of the PoC Session is also counted as a Participant.

· 6. SHALL, if Included Media Content is supported by the PoC Server and if media is received in one or more MIME bodies,

· a) Check if included Media Type is allowed, using a local policy, and if at least one Media Type is not allowed, either,

· i) send a SIP 403 "Forbidden" response. Otherwise continue with the rest of the steps; or,

· ii) removed the MIME body containing the not allowed media.

NOTE 2:
One example of a local policy could be that the PoC Server only allows Included Media Content in special traffic scenarios.

· b) Check the size of all MIME bodies containing media and if the size exceeds a configurable max size send a SIP 413 "Request Entity Too Large" response. Otherwise, continue with the rest of the steps.

· 7. SHALL allocate a PoC Session Identity for the PoC Session; and,

· 8. SHALL invite the PoC Users and Pre-arranged PoC Groups listed in the MIME resource-lists body as specified in subclause 7.2.2.2 "PoC Session invitation request".

NOTE 3:
How the multiple invited members are conveyed in the SIP INVITE request is specified in [draft-URI-list].

Upon receiving a SIP 183 "Session Progress" response for the SIP INVITE request containing a P-Answer-State header with the value 'Unconfirmed' as specified in [draft-poc-p-headers] and as specified in subclause 7.2.2.2 "PoC Session invitation request" the PoC Server:

· 1. SHALL generate 200 "OK" response as specified in the subclause 7.2.1.1 "General" and continue with the rest of the steps if unconfirmed mode is supported by the PoC Server and the final response is not yet sent to the Inviting PoC Client, otherwise do not proceed with the rest of the steps;

· 2. SHALL include body in the SIP 200 "OK" response a MIME SDP body as an SDP answer to the SDP offer in the incoming SIP INVITE request as specified in the subclause 7.2.1.1a "SDP answer generation";
· 3. SHALL include a P-Answer-State header with the value 'Unconfirmed';

· 4. SHALL send the SIP 200 "OK" response towards the Inviting PoC Client according to rules and procedures of SIP/IP Core;

NOTE 4: If PoC Server supports Unconfirmed Indication and generates and sends SIP 200 "OK" response towards Inviting PoC Client based on received SIP 183 "Session Progress", then PoC Server needs either to prepare for transcoding or PoC Session modification. This is needed in the case if the SDP answer contained in SIP 200 "OK" sent towards Inviting PoC Client is in mismatch with the SDP answer contained in SIP 200 "OK" received from the terminating network.

· 5. SHALL interact with the User Plane as specified in [OMA-PoC-UP] "Controlling PoC Function procedures at PoC Session initialization"; and,

· 
· 
Upon receiving a SIP 180 "Ringing" response as specified in subclause 7.2.2.2 "PoC Session Invitation Request" and the SIP final response or a SIP 180 "Ringing" response has not yet been sent to the Inviting PoC Client, the PoC Server:

· 1. SHALL generate a SIP 180 "Ringing" response to the SIP INVITE request as specified in the subclause 7.2.1.1 "General"; and,

· 2. SHALL send the SIP 180 "Ringing" response towards the Inviting PoC Client according to rules and procedures of SIP/IP Core.

Upon receiving a SIP 200 "OK" response for the SIP INVITE request as specified in subclause 7.2.2.2 "PoC Session invitation request" the PoC Server:

· 1. SHALL generate a SIP 200 "OK" response to the SIP INVITE request as specified in the subclause 7.2.1.1 "General" and continue with the rest of the steps if the SIP final response is not yet sent to the Inviting PoC Client. Otherwise do not proceed with the rest of the steps;

· 2. SHALL include in the SIP 200 "OK" response a MIME SDP body as an SDP answer to the SDP offer in the incoming SIP INVITE request as specified in the subclause 7.2.1.1a "SDP answer generation";  
· 3. SHALL send a SIP 200 "OK" response towards the Inviting PoC Client; and

· 4. SHALL interact with the User Plane as specified in [OMA-PoC-UP] "Controlling PoC Function procedures at PoC Session initialization".

· 5. SHALL generate a notification to the PoC Clients, which have subscribed to the conference state event package that an Inviting PoC User has joined in the PoC Group Session, as specified in subclause 7.2.1.11.2 "Generating a SIP NOTIFY request".
· 6. SHALL send the SIP NOTIFY request to the PoC Clients according to rules and procedures of the SIP/IP Core.

Upon receiving a SIP final response other than 2xx or 3xx, that is one of the SIP 4xx, 5xx or 6xx final responses the PoC Server: 
· 1. SHALL send the SIP final response towards the Inviting PoC Client, if a SIP final response was received from all the Invited PoC Clients and the SIP 200 "OK" response is not yet sent.  The SIP final response SHALL include the Status-Code defined by the PoC Server according to local policy e.g. the lowest value received from the Invited PoC User(s); or, 

· 2. SHALL remove Inviting PoC Client from the PoC Session as specified in subclause 7.2.2.4 "Remove of Participant from PoC Session", if a SIP final response other than 2xx or 3xx was received from all the Invited PoC Clients and the SIP 200 "OK" response is already sent.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS mechanisms according to rules and procedures of  [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.

7.2.1.3. Pre-arranged PoC Group Session setup request

Upon receiving an initial SIP INVITE request the PoC Server:

· 1. SHALL check whether the Accept-Contact header includes the PoC feature tag '+g.poc.talkburst' and if it is not included the PoC Server SHALL return a SIP 403 "Forbidden" response. Otherwise, continue with the rest of the steps;

· 2. SHALL check the presence of the 'isfocus' feature parameter in the URI of the Contact header and if it is present then the PoC Server performing the Controlling PoC Function SHALL reject the request with a SIP 403 "Forbidden" response and include a Warning header as specified in [RFC3261] with the warning code 399 and the warning text set to '105 isfocus already assigned' . Otherwise, continue with the rest of the steps;

· 3. SHALL perform actions to verify the Authenticated Originator's PoC Address of the Inviting PoC User and authorize the request as specified in subclause 7.2.1.14 "PoC Session initiation policy" and if it is not authorized the PoC Server SHALL return a SIP 403 "Forbidden" response. Otherwise, continue with the rest of the steps;

· 4. SHALL check whether privacy is allowed for the Authenticated Originator’s PoC Address, when anonymity is requested with the Privacy header containing the value 'id'.  If not allowed, the PoC Server SHALL respond with a SIP 403 "Forbidden" response to the originating network. Allowing privacy for a specific Authenticated Originator’s PoC Address is defined using <allow-anonymity> element of the PoC Group’s authorization rules as specified in [XDM-Shared-Groups].  Otherwise, continue with the rest of the steps;

· 5 SHALL validate that the Media Parameters and at least one codec offered in the SIP INVITE request are acceptable for the PoC Server and if not reject the request with a SIP 488 "Not Acceptable Here" response. Otherwise, continue with the rest of the steps;

· 6. if the PoC Group does not have already an on-going PoC Session then the PoC Server:

a) SHALL invite members of the Pre-arranged PoC Group as specified in subclauses 7.2.1.14 "PoC Session initiation policy" and 7.2.2.2 "PoC Session invitation requests".  

· 7. SHALL, if Included Media Content is supported by the PoC Server and if media is received in one or more MIME bodyies,

a) Check if included Media Type is allowed, using a local policy, and if at least one Media Type is not allowed, either,

· i) send a SIP 403 "Forbidden" response. Otherwise continue with the rest of the steps; or,

· ii) removed the MIME bodies containing the not allowed media.

NOTE:
One example of a local policy could be that the PoC Server only allows Included Media Content in special traffic scenarios.

b) Check the size of all MIME bodies containing media and if the total size exceeds a configurable max size send a SIP 413 "Request Entity Too Large" response. Otherwise, continue with the rest of the steps. 

c) SHALL perform Talk Burst Control procedures as specified in [OMA-PoC-UP] "Controlling PoC Function procedures at PoC Session initialization" and do not continue the rest of the steps.

· 8. if the PoC Group has already an active PoC Session then PoC Server:

a) SHALL check whether the Authenticated Originator's PoC Address of the joining PoC User is allowed to join by performing the actions specified in subclause 7.2.1.6 "PoC Session joining policy". If it is not allowed to join the PoC Server performing the Controlling PoC Function SHALL respond with a SIP 403 "Forbidden" response to the originating network. Otherwise, continue with the rest of the steps;

b) SHALL check if <max-participant-count> as specified in [PoC XDM Specification] is already reached.  If reached, PoC Server SHALL return a SIP 486 "Busy Here" response and include a Warning header as specified in [RFC3261] with the warning code 399 and the warning text set to '102 Too many participants' to the originating network. Otherwise, continue with the rest of the steps;

c) SHALL generate a SIP 200 "OK" response as specified in the 7.2.1.1 "General"; 

d) SHALL include in the SIP 200 "OK" response a MIME SDP body as an SDP answer to the SDP offer in the incoming SIP INVITE request as specified in the subclause 7.2.1.1a "SDP answer generation";
e) SHALL send the SIP 200 "OK" response towards the Inviting PoC Client according to rules and procedures of the SIP/IP Core;

f) SHALL perform Talk Burst Control procedures as specified in [OMA-PoC-UP] "Controlling PoC Function procedures at PoC Session initialization";

g) SHALL generate a notification to the PoC Clients, which have subscribed to the conference state event package that the Inviting PoC User has joined in the PoC Group Session, as specified in subclause 7.2.1.11.2 "Generating a SIP NOTIFY request"; and,

h) SHALL send the SIP NOTIFY request to the PoC Clients according to rules and procedures of the SIP/IP Core.

Upon receiving a SIP 183 "Session Progress" response for the SIP INVITE request containing a P-Answer-State header with the value 'Unconfirmed' as specified in [draft-poc-p-headers] and as specified in subclause 7.2.2.2 "PoC Session Invitation Requests" the PoC Server:

1. SHALL generate a SIP 200 "OK" response to SIP INVITE request as specified in the subclause 7.2.1.1 "General" and continue with the rest of the steps if unconfirmed mode is supported by the PoC Server and the SIP final response is not yet sent to the Inviting PoC Client, otherwise do not proceed with the rest of the steps;

2. SHALL include a Warning header as specified in [RFC3261] with the warning code 399 and the warning text set to '103 Too many group members' in the SIP 200 "OK" response, if the Pre-arranged PoC Group has more than <max-participant-count> members as specified in [PoC XDM Specification].

3. SHALL include in the SIP 200 "OK" response a MIME SDP bodyas an SDP answer to the SDP offer in the incoming SIP INVITE request as specified in the subclause 7.2.1.1a "SDP answer generation";
· 4. SHALL include a P-Answer-State header with the value 'Unconfirmed';

· 5. SHALL send the SIP 200 "OK" response towards the Inviting PoC Client according to rules and procedures of the SIP/IP Core; 

· 6. SHALL interact with the User Plane as specified in [OMA-PoC-UP] "Controlling PoC Function procedures at PoC Session initialization";
· 
· 
Upon receiving a SIP 180 "Ringing" response as specified in subclause 7.2.2.2 "PoC Session invitation requests" and the SIP final response or a SIP 180 "Ringing" response has not yet been sent to the Inviting PoC Client, the PoC Server: 

· 1. SHALL generate a SIP 180 "Ringing" to the SIP INVITE request response as specified in the subclause 7.2.1.1 "General"; and,

· 2. SHALL send the SIP 180 "Ringing" response towards the Inviting PoC Client according to rules and procedures of the SIP/IP Core.

Upon receiving a SIP 200 "OK" response for the SIP INVITE request as specified in subclause 7.2.2.2 "PoC Session invitation requests" the PoC Server: 

· 1. SHALL generate SIP 200 "OK" response to the SIP INVITE request as specified in the subclause 7.2.1.1 "General" and continue with the rest of the steps if the SIP final response is not yet sent to the Inviting PoC Client.  Otherwise do not proceed with the rest of the steps;

· 2. SHALL include a Warning header as specified in [RFC3261] with the warning code 399 and the warning text set to '103 Too many group members' in the SIP 200 "OK" response, if the Pre-arranged PoC Group has more than <max-participant-count> members as specified in [PoC XDM Specification].

· 3. SHALL include in the SIP 200 "OK" response a MIME SDP body as an SDP answer to the SDP offer in the incoming SIP INVITE request as specified in the subclause 7.2.1.1a "SDP answer generation";
· 4. SHALL send a SIP 200 "OK" response to the Inviting PoC Client according to rules and procedures of the SIP/IP Core; 

· 5. SHALL interact with the User Plane as specified in [OMA-PoC-UP] "Controlling PoC Function procedures at PoC Session initialization";

· 6. SHALL generate a notification to the PoC Clients, which have subscribed to the conference state event package that the Inviting PoC User has joined in the PoC Group Session, as specified in subclause 7.2.1.11.2 "Generating a SIP NOTIFY request"; and,.

· 7. SHALL send the SIP NOTIFY request to the PoC Clients according to rules and procedures of the SIP/IP Core.

Upon receiving a SIP final response other than 2xx or 3xx that is one of the SIP 4xx, 5xx or 6xx final responses the PoC Server: 

· 1. SHALL perform either of the following:

a) send the SIP final response towards the Inviting PoC Client, according to rules and procedures of the SIP/IP Core, if a SIP final response was received from all the Invited PoC Clients and the SIP 200 "OK" response is not yet sent. The SIP final response SHALL include the Status-Code defined by the PoC Server according to local policy e.g. the lowest value received from the Invited PoC User(s); or,

b) remove the Inviting PoC Client from the PoC Session as specified in subclause 7.2.2.4 "Removal of Participant from PoC Session", if a SIP final response other than 2xx or 3xx was received from all the Invited PoC Clients and the SIP 200 "OK" response is already sent.

· 2. MAY invite an additional member of the Pre-arranged PoC Group as specified in subclause 7.2.2.2 "PoC Session invitation request" that has not already been invited, if the Pre-arranged PoC Group has more than <max-participant-count> members as specified in [PoC XDM Specification], and all members have not yet been invited.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS mechanisms according to rules and procedures of  [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.
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