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1 Reason for Contribution

Action item was given in San Diego to propose an initial draft / guidance for the MEM TR following the discussion of OMA-MWG-2005-0061-populating_mobile_email_TR. This included consolidating the implications. 
2 Summary of Contribution

This contribution provides proposed population of section 5.2 based on OMA MEM RD, OMA MEM AD draft and OMA-MWG-2005-0061-populating_mobile_email_TR as proposed in the MEM TR in contribution OMA-MEM-2005-0016-Populating_MEM_TR_Tech_Implications_based_MWG_0061.  
3 Detailed Proposal

5.2 Consolidated technical implications

Editor’s note: This is an initial analysis / compilation. Additional refinements are invited as work progress.
Also this bulleted list may evolve into a table.
Based on the requirements and use cases described in [OMA-MEM-RD] and the logical architecture defined in [OMA-MEM-AD], the following high level technical implications can be compiled on the mobile e-mail enabler. The components refer to the components identified in OMA-MEM-AD.
· Mobile e-mail enabler protocol:

· Must be network technology neutral (carrier independence)
· All exchanges must be secure (confidential, integrity protected, authenticated (mutual authentication)):
· Between mobile e-mail enabler client and email server 

· Or between mobile e-mail enabler client and mobile e-mail enabler server when the mobile enabler server and the emails server are in the same domain.
· Mobile e-mail enabler protocol must include server to client notifications. 
· These must be exchangeable as part of the protocol (inband) or in separate channels (outband).

· These must be expressed independently of the notification channel / transport

· Must be end-to-end securable as for the other protocol exchanges
· Must be able to wake up the client:

· E.g. client that is not reacting /participating to notifications or other data exchanges is awaken by a notification to go get events.
· All data exchanges must be optimized to minimize bandwidth requirements
· The protocol must be able to efficiently mitigate intermittent connectivity: E.g.
· Appropriate re-connect and mutual authentication between mobile e-mail enabler client and mobile e-mail enabler server.
· Offline functionality when disconnected

· Robustness to lost / corrupted exchanges and notifications:
· Dealing with notifications that may not be received by client

· Dealing with events that may be received by client since the notification was sent

· Determining in an optimal manner with the data that may have already been exchanged and what still remain to be exchanged.
· The protocol must be able to traverse firewalls:

· When firewalls are left as is (i.e. without expectation that the firewall administrator would accept to open new ports beyond for example HTTP port).
· Possibly with specific mechanisms when firewall behaviors can be controlled.
· The protocol must support ways that allow the mobile client e-mail enabler to communicate to the mobile e-mail server enabler changes to filters (modify, create or delete filters).
· The protocol must support optimal compression of all data exchanges.
· The mobile e-mail enabler protocol must not impose storage in additional server present outside the e-mail server domain.
· The protocol must allow the client to determine information about e-mails on the server without having to download the e-mail:

· What e-mails

· Body structure and details (mime types, size, …)
· The protocol must allow a mobile e-mail enabler client to selectively react to a particular event and selectively obtain data (e.g. e-mail) associated to it
· The mobile e-mail enabler protocol must allow the client to send email using:

· Forward / reply without download

· Partial re-composition (of all parts / fields – address, body, attachment) on the server without download.
· Selective edits of downloaded parts.
· The mobile e-mail enabler protocol must support allowing the client to request conversion or transcoding of any body part.
· The mobile-mail enabler protocol must allow identification of the e-mail account in any data exchange.
· The mobile e-mail enabler must interoperate and interwork with the internet e-mail:

· Compatible with the expectation and features of the IETF stack of e-mail protocols

· Able to handle any future extension, update, changes of the IETF stack of e-mail protocols
· The mobile e-mail enabler protocol must support 3 party synchronization as required by IOP-12
· Mobile e-mail enabler client:
· The mobile e-mail enabler client must be able to operate in offline mode
· The mobile e-mail enabler client must be able to determine when network connection is available after being offline and resolve it differences with the mobile e-mail server:

· Update the mobile e-mail server with its changes and obtain / act on the changes that took place on the mobile e-mail server.
· The mobile e-mail enabler must encrypt its email data on the mobile device

· The mobile e-mail enabler client must allow filtering of the clients events that are passed to the mobile e-mails server for update and maintain functionality of the synchronization (e.g. no loop of updates server to client not applied from client to server).
· The mobile e-mail enabler client must be able to determine how to react to an event that it receives.
· The mobile e-mail enabler client must be able to request particular body part conversion from the server:
· Based on device / client capabilities

· Based on user preferences / settings

· Based on dialog with user
· Mobile e-mail enabler client must not prevent:

· DRM rules on the device

· Content screening on client

· Spam protection on client

· Virus protection on client
· The mobile e-mail enabler client must be able to support multiple e-mail accounts.
· Mobile e-mail enabler server:
· The mobile e-mail enabler server must not introduce security gaps (decrypted messages) when outside the mobile e-mail server domain.
· The mobile e-mail enabler server must ensure mutual authentication (and authorization) with the server of the client without weakening security for all data exchanges (including being able to do this for notifications)
· The mobile e-mail enabler server must support filters :

· To determine what e-mails are passed to the mobile e-mail enabler client

· To determine what events are to be notified

· Filters must be administrable by authorized principals on the server:

· User via:

· Client

· Side channels

· Administrators of e-mail server

· Operator / Service provider of mobile e-mail enabler
· The mobile e-mail enabler server must be able to identify the client / client type (e.g. based on (meta)data received from client or through other meta data)
· The mobile e-mail enabler must be able to provide best effort conversion / transcoding of messages:

· As requested by the client

· Or based on knowledge of the client and user
· The mobile e-mail enabler server must be able to support:

· Administration by authorized principals (i.e. provide UI):
· E.g. settings and preferences
· The mobile e-mail enabler server must support having multiple clients associated to a same e-mail account.
· The mobile e-mail enabler server must apply the user preferences that it is informed of and can apply on the server.
· Others:
· Charging must be possible based:

· On the meta data provided attached to exchanged data when available

· Or for deployment models that support such charging 
· Provisioning and life cycle management update must be possible by authorized principals (local and remote):

· Clients themselves

· All settings on the client

· E-mail data 
· Mobile e-mail enabler client must be able to support the functions that it exposes by providing appropriate user interface.
· OMA DS must support 3 party synchronization as required by IOP-12
· Overall:

· Must be compatible with the different logical models and deployments models presented in [OMA-MEM-AD] including:
· Enablement of e-mail server

· Gateways in front of e-mail server:
· In same domain as e-mail server

· In different domain as e-mail server
· Third party enablement with possibly zero foot print in e-mail server domain
· Must be compatible with multiple accounts:

· With one mobile e-mail enabler server

· With multiple mobile e-mail enabler servers 
· Mobile e-mail enabler must support charging for e-mail:

· By explicitly tagging meta data on nature of traffic or details about it when possible

· Or by supporting deployment models that allow such charging operation like the proxy based deployment models enumerated in OMA-MEM-AD.
· Support of mobile e-mail enabler must not impact:

· Protections performed in the e-mail server (content screening, virus protection, spam protection …)
· Access through other channels (e.g. conversion should not change the body parts in the e-mail server).
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that MEM agrees to the adding the text in section 3 to section 5.2 of the MEM TR. 
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