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1. Scope

The Device Management functionality is to specifying protocols and mechanisms that achieve management of devices.  Management includes:

· Setting initial configuration information in devices

· Subsequent updates of persistent information in devices

· Retrieval of management information from devices

· Processing events and alarms generated by devices

In the scope of Device Management, information includes (but is not limited to):

· Configuration settings 

· Operating parameters

· Software installation and parameters

· Application settings

· User preferences.   

The Device Management specifications define management protocols and mechanisms that enable robust management of the life cycle of the device and its applications over a variety of bearers.

The purpose of this document is to give an overview of different device management classes a device can support and a functional describtion of the classes.

2. References

2.1 Normative References

	[CREQ]
	“Specification of WAP Conformance Requirements”. Open Mobile Alliance(. WAP‑221‑CREQ. URL:http//www.wapforum.org/ <to be replaced by an OMA ref when available>

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. 
November 1997. URL:http://www.ietf.org/rfc/rfc2234.txt

	
	<<Remove unused reference rows! >>


2.2 Informative References

	[WAPARCH]
	“WAP Architecture”. Open Mobile Alliance(. WAP‑210‑WAPArch. URL:http//www.wapforum.org/

	None.
	<<add/remove entries as needed OR state that there are>>

	
	<<If there are no references of a particular type, state that there are none>>

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Term 1
	Definition

	Term 2
	Definition

	…
	…


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	…
	…


4. Introduction

Client Provisioning is designed to provision the initial configuration information to devices, when Continuous Management is designed to subsequently add, update, delete and retrieve all kind of data. This document specifies how both technologies can be supported in a way that a variety of needs and requirements can be fulfilled; small devices can support compact functionality when more advanced devices are able to offer more sophisticated mechanisms for management. 

This document describes three Device Management (DM) functionality classes – Class 0: Client Provisioning (CP), Class 1: Continuous Management (CM) and Class 3:Client Provisioning and Continuous Management.
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Figure 1: Device Management Classes

Class 0 specifies the push type Client Provisioning functionality, which is designed to provision the initial configuration information to devices. The term covers both over the air (OTA) provisioning and provisioning by means of, e.g., SIM cards. Architecture of this class is specified in [PROVARCH].

Class 1 specifies the Continuous Management functionality, which is designed for subsequently add, update, delete and retrieve of all kind of data. The Continuous Management functionality covers both remote as well as local connectivity.
Class 2 specifies how the information received during the Client Provisioning may be modified later on by Continuous Management means. This document describes how Client Provisioning and Continuous Management functionality are aligned.

5. Client Provisioning Functionality (Class 0)

The Client Provisioning specifications define how initial configuration parameters can be delivered to a device from a bootstrap server that is part of the provisioning infrastructure. The functionality covers basic network transport connectivity information: parameters for network access points and the proxies that are to be used. The network access point parameters define also which network bearers are supposed be used, but clients are not required to support any particular bearers. The ACCESS characteristic can be used to provide rules that control how the WAP client will access the network either through proxies or directly through network access points. As an option, it is possible to use the APPLICATION characteristic to deliver application protocol configuration information related to e.g. the multimedia messaging service. The functionality also includes the possibility to define proxies and network access points that may be used only in specific mobile networks or countries. The configuration information is represented using provisioning documents formatted according to [PROVCONT].

The provisioning documents are delivered as binary XML documents [WBXML] using the UTF-8 [RFC2279] character set. These documents are delivered using a bootstrap protocol [PROVBOOT]. The details of the bootstrap protocol, especially the security mechanisms, depend on the network technology, but the basic mechanism uses connectionless WAP push [PUSHOTA]. The specifications also define security mechanisms that can be used with all network technologies. As an option, the provisioning documents can be delivered using WIM or SIM cards [PROVSC].

The specifications cover also how the device is required to interpret the received provisioning documents. There are rules for how the security mechanisms are to be used and how the provisioning documents delivered through different channels must be combined. There are also rules for how to implement conflict resolution, error handling, proxy selection and parameter prioritisation when interpreting the received provisioning documents. These aspects are covered by [PROVUAB].

The Client Provisioning functionality is specified in the following specifications:

· Provisioning Architecture Overview [PROVARCH]

· Provisioning Bootstrap [PROVBOOT]

· Provisioning Content [PROVCONT]

· Provisioning User Agent Behaviour [PROVUAB]

· Smart Card Provisioning [PROVSC]

6. Continuous Management Functionality (Class 1)

Continuous Management is technology that allows third parties to carry out the difficult procedures of configuring devices on behalf of the end user (customer). Third parties would typically be wireless operators, service providers or corporate information management departments.

Through device management, an external party can remotely set parameters, conduct troubleshooting servicing of terminals, install or upgrade software. In broad terms, device management consists of three parts:

· Protocol and mechanism: The protocol used between a management server and a mobile device

· Data model: The data made available for remote manipulation, for example browser and mail settings

· Policy: The policy decides who can manipulate a particular parameter, or update a particular object in the device

The Continuous Management specifications define the protocols and mechanisms for how data can be delivered to a device from a server that is part of the overall architecture. The functionality defines a set of commands used in the CM protocol for various management procedures as well as needed security level for management session. Management tree is used as server interface to the device, which includes several management objects that are providing basic device management functionality.

The Continuous Management functionality is specified in the following specifications:

· Representation Protocol, CM Usage [CMREPU]

· CM Security [CMSEC] 

· CM Protocol [CMPRO] 

· CM Tree and Descriptions [CMTND]

· CM Standardized Objects [CMSTDOBJ]

· CM Notification Initiated Session [CMNOTI]

· CM Device Description Framework DTD [CMDDFDTD]

7. Aligned CP and CM Functionality (Class 2)

This chapter specifies a way to continuously manage the information first is provisioned to the device and what requirements it sets to the devices supporting these technologies. 

The Class 2 functionality is specified in the specifications identified in Class 0 and Class 1 taking the requirements specified in the following sections into account.

7.1 Mapping Provisioning Content Data to the Management Tree

7.1.1 Creating Dynamic Nodes

When Class 2 devices receive provisioning message the device can create a management object for that information to the management tree in order to enable the continuous management. Management object can have two different types of name space identifiers, one where the name is fixed and another where the name is dynamic separating the instances of the child nodes. When creating the management objects the name identifiers for fixed nodes can already be decided, but there needs to exist a mechanism to give name identifier for dynamic nodes as the provisioning content document does not provide that information. 
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Figure 2: Example Management Object and Name Identifiers

The following requirement for Class 2 DM client is in place when it converts the provisioning content message to management tree and sets the name identifier and other attributes:

· DM Client MUST assign unique name for the child node not specified in provisioning content message. If the server needs to modify the resulting management object, it needs first retrieve the node name as assigned by the DM client.  

· The DM Client MUST grant Get, Replace and Delete ACL rights to the ServerId specified in the w7 APPLICATION characteristic for the child node created under management object root in management tree. The provisioning server may modify this ACL to provide broader access in a subsequent DM session.

Because server is able to send its first management command in the second package there is a possibility to indicate the newly created name identifier for the node below the Management Object root in the session Package#1. Client has a possibility to send Alert command in Package#1 to the server. We can specify new Alert code indicating that client informs the name for newly created node. 

7.1.2 Continuous Managemement account, Access Point and Proxy

Class 2 devices MUST be able to map w7 (Continuous Management account) and NAP (if supported) and PROXY (if supported) characteristics information to the management tree. 

Standardized way how these are mapped is going to be specified in w7, NAP & PROXY Management Objects

Other mappings are also allowed.

7.1.3 Other Client Provisioning information

Class 2 devices MAY decide to map other information provisioned by Client Provisioning mechanism to the management tree.

7.1.4 Relation between Management Tree and Configuration Context

· Configuration context is reflected to the management tree by using the Access Controls.

· The access possibility for parent nodes may need to be visited.

7.2 Confligt Resolution and Error Behaviour

This section includes the information about confligt and error situations, like what shall happen if w7 is not specified in the provcont message.
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