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1 Reason for Change

To ensure consistency between OMA-TS-DM-Security-V1_2_0-20050203-D and its SCR tables, the following changes are proposed: 

1. Revise text in section 5.3.4 to clarify intended protocol usage
2. Remove SCR DM-SEC-S010
3. Fix various errors in the SCR Tables.

Other changes proposed include (i) adding missing normative reference [PROVSC} in section 2.1, (ii) Fixing header omissions in section 5.3.1 and Appendix C example messages, and (iii) Fixing minor formatting issues.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-DM is recommended to review and approve the proposed changes.
6 Detailed Change Proposal

2.1 Normative References

	[C.S0023-B_v1.0]
	“Removable User Identity Module For Spread Spectrum Systems”, 3GPP2 C.S0023-B version 1.0, URL:http://www.3gpp2.org/Public_html/specs/C.S0023-B_v1.0_040426.pdf

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Bootstrap-V1_2_0. URL:http://www.openmobilealliance.org

	[DMNOTI]
	“OMA Device Management Notification Initiated Session, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-Notification-V1_2_0. URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-TND-V1_2_0. URL:http://www.openmobilealliance.org

	[GSM11.11]
	“Digital cellular Telecommunications system (Phase 2+); Specification of the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface”, (ETSI TS 100 977). URL:http://www.etsi.org/ 

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[PROVBOOT]
	“Provisioning Bootstrap 1.1”. Open Mobile Alliance(. OMA-WAP‑ProvBoot‑v1_1. URL:http://www.openmobilealliance.org

	[PROVSC]
	“Provisioning Smart Card 1.1” . Open Mobile Alliance(. OMA-WAP‑ProvSC‑v1_1. URL:http://www.openmobilealliance.org

	[RFC1321]
	“The MD5 Message-Digest Algorithm”. Network Working Group. April 1992. 
URL:http://www.ietf.org/rfc/rfc1321.txt

	[RFC1521]
	“MIME (Multipurpose Internet Mail Extensions) Part One”. Network Working Group. September 1993. URL:http://www.ietf.org/rfc/rfc1521.txt

	[RFC2104]
	“HMAC: Keyed-Hashing for Message Authentication”. Network Working Group. February 1997. URL:http://www.ietf.org/rfc/rfc2104.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2616]
	“Hypertext Transfer Protocol – HTTP/1.1”. Network Working group. June 1999.
URL:http://www.ietf.org/rfc/rfc2616.txt

	[SHA]
	“Secure Hash Standard”, NIST FIPS PUB 180-1, National Institute of Standards and Technology, U.S. Department of Commerce, DRAFT, May 1994.

	[SSL3.0]
	The SSL Protocol, Version 3.0, <draft-freier-ssl-version3-02.txt>, Transport Layer Security Working Group, Alan O. Freier et al, November 18, 1996.

URL:http://www.netscape.com/eng/ssl3/draft302.txt

	[SYNCPRO]
	“SyncML Synchronization Protocol”, Open Mobile Alliance(, OMA-SyncML-DataSyncProtocol-V1_2, URL:http://www.openmobilealliance.org

	[TLS]
	RFC 2246 - The TLS Protocol Version 1.0, Network Working Group, January 1999.

URL:http://www.ietf.org/rfc/rfc2246.txt

	[TS102.221]


	“Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, (ETSI TS 102 221), URL:http://www.etsi.org/

	[TS131.102]
	“Characteristics of the USIM application”, (ETSI TS 131.102), URL:http://www.etsi.org/

	[TS151.011]


	“Specification of the Subscriber Identity Module - Mobile Equipment (SIM-ME) interface”,  (ETSI TS 151 011), URL:http://www.etsi.org/

	[WAP-219-TLS]
	OMA Wireless Public Key Infrastructure V1.0, Open Mobile Alliance(.

URL:http://www.openmobilealliance.org/release_program/wpki_v10.html

	[WBXML]
	“WAP Binary XML Content Format Specification”, Open Mobile Alliance(. OMA-WAP-192-WBXML.  URL:http://www.openmobilealliance.org

	[WTLS]
	“Wireless Transport Layer Security”, WAP-261-WTLS, Open Mobile Alliance(.

URL:http://www.openmobilealliance.org


5.3.1 MD-5 authentication in OMA DM

MD-5 authentication [RFC1321] works by supplying primitive userid:password in the Cred element of the SyncHdr as shown below.

<SyncML xmlns='SYNCML:SYNCML1.2'>

  <SyncHdr>

    <VerDTD>1.2</VerDTD>

    <VerProto>DM/1.2</VerProto>

    <SessionID>1</SessionID>

    <MsgID>1</MsgID>

    <Target>

      <LocURI>http://www.syncml.org/mgmt-server</LocURI>

    </Target>

    <Source>

      <LocURI>IMEI:493005100592800</LocURI>

      <LocName>Bruce1</LocName>    <!-— userid -->

    </Source>

    <Cred>

      <Meta>

        <Type xmlns="syncml:metinf">syncml:auth-md5</Type>

      </Meta>

      <Data>18EA3F……</Data> 

          <!-- base64 formatting of MD-5 Digest -->

    </Cred>

    <Meta>

      <MaxMsgSize xmlns="syncml:metinf">5000</MaxMsgSize>

    </Meta>

  </SyncHdr>

         <!—- regular body information here -->

  <SyncBody>

  </SyncBody>

</SyncML>

5.3.4 Challenges from non-authenticated agents
In some scenarios, it might be necessary for clients to accept challenges from agents that have not yet been successfully authenticated. For example, consider the case in which both client and server have outdated nonces, and MD5 or HMAC authentication is used. If they both discard the Chal element, they will not have a chance to update their nonce and they will never be able to authenticate each other. To avoid such an impasse the client MUST accept challenge from a server that has not yet been authenticated. This situation may also be avoided by the client and server using the latest received nonce to build the content of the Cred element, even when the nonce is received from a non-authenticated agent. It is also recommended that client and server should not over-write the stored copy of the next nonce with one received from a non-authenticated agent, as that would allow malicious agents to replace good nonces with bad ones.

Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.2 SCR for DM Client

	Item
	Function
	Reference
	Status
	Requirement

	DM-SEC-C-001
	Server authentication at the transport layer
	Section 5.3
	O
	DM-SEC-C-011 AND (DM-SEC-C-012 OR DM-SEC-C-13)

	DM-SEC-C-002
	Send credentials to server
	Section 5.3
	O
	

	DM-SEC-C-003
	Challenge Server
	Section 5.3
	O
	

	DM-SEC-C-004
	Server authentication at the application layer
	Section 5.3
	O
	DM-SEC-C-005

	DM-SEC-C-005
	Support for OMA DM syncml:auth-md5 type authentication
	Section 5.3
	O
	

	DM-SEC-C-006
	Support for OMA DM syncml:auth-md5 type authentication in conjunction with transport layer authentication
	Section 5.3
	O
	

	DM-SEC-C-007
	Accept challenges from server that have not yet been successfully authenticated
	Section 5.3.4
	M
	DM-SEC-C-004

	DM-SEC-C-008
	Integrity checking  using HMAC-MD5
	Section 5.4
	O
	DM-SEC-C-009 AND DM-SEC-C-010

	DM-SEC-C-009
	Inserting  HMAC in  transport 
	Section 5.4.3
	O
	

	DM-SEC-C-010
	Using HMAC for all subsequent messages
	Section 5.4.3
	O
	

	DM-SEC-C-011
	Identifying that the server is using TLS1.0 or SSL3.0
	Section 5.5.1.1
	O
	

	DM-SEC-C-012
	Support for TLS
	Section 5.5.1.1
	O
	DM-SEC-C-014

	DM-SEC-C-013
	Support for SSL 3.0
	Section 5.5.1.1
	O
	DM-SEC-C-015

	DM-SEC-C-014
	Supporting at least one of the cipher suites TLS_RSA_WITH_AES_128_CBC_SHA-1, TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_RC4_128_SHA
	Section 5.5.1.1
	O
	

	DM-SEC-C-015
	Support for at least one of  SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA
	Section 5.5.1.1
	O
	

	DM-SEC-C-016
	Bootstrap Security for Bootstrap via DM Profile
	Section 5.7.2.2
	O
	DM-SEC-C-017 OR DM-SEC-C-018

	DM-SEC-C-017
	Transport neutral security for Bootstrap via DM Profile
	Section 5.7.2.2.
	O
	DM-SEC-C-019 OR DM-SEC-C-020 OR DM-SEC-C-021

	DM-SEC-C-018
	Transport layer security for Bootstrap via DM Profile
	Section 5.7.2.2.
	O
	 

	DM-SEC-C-019
	Use of NETWORKID and USERPIN when Bootstrapping via DM Profile
	Section 5.7.2.3
	O
	 

	DM-SEC-C-020
	Support of NETWORKID in Bootstrap via DM Profile
	Section 5.7.2.3
	O
	 

	DM-SEC-C-021
	Support of USERPIN in Bootstrap via DM Profile
	Section 5.7.2.3
	O
	 


B.3 SCR for DM Server

	Item
	Function
	Reference
	Status
	Requirement

	DM-SEC-S-001
	Different password for each client
	Section 5.1
	M
	

	DM-SEC-002
	Client authentication at the transport layer
	Section 5.3
	M
	

	DM-SEC-S-003
	Send credentials to client
	Section 5.3
	M
	

	DM-SEC-S-004
	Challenge Client
	Section 5.3
	O
	

	DM-SEC-S-005
	Clients authentication at the application layer
	Section 5.3
	O
	DM-SEC-S-006 AND DM-SEC-S-008 AND DM-SEC-S-009 AND DM-SEC-S-010

	DM-SEC-S-006
	MD5 challenge to client
	Section 5.3
	O
	

	DM-SEC-S-007
	MD5 challenge to client in conjunction with transport layer security
	Section 5.3
	O
	

	DM-SEC-S-008
	Supply of a new nonce with one more challenge  if authentication fails
	Section 5.3.3
	M
	

	DM-SEC-S-009
	Using new nonce for each new session
	Section 5.3.3
	O
	

	
	
	
	
	

	DM-SEC-S-011
	Integrity checking  using HMAC-MD5
	Section 5.4
	O
	DM-SEC-S-012 AND DM-SEC-S-013

	DM-SEC-S-012
	Inserting  HMAC in  transport 
	Section 5.4.3
	O
	

	DM-SEC-S-013
	Using HMAC for all subsequent messages
	Section 5.4.3
	O
	

	DM-SEC-S-014
	Support for TLS 1.0 [TLS] 
	Section 5.5.1.1
	M
	

	DM-SEC-S-015
	Support for SSL3.0 [SSL3.0]
	Section 5.5.1.1
	M
	

	DM-SEC-S-016
	Using OMA DM over HTTP
	Section 5.5.1.1
	O
	DM-SEC-S-014 AND DM-SEC-S-015 AND (DM-SEC-S-017 OR DM-SEC-S-018)

	DM-SEC-S-017
	Using TLS
	Section 5.5.1.1
	O
	DM-SEC-S-019

	DM-SEC-S-018
	Using  SSL3.0
	Section 5.5.1.1
	O
	DM-SEC-S-020

	DM-SEC-S-019
	Supporting all three cipher suites TLS_RSA_WITH_AES_128_CBC_SHA-1, TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_RC4_128_SHA
	Section 5.5.1.1
	O
	

	DM-SEC-S-020
	Support for both of  SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA
	Section 5.5.1.1
	O
	

	DM-SEC-S-021
	Bootstrap Security for Bootstrap via DM Profile
	Section 5.7.2.2
	O
	DM-SEC-S-022 OR DM-SEC-S-023

	DM-SEC-S-022
	Transport neutral security for Bootstrap via DM Profile
	Section 5.7.2.2.
	O
	DM-SEC-S-024 or DM-SEC-S-025 or DM-SEC-S-026

	DM-SEC-S-023
	Transport layer security for Bootstrap via DM Profile
	Section 5.7.2.2.
	O
	 

	DM-SEC-S-024
	Use of NETWORKID and USERPIN when Bootstrapping via DM Profile
	Section 5.7.2.3
	O
	 

	DM-SEC-S-025
	Support of NETWORKID in Bootstrap via DM Profile
	Section 5.7.2.3
	O
	 

	DM-SEC-S-026
	Support of USERPIN in Bootstrap via DM Profile
	Section 5.7.2.3
	O
	 


Appendix C. Security support when Management Trust and Content Trust are separated
(Informative)

C.2 Content Signature enabling Authenticity and 
Integrity

XML-signature [XMLSIGN] offers the signature mechanism to achieve Authenticity and Integrity. Because the messaging between the Source of the Content and Terminal is not possible in most of the cases, we need to agree the mandatory algorithms beforehand. The algorithms that must be supported for Authenticity and Integrity are RSA and SHA-1 as specified in [XMLSIGN]. XML Signature has three ways of representing signature in a document viz: enveloping, enveloped and detached. Enveloped or enveloping signatures are over data within the same XML document as the signature; detached signatures are over data external to the signature element. The use of the “detached” signature is recommended. The format value used for XML-signature data is xml.

XML Signatures are applied to arbitrary digital content (data objects) via an indirection. Data objects are digested, the resulting value is placed in an element (with other information) and that element is then digested and cryptographically signed. XML digital signatures are represented by the Signature element which has the following structure (where "?" denotes zero or one occurrence; "+" denotes one or more occurrences; and "*" denotes zero or more occurrences): 

<Signature ID?> 

 
<SignedInfo>

<CanonicalizationMethod/>

<SignatureMethod/>

(<Reference URI? >

(<Transforms/>)?

<DigestMethod/>

<DigestValue/>

</Reference>)+

</SignedInfo>

<SignatureValue/> 

(<KeyInfo/>)?

(<Object ID?>)*

</Signature>

Each resource to be signed has its own <Reference> element identified by the URI attribute.

Rules for XML-signature elements used for enveloping XML-signature [XMLSIGN] in OMA DM Content signature context:

· Content (data), which is to be signed, should be placed after the signature element, if detached signature is being used. This is the recommended way to place the content. In this case the <Reference> element may not contain any URI attribute. In this case The Device must implicitly know the location of the Content

· Content (data), which is to be signed, may be placed inside of <Object> element when enveloping signature is being used.

· <Object> element must not contain any other elements than Content signed and <Object> element must not exist when detached signature is used.

· <Reference> element may not contain any attributes. 

· <Reference> element must have child elements <Transforms>, <DigestMethod> and <DigestValue> elements.

· <DigestValue> element contents must be encoded using base64.

· <SignatureValue> element contents must be encoded using base64.

· <Transforms> element must not have <Xpath> child element

· <Signature> element must be a child of <Data> element.

· <KeyInfo> may be included in <Signature> for receiver to verify signature.

· The digest value (in <DigestValue>) is encrypted with sender’s private key to produce <SignatureValue>. The receiver then decrypts the signature with the sender’s public key (in KeyInfo/KeyValue) to produce digest value (which sender computed), This hash value is compared to the digest value computed by the receiver.

Example of OMA DM message with signed content (recommended, detached signature method):

<SyncML xmlns='SYNCML:SYNCML1.2'>

  <SyncHdr>

    …

  </SyncHdr>

  <SyncBody>

    …

    <Replace>

      <CmdID>4</CmdID>

      <Meta>

        <Format xmlns="syncml:metinf">xml</Format>

        <Type xmlns="syncml:metinf">application/xml</Type>

      </Meta>

      <Item>

        <Target>

          <LocURI>./my_mgmt_obj/file</LocURI>

        </Target>

        <Data>

          <![CDATA[

          <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

            <SignedInfo>

              <CanonicalizationMethod

                Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

              <SignatureMethod 

                Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>

              <Reference>

                <Transforms>

                  <Transform 

                    Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

                </Transforms>

                <DigestMethod 

                    Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                <DigestValue> LyLsF094hPi4wPU... </DigestValue>

              </Reference>

            </SignedInfo>

            <SignatureValue>

              Hp1ZkmFZ/2kQLXDJbchm5gK...

            </SignatureValue>

            <KeyInfo>

              <KeyValue xmlns="http://www.w3.org/2000/09/xmldsig#">

                . . .

              </KeyValue>

            </KeyInfo>
          </Signature>

          ]]>

          MY_SIGNED_BINARY_OR_XML_CONTENT...

        </Data>

      </Item>

    </Replace>

  </SyncBody>

</SyncML>

Example of OMA DM message with signed content (enveloping signature method):

<SyncML xmlns='SYNCML:SYNCML1.2'>

  <SyncHdr>

    …

  </SyncHdr>

  <SyncBody>

    …

    <Replace>

      <CmdID>4</CmdID>

      <Meta>

        <Format xmlns="syncml:metinf">xml</Format>

        <Type xmlns="syncml:metinf">application/xml</Type>

      </Meta>

      <Item>

        <Target>

          <LocURI>./my_mgmt_obj/file</LocURI>

        </Target>

        <Data>

          <![CDATA[

          <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

            <SignedInfo>

              <CanonicalizationMethod

                Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

              <SignatureMethod 

                Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>

              <Reference>

                <Transforms>

                  <Transform 

                    Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

                </Transforms>

                <DigestMethod 

                    Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                <DigestValue> LyLsF094hPi4wPU... </DigestValue>

              </Reference>

            </SignedInfo>

            <SignatureValue>

              Hp1ZkmFZ/2kQLXDJbchm5gK...

            </SignatureValue>

            <KeyInfo>

              <KeyValue xmlns="http://www.w3.org/2000/09/xmldsig#">

                . . .

              </KeyValue>

            </KeyInfo>
            <Object>

              ASDFASDFASDFASDG...

            </Object>

          </Signature>

          ]]>

        </Data>

      </Item>

    </Replace>

  </SyncBody>

</SyncML>

Example of OMA DM message with signed content (enveloped signature method):

<SyncML xmlns='SYNCML:SYNCML1.2'>

  <SyncHdr>

    …

  </SyncHdr>

  <SyncBody>

    …

    <Replace>

      <CmdID>4</CmdID>

      <Meta>

        <Format xmlns="syncml:metinf">xml</Format>

        <Type xmlns="syncml:metinf">application/xml</Type>

      </Meta>

      <Item>

        <Target>

          <LocURI>./my_mgmt_obj/file</LocURI>

        </Target>

        <Data>

          <![CDATA[

          <MyObject ID=MY_ID>

            <MY_XML_CONTENT_HEADER />

            <MY_XML_CONTENT_DATA />

          </MyObject>          

          <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

            <SignedInfo>

              <CanonicalizationMethod

                Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

              <SignatureMethod 

                Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>

              <Reference>

                <Transforms>

                  <Transform 

                    Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

                </Transforms>

                <DigestMethod 

                    Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                <DigestValue> LyLsF094hPi4wPU... </DigestValue>

              </Reference URI=”#MY_ID”>

            </SignedInfo>

            <SignatureValue>

              Hp1ZkmFZ/2kQLXDJbchm5gK...

            </SignatureValue>

            <KeyInfo>

              <KeyValue xmlns="http://www.w3.org/2000/09/xmldsig#">

                . . .

              </KeyValue>

            </KeyInfo>
          </Signature>

          ]]>

        </Data>

      </Item>

    </Replace>

  </SyncBody>

</SyncML>

C.3 Content Confidentiality 

XML-encryption [XMLENC] offers the encryption mechanism to achieve Content Confidentiality. Because the messaging between the Source of the Content and Terminal is not possible in most of the cases, we must agree the mandatory algorithms beforehand. The algorithms that must be supported for Confidentiality are RSA and AES128 as specified in [XMLENC]. MIME type for XML-encryption data is application/xenc+xml.

If content is signed and encrypted the signature must be done first and the encryption must be placed over the entire signed content.

Rules for XML-encryption elements used for XML-encryption [XMLENC] in OMA DM Content Encryption context:

· XML-Encryption tree must be placed as a child of a <Data> element (whose content we want to encrypt) in <SyncBody>.

· OMA DM Content must be encrypted using a symmetric key AES128, i.e. outer <EncryptionMethod> element must have algorithm attribute set to a symmetric keying method.

· Symmetric key must be encrypted by an asymmetric key RSA-1_5, i.e. inner <EncryptionMethod> element must have algorithm attribute set to an asymmetric keying method (i.e. receiver’s public key).

· <KeyInfo> must be included in <EncryptedData> and in <EncryptedKey> for receiver to inform encryption keys.

Example of OMA DM message with encrypted content:

<SyncML xmlns='SYNCML:SYNCML1.2'>

  <SyncHdr>

    …

  </SyncHdr>

  <SyncBody>

    …

    <Replace>

      <CmdID>3</CmdID>

      <Meta>

        <Format xmlns="syncml:metinf">xml</Format>

        <Type xmlns="syncml:metinf">application/xenc+xml</Type>

      </Meta>

      <Item>

        <Target>

          <LocURI>./my_mgmt_obj/file</LocURI>

        </Target>

        <Data>

          <![CDATA[

          <xenc:EncryptedData

              Type=http://www.w3.org/2001/04/xmlenc#Element>

            <EncryptionMethod

                Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc'/>

              <KeyInfo>

                <EncryptedKey>

                  <EncryptionMethod 

                    Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/>

                  <KeyInfo>

                        <KeyName>rsaKey</KeyName>

                  </KeyInfo>

                  <CipherData>

                    <CipherValue>

                      xyzabc

                    </CipherValue>

                  </CipherData>

                </EncryptedKey>

              </KeyInfo>

               <xenc:CipherData>

                <xenc:CipherValue>...</xenc:CipherValue>

               </xenc:CipherData>

          </xenc:EncryptedData>

          ]]>

        </Data>

      </Item>

    </Replace>

  </SyncBody>

</SyncML>
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