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1. Scope

This document defines how an OMA DM device is brought from a ‘clean’ state, to a state where it is capable to initiate a management session with a provisioned management server.




· 
· 
· 
· 
2. References

2.1 Normative References

	[DMSecurity]
	“OMA Device Management Security, Version 1.2”. Open Mobile Alliance(. 
OMA-DM-Security-V1_2_0. URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.2”. Open Mobile Alliance(. OMA-DM-StdObj-V1_2_0. URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance(. OMA-DM-TND-V1_2_0. URL:http://www.openmobilealliance.org

	[ERELDCP]
	“Enabler Release Definition for OMA Client Provisioning Specifications, version 1.1”. Open Mobile Alliance (. OMA-ERELD-ClientProvisioning-V1_1_0. URL:http://www.openmobilealliance.org

	[ERELDDM] 
	“Enabler Release Definition for OMA Device Management Specifications, version 1.2”. Open Mobile Alliance(. OMA-ERELD-DM-V1_2. URL:http//:www.openmobilealliance.org

	[PROVBOOT]
	“Provisioning Bootstrap 1.1”. Open Mobile Alliance(. OMA-WAP‑ProvBoot‑v1_1. URL:http://www.openmobilealliance.org

	[PROVCONT]
	“Provisioning Content 1.1”. Open Mobile Alliance(. OMA-WAP‑ProvCont‑v1_1. URL:http://www.openmobilealliance.org

	[PROVSC]
	“Provisioning Smart Card Specification Version 1.1”. Open Mobile Alliance(. 
OMA-WAP‑ProvSC-v1_1. URL:http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[WBXML]
	“WAP Binary XML Content Format Specification”, Open Mobile Alliance(. OMA-WAP-192-WBXML.  URL:http://www.openmobilealliance.org

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


2.2 Informative References

	None.
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions
See the DM Tree and Description [DMTND] document for definitions of terms related to the management tree.
	Message Authentication Code
	A value computed based on a message hash and some form of shared secret. The MAC is transported outside the bootstrap package.


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	WAP
	Wireless Application Protocol

	MAC
	Message Authentication Code 


4. Introduction

Other OMA DM specifications define how a management session is established and maintained. However, in order for a device to be able to initiate a management session it must be provisioned with OMA DM settings. The process of moving a device from an un-provisioned, empty state to a state where it is able to initiate a management session is called OMA DM bootstrap. 


5. Bootstrapping

5.1 Bootstrap scenarios

OMA DM devices must be able to function in diverse network environments and using a large set of protocols. This makes it hard to find a ‘one size fits all’ solution to the bootstrap problem. This section starts with the most basic requirements for bootstrap and continues to define two different processes for bootstrap

5.1.1 Requirements

A OMA DM solution capable of transforming an empty, clean device into a state where it is able to initiate a management session needs to address these requirements.

· Re-use technology (WAP Push)

· Tightly standardized and simple ( Highly interoperable

· Self sufficient and complete

· Secure 

· Data format should be XML based

· Content mappable to the OMA DM management object

· Transport encoding should be WBXML

5.1.2 Solutions

This document defines two different ways to perform the bootstrap process. 

· Customized bootstrap
Devices are loaded with OMA DM bootstrap information at manufacture. Also referred to as factory bootstrap.

· Server initiated bootstrap
Server sends out bootstrap information via some push mechanism, e.g. WAP Push or OBEX. Server must be told the device address/phone number beforehand.

5.1.2.1 Customized bootstrap

This is the most convenient way to bootstrap a device from an end user perspective because the user does not have to do anything. In this scenario, an operator orders the devices pre-configured from a device manufacturer. All the information about the operator’s network and device management infrastructure is already in the devices when they leave the factory. Another advantage of this method is that it is very secure. There is no need to transport sensitive bootstrap information, e.g. shared secrets, over the air. The method is however not very flexible and not all device manufacturers may provide this service.
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Figure 1: Customized bootstrap

5.1.2.2 Server initiated bootstrap

In this scenario, the devices leave the assembly line in a clean and empty state. Once a user acquires a device and personalizes it, e.g. by inserting a SIM, the prerequisites for this process are in place. The problem is now to inform the server of the identity, address or phone number of the device and this can be achieved in many ways. 

· It could be done at the point-of-sales where a sales system ties in with the management system and delivers the information. 

· It could be done through a self-service web site where the user enters her own phone number.

· It could be done by the network the first time the device attaches to the network. When this happens a trigger could be sent from the core network to the management server with the number used by the device.

· It could be done with a voice prompt system where the user is prompted to key in her phone number using DTMF.

Regardless of how the phone number or device address reaches the management server, the server is now in a position where it can send out a OMA DM bootstrap message. This bootstrap message, whose structure and content is defined in this document, contains enough information for the device to be able to initiate a management session with the management server that sent out the bootstrap message. 
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Figure 2: Server initiated bootstrap

5.2 Bootstrap profiles

OMA DM has been designed to meet the management requirements of many different types of devices. For some of these device types there already exists a bootstrap or provisioning mechanism. In these cases OMA DM leverages the existing mechanisms so that backwards compatibility and simple deployment can be achieved. To define how different kinds of devices can be bootstrapped and to specify how OMA DM leverages existing standards this document introduces the concept of bootstrap profiles. Each profile defines its own security, transport and data format. Support for any particular profile is OPTIONAL.

Currently two profiles are planned, but as interest in OMA DM grows and usage of it increases more profiles can be added. The two profiles are:

OMA Client Provisioning

This profile specifies alignment of two existing enablers – OMA Client Provisioning [ERELDCP] and OMA Device Management [ERELDDM]. The profile defines how the information provisioned using OMA Client Provisioning can be transferred to the management tree specified in the OMA Device Management. In this profile at least the mapping of w7 (DM account) information to the management tree needs to be supported, but other provisioning information can also be mapped to the management tree. 
OMA Device Management

This profile defines how the OMA Device Management [ERELDDM] can be used for bootstrapping.



5.3 OMA Client Provisioning Profile

OMA Client Provisioning enabler [ERELDCP] is designed to provision the initial configuration information to devices, and can be used with OMA Device Management enabler [ERELDDM] to subsequently add, update, delete and retrieve all kind of data. The purpose of this chapter is to describe how to map the Client Provisioning information to the Device Management management tree in a way that later management for the provisioned parameters is possible in case both Client Provisioning and Device Management enablers are supported by the client device. 


The content of the Bootstrap message is based on the OMA Provisioning Content Specification [PROVCONT]. In order to enable the usage of the OMA Provisioning Content Specification within the OMA Device Management Framework, the DM application registration document w7 is released by DM group to provide information how the APPLICATION characteristic in OMA Provisioning content [PROVCONT] is used to provision OMA Device Management enabler [ERELDDM] parameters.

5.3.1 Transports


5.3.1.1 
Bootstrapping using OMA Client Provisioning profile is done as defined in the OMA Provisioning Bootstrap specification [PROVBOOT].
5 Mapping Characteristic Data to the Management Tree
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When device receives Client Provisioning document the device creates a management object for that information to the management tree in order to enable the subsequent management. Management object can have two different types of name space identifiers (Property Name described in [DMTND]) - One where the name is already given in the DDF [DMTND] and another where the name is dynamic separating the instances of the child nodes (See Figure 3: Example Management Object and Name Identifiers). 

Figure 3: Example Management Object and Name Identifiers
The name identifiers for named nodes are already given in the management object DDF. Also, the parameter mapping between Client Provisioning parameters and Management Object parameters MAY be specified in the Management Object specification. In addition a general rule that SHOULD be followed to map named information between Client Provisioning APPLICATION characteristic and standardized Application Connectivity Management Object template structure is given in Appendix C.

The client device gives the name identifiers for dynamic nodes that are separating the instances of the child nodes. It is recommended that a numeric order is being followed starting from ‘1’ and increase by one every time. In case there is priority specified in the Provisioning Content document the rank SHOULD reflect that.
5.3.3 Management Object Location in the Management Tree

Newly created management object location in the management tree is decided by client device. However, it MUST be placed following the published DDF of the management tree so that the server is able to know where to find the provisioned information.
5.3.4 Management Object Access Rights

All provisioning information mapped from the Provisioning Content [PROVCONT] document to management tree MUST be granted Get, Replace and Delete ACL rights to the ServerID specified in the w7 APPLICATION characteristic provisioned inside Provisioning Content message.  The management authority owning the ServerID may modify this ACL in a subsequent DM session.

In case w7 APPLICATION characteristic is not part of the provisioning message client device receiving the message and mapping the information to the DM management tree MUST NOT give the access rights to these parameters to the improper management authority.

5.3.5 Special Behaviors

5.3.5.1 Smart Card Provisioning

In case Smart Card contains the provisioning information as specified in the [PROVSC] device SHOULD detect the removal and/or change of the Smart Card. When the Smart Card is removed and/or changed, the client device SHOULD remove all the provisioned management object information (from the Smart Card) from the management tree. 

5.3.6 Device Management, Access Point and Proxy Information

Devices supporting both Client Provisioning and Device Management MUST be able to map w7 (Device Management account) and NAPDEF (if supported) and PROXY (if supported) characteristics information to the management tree. The mapping of the named nodes is specified in the w7 [DMSTDOBJ], NAP and Proxy management object specifications. 

In case device supports the management objects specified in [DMSTDOBJ] a mapping is described in Appendix B in [DMSTDOBJ].

Client device MUST give the names for the dynamic nodes as described in Section 5.3.2.
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5.4 Other Client Provisioning information

Devices supporting both Client Provisioning and Device Management MAY decide to map other information provisioned in the Client Provisioning message to the management tree. A general mapping is described in Appendix C, but in case a specific mechanism is described in the Management Object document that MUST be followed.


5.5 OMA Device Management Profile
5.6 The content of the Bootstrap message is a standard OMA DM message that MUST be encoded into WBXML. 
5.6.1 Transport

5.6.1.1 Any transport MAY be used to send the Bootstrap message to the DM client. Security appropriate for bootstrapping a device securely, and appropriate for the transport used MUST be employed.  Otherwise, transport neutral security MUST be employed."  See the security document for further information [DMSecurity]. 

5.6.2 Management Object Access Rights

The LocURI in the Source element of the SyncHdr defines the management authority which owns all nodes added during the Bootstrap session. The minimum ACL granted to this management authority is Get, Replace and Delete.

5.6.3 Management tree ACL and bootstrap

During processing of a DM Bootstrap message, the normal behavior of the ACL, as specified in [DMTND], does not apply. Each item in the Add command in the DM Bootstrap message MUST be processed successfully, according to the conditions described in section 5.4.5, in order for the bootstrap to be successful.
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5.6.5 Bootstrap Message Content

The content of a bootstrap message is a OMA DM message. However, it is special a package in many ways since it is not part of an ongoing OMA DM session but rather a one-time transfer of information. Hence, many of the elements needed to manage the session are superfluous in the context of bootstrapping, but they must still be included so that the message may be processed by the normal OMA DM client. 

All OMA DM bootstrap messages MUST be WBXML encoded.

OMA DM servers MUST NOT expect any Status for the command in a bootstrap package. An implicit acknowledgement of successful bootstrap can be concluded when the client connects to the server for the first management session.

A typcial bootstrap message will set the values for the DMAcc management object defined in [DMSTDOBJ].
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5.6.6 Processing of the Bootstrap

A Bootstrap message is processed just like a normal DM message, except that a response MUST NOT be sent back.

If a device encounters an item with a URI of the EXT sub-tree that it is not prepared to handle, the device MAY ignore that item in order that the bootstrap may succeed.


· 
· 
· 
· 


After successfully processing the bootstrap, the OMA DM client SHOULD automatically initiate a client-initiated session to any DM server configured in the bootstrap at the next practical opportunity (i.e., when network connectivity and other factors would allow such a connection).
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Appendix B. Static Conformance Requirements
(Normative)

B.1 SCR for Bootstrap Client

	Item
	Function
	Reference
	Status
	Requirement

	DM-BOOT-C-001
	Support for OMA Client Provisioning Profile
	Section 5.3
	O
	ProvBoot:ProvBoot-B-C-001 AND DM-BOOT-C-003

	DM-BOOT-C-002
	Support for OMA Device Management Profile
	Section 5.4
	O
	

	DM-BOOT-C-003
	Provisioning Content granted Get, Replace and Delete ACL rights to ServerID in w7.
	Section 5.3.4
	O
	

	DM-BOOT-C-004
	Support for OMA Client Provisioning Profile AND OMA Device Management
	Section 5.3.6
	O
	DM-BOOT-C-005

	DM-BOOT-C-005
	Map w7, NAPDEF (if supported) and PROXY (if supported) to management tree.
	Section 5.3.6
	O
	


B.2 SCR for Bootstrap Server

	Item
	Function
	Reference
	Status
	Requirement

	DM-BOOT-S-001
	Support for OMA Client Provisioning Profile
	Section 5.3
	O
	

	DM-BOOT-S-002
	Support for OMA Device Management Profile
	Section 5.4
	O
	DM-BOOT-S-003

	DM-BOOT-S-003
	Encode DM message into WBXML.
	Section 5.4
	O
	



Appendix C. General Mapping
In the below table the Provisioning Content APPLICATION characteristic correspondence is shown to the Structure Template for Application Connectivity Management Object.

	APPLICATION CHARACTERISTIC INFORMATION
	STRUCTURE TEMPLATE FOR APPLICATION CONNECTIVITY MANAGEMENT OBJECT

	APPID
	AppID

	PROVIDER-ID
	ProviderID

	NAME
	Name

	AACCEPT
	Aaccept

	APROTOCOL
	AProtocol

	TO-PROXY
	PrefConDef, if multiple ToConRef/<X>/ConRef

	TO-NAPID
	PrefConDef, if multiple ToConRef/<X>/ConRef

	ADDR
	PrefAddr

	APPADDR/ADDR
	AppAddr/<X>/Addr

	APPADDR/ADDRTYPE
	AppAddr/<X>/AddrType

	APPADDR/PORT/PORTNBR
	AppAddr/<X>/Port/<X>/PortNbr

	APPADDR/PORT/SERVICE
	AppAddr/<X>/Port/<X>/Service/<X>/Service

	APPAUTH/AAUTHLEVEL
	AppAuth/<X>/AauthLevel

	APPAUTH/AAUTHTYPE
	AppAuth/<X>/AauthType

	APPAUTH/AAUTHNAME
	AppAuth/<X>/AauthName

	APPAUTH/AAUTHSECRET
	AppAuth/<X>/AauthSecret

	APPAUTH/AAUTHDATA
	AppAuth/<X>/AauthData

	RESOURCE/URI
	Resource/<X>/URI

	RESOURCE/NAME
	Resource/<X>/Name

	RESOURCE/AACCEPT
	Resource/<X>/AAccept

	RESOURCE/AAUTHTYPE
	Resource/<X>/AauthType

	RESOURCE/AAUTHNAME
	Resource/<X>/AauthName

	RESOURCE/AAUTHSECRET
	Resource/<X>/AauthSecret

	RESOURCE/AAUTHDATA
	Resource/<X>/AauthData

	RESOURCE/STARTPAGE
	N/A


Table 1: General Mapping
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