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1 Reason for Contribution
DLDRM has decided to consider inclusion of domains into v2.0, i.e. to enable the RI to allow devices to join a community for offline sharing of licenses. Ericsson, Motorola, Nokia, and RSA were given the action item in London to produce a joint proposal. This input contains a draft proposal by Ericsson, Nokia and RSA (Motorola was unable to take part).

2 Summary of Contribution

The proposal includes 

· Domain definitions and terminology
· How a device joins a domain 
· How a device leaves a domain 

· How to revoke devices from a domain

· How to share content between devices in a domain,  in particular in relation to revocation

· DCF and domain RO bundling 

· Replay protection of stateful rights (for both device and domain setting)

The proposal is given as draft spec text in the attachments. Attachments 1 and 2 are proposed new spec sections on Domains and Replay protection of stateful ROs, respectively. Attachment 3 is an updated ROAP Suite section with change bars relative to the 21st Nov DRM Specification (Section 6).

The status report from the domains workout (input #0273) provides slides summarizing the main points of this input.

3 Open Issues
· Is domain functionality mandatory or optional to implement for devices?

· In this proposal, no particular protocol for domain RO Acquisition is specified. Domain ROs can be downloaded without any particular acquisition protocol. With the modifications to the ROAP PDUs proposed here, RO Request and RO Response is used strictly for device RO acquisition. There are implications on the reward mechanism and on DCF integrity (DCF hash being sent in RO Request). At the same time, the use of the suggested ROAP Payload enables store & forward also without requiring domain functionality (or RO download without executing a 1- or 2-pass protocol). These features should be discussed.
· Lifetime of domain key in relation to lifetime of SA is not covered here, will be addressed separately.

· An RO replay protection mechanism described herein covers both for device and for domain. Do we address all aspects of that?

· The DCF and domain RO bundling is described herein. Do we address all aspects of that?

4 Intellectual Property Rights Considerations

None known.

5 Recommendation

We recommend the group to study the draft specification texts attached with this input for possible inclusion in the DRM specification.
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