1. Replay Protection of Stateful ROs

1.1 Problem and analysis (informative)

Rights Objects containing permissions with constraint elements <count>, <interval> or <accumulated> requires state to be kept in the DRM agent to measure how much of this permission that has been used up. In contrast with stateless rights, there has to be a mechanism protecting against a user replaying the reception of such stateful ROs to the device, which would extend the permission and violate the intention with the RO.

In certain variants of RO acquisition described in this specification, such a replay protection mechanism is inherent in the protocol. E.g. the 2-pass RO Request/Response messages contain a device nonce, sent in the request and sent back and signed (with a MAC) in the response. The DRM agent can the compare an incoming correctly signed RO Response with the nonce in a sent RO Request. Unless there is a match, the RO is rejected. RI authentication provided by the 2-pass protocol is thus used to control replay. However, due to the nature of 1-pass ROAP or sharing of ROs in a domain, there is no challenge/response mechanism to rely upon. 

Instead, replay protection can leverage on time-based RI authentication, but there are limitations:

· There is only an approximate synchronization between RI and device. To accommodate for this and the delivery time of the RO, an explicit absolute installation expiry time NotAfter is (optionally) included in stateful ROs, before which the device may install the RO and after which the DRM agent rejects the RO as a replay attack. 

· However, this leaves a window for replay attacks before the expiry time and that must be managed by means of a local replay cache in the device, a table storing a Globally Unique RO Identity (RO-GUID) and the expiry time. The GUID must be unique for each instance of the RO so that e.g. a user that twice in a sequence buys the same stateful RO (say permissions to play a particular song 3 times) won’t be considered a replay attack.

· When stateful ROs with expiry times are received, they appear as entries in the replay cache and entries are taken out of the cache as the expiry times pass (see below). It can happen that the replay cache becomes full and then entries must be removed which could open a window for replay attacks of the corresponding ROs (until they expire). A well dimensioned replay cache in combination with an appropriate expiry time is probably sufficient protection against such an attack.

· When sharing stateful ROs between devices in a domain, it is still possible to leverage on time-based RI authentication but only if sharing is done before the installation expiry time. This is not optimal from a usability point of view, sharing is preferably done at any point of time and not restricted to a short time interval.

· To enable sharing of stateful ROs in a domain without a time restriction and with some very limited replay protection, it is possible to just include a GUID in the RO and have a replay cache entry without expiry time. However, when the cache is full it is not automatically emptied and thus each new stateful RO will delete an entry in the cache and open for replay of the corresponding RO. Furthermore in this case replay attacks can be carried out without any time restrictions.

· A complication with allowing both entries with (GUID, NotAfter) and entries with GUID only is that the GUID only entries in one and same replay cache is that if not done properly could degrade the otherwise efficient replay protection for the ROs with installation expiry time. An alternative is to have two separate replay caches.

· Without RO-GUID or expiry time, there is no replay protection, except that the replay attack must actually be carried out. For a domain setting this is probably not difficult (e.g. sharing ROs back and forth between devices) but for a device setting it may be more complicated (recording delivery of a RO Response and playing back). 

1.2 Description (normative)

[

The following belongs to to the REL spec
.:

The RI MAY include a globally unique identifier (RO-GUID element) and an RO installation expiry time (NotAfter element) in the RO, or only a RO-GUID element in the RO. If replay protection of the stateful RO is important then the RI SHOULD include the RO-GUID and NotAfter elements in the RO. If sharing of stateful ROs in a domain is important and a very limited replay protection is acceptable the RI SHOULD include the RO-GUID element only in the RO.The binary representation of the RO-GUID element MUST NOT be larger that 20 bytes. The RO-GUID MUST be unique for each instance of the RO.
]

This chapter defines the processing rules enabling protection against RO replay attacks for both Device ROs and Domain ROs.

If the RO contains a NotAfter element [Reference to ROAP/REL?] the device MUST NOT install the RO if the time specified in the NotAfter element has already passed. The device MUST inform the end user of such an event in the case of Device RO delivery, SHOULD inform the end user in the case of Domain RO delivery seprately from the DCF and MAY inform the end user in the case of Domain RO delivery inside a DCF.

If the RO does not contain a RO-GUID element the device MUST skip further replay protection processing as defined below.

The device MUST NOT install the RO if the RO-GUID element value is alredy stored in the device’s replay protection cache. The user SHOULD be informed of such an event.

The device MUST add the RO-GUID element value and the optional NotAfter time to its replay protection cache if that is not full. If the replay protection cache is already full the device SHOULD make room for the new entry by deleting the minimum amount of old entries according to the algorithm defined below:

· [ The deletion algorithm is not as simple as it seems so we decided not to include it in the input contribution. Several candidates were analysed but did not have time to conclude which was the best. Still open issue. ]

The device MUST be able to store at least 100 entries in the replay protection cache. The device MAY have separate replay caches for entries with or without installation expiry time. In this case the device MUST be able to store at least 100 entries in each cache.

The device MUST protect the integrity of its replay protection cache(s).

�PAGE \# "'Page: '#'�'"  �Page: 7���Not necessarily, and this is not the way we have presented it in the ROAP update – there, the NotAfter element (at least) is in the ROAPPayload. And there are advantages to that too – e.g. the ability for a device to quickly see if a REL element should be stored or not, without a need to parse it.





