[image: image2.jpg]"sOMaQa

Open Mobile Alliance



Doc# OMA-BAC-DLDRM-2003-0283-CR_V2_Subscription_RO
Submitted to BAC Download+DRM
Submission Date: 16 December 2003

Doc# OMA-BAC-DLDRM-2003-0283-CR_V2_Subscription_RO
Submitted to BAC Download+DRM
Submission Date: 16 December 2003

Change Request

	Title:
	Subscription RO CR for OMA DRM V2.0
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC Download+DRM

	Doc to Change:
	OMA-DRM-DRM-V2_0-20031121-D

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Oren Levine, Nokia, oren.levine@nokia.com

	Replaces:
	n/a


1 Reason for Change

Clarify the semantics of stateful Permissions when used in Subscription Rights Objects, as specified in section 7.3.1 of the OMA DRM V2.0 specification. Clarify the applicability of Subscription Rights Objects to content sharing and domain models.

2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

This CR clarifies the semantics of permissions used in Rights Expressions. The Rights Expression Language is specified in the OMA DRM Rights Expression Language V2.0 specification, document OMA-DRM-DRMREL-v2_0-20031107-D 

4 Intellectual Property Rights Considerations

N/A

5 Recommendation

Modify the DRM V2.0 specification as detailed in Section 6 below.

6 Detailed Change Proposal

Replace Section 7.3.1 of the OMA DRM V2.0 specification with the following text (new text in italics). Add the new section 7.3.2 as detailed below.

7.3.1 Subscription Rights Object

A Rights Object may specify Rights for content acquired as part of a subscription. In this case, the Rights Expression will inherit Permissions for the digital asset from another Rights Object, using the <inherit> syntax as specified in [DRMREL-v2].  

In this section, the Rights Object that inherits permissions is referred to as a Content Rights Object (C-RO). The Rights Object that contains the Permissions that are inherited is referred to as a Subscription Rights Object (S-RO).

Client devices MUST verify that the Content Rights Object and its related Subscription Rights Object were issued by the same Rights Issuer before the associated content is made available to the user.

7.3.1.1 Subscription Rights Objects and Domains

A Rights Issuer MAY bind Content Rights Objects and Subscription Rights Objects to a device or to a domain. The permission inheritance mechanism described in this section is independent of the cryptographic binding of the Rights Objects.
7.3.2 Semantics of stateful constraints

The DRM Agent MUST maintain the state of any stateful constraint relative to the Rights Object in which the constraint appears, and not relative to any single Media Object. If only one Media Object references a Rights Object, the DRM Agent will interpret the stateful constraints in the Rights Object as applying to that one Media Object. If more than one Media Object references a Rights Object, directly or by inheritance (see section 7.3.1 above), the DRM Agent will interpret the stateful constraints as applying collectively to all Media Objects that reference that Rights Object.

The figure below illustrates these semantics in the context of a Subscription Rights Object. Two Content Rights Objects inherit permissions from a single Subscription Rights Object. On the left side, each C-RO specifies a <play> permission with a count constraint. The constraint applies individually to the content item linked to the C-RO. The user may use DCF-1 up to 5 times, and DCF-2 twice.

On the right side, the S-RO specifies the constrained <play> permissions. In this case, the user may use either DCF up to a total of 7 times. This may be 4 uses of DCF-1 and 3 uses of DCF-2, or even no uses of DCF-2 and 7 uses of DCF-1. 
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